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FD-302a (Rev, 10-6-95) CATE 08-19-2016 BY 337388754 NSICG
-1-

FEDERAL BUREAU OF INVESTIGATION

Daic of transcription _2/AH20106

(U/EOB6O) On February 3, 2016 | telephone number | | b6
was interviewed by Federal Bureau of Investigation (FBI} Special Agents| I_|and| | b7C
I:lat the offices of| Washington,
DC. Also present for the interview was| [ an| |Principal, whom
asked to sit in on the interview. After being advised of the 1dentities of the interviewing agents, and the
purpose of the interview, provided the following information:
(U/FeE6) | b6
b7C
(U/EoHeH| bffice at DoS was located on “Mahogany Row,” a term given to the beé
Executive hallway where the Secretary of State's office is also Iocatedjt[held a Top Secret p7C
(TS), Sensitive Compartmented Information (SCI) clearance while at DoS, and handled classified
information on a daily basis] [ received copies of
the Presidential Daily Brief (PDB}), the dissemination of which was restricted to only the highest positions
in the United States Government.
(U//FoHe) When:heeded to communicate something classified to CLINTON| b8
would walk down “Mahogany Row™ and talk to CLINTON face-to-face. If CLINTON was not in the p7C
office, or on travel, and Itlneeded to discuss classified information, would contact

CLINTON via a secure phone or send her a secure memo.

(U#FQH-@)' wasg not aware that CLINTON was using a personal email account while b6
she was Secretary of State, nor d ecall what addressDyped in or saw when| sent emails to or b7c
received emails from CLINTON. | |assumed whatever devices CLINTON used to conduct

business while she was Secretary of State were approved, because nobody at DoS used devices without

approval. :]was not aware of any DoS policy against using personal or private email accounts

to conduct unclassified DoS business.

[

[mvestigation on __ 2/3/20106 al Washingion. D.C. b3

File # _| L2 Daic dictated ___ N/A b7E

By sal | sAo ] b6
b7¢C

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it
and its contems are not 1o be distributed outside your ageney,
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FD-302a (Rev, 10-0-95)

Continuation of FD-302 of [ntenview 0{| ! . On _2/3/2016 , Page 2

U/A0H60) On a few occasions, | raveled with CLINTON. However, the majority of
|travel while] _ |was] [ was done so o pwn.

(U//FEHE) Agents asked | |a 2013 speech to the
American Foreign Service Association, | I

(Ufﬁ%@)l:]explained the quote was in response to a question lin regards
to how business had changed at DoS since] |PRESIDENT CLINTON' s administration.
further explained that durin previous assignment to DoS|:l nobody at DoS
had access to unclassified systems of an)ﬁj'sm’l'. Blackberries didn't exist, and unclassified computer
systems were not yet installed at DoS. The only way to communicate during that time period was via
cables and on the telephone. In contrast, when |returned to DoS inl:p_lnad access to
SIPRNet, JWICS, and Unclassified computers, as well as unclassified Blackberries, and secure 1Pads.

| [the above statement,ljwas trying to explain how technology has allowed for a
different form of information flow, and ultimately sped up the way in which DoS does business.

(U//FeHo further clarified referenced above inDZOl 3
speech, was unclassified, as not implying that information CLINTON may have been
communicating classified material on her Blackberry concerning the unclassified matter.

(U/FEH0) Tt was| lopinion that everybody at DoS takes security very seriously and
understands the importance of protecting sources and methods. hinks there 1s a
misconception about how DoS classifies documents, and further explained that generally the only way to
discuss topics with Foreign Partners is via unclassified channels, or in very sensitive cases, by making
arrangements to meet in person at Embassies or at DoS. Since there 1sn't a classified system that allows
DoS to communicate with its foreign counterparts, conversations that are held with foreign partners in
unclassified channels are later “up-classified” to Secret to protect the information.

(U/FOPO) In defense of DoS practices,] |shared a story conceminDteraction
with then FBI Deputy Director MARK GIULIANO, wherein stated Interacted frequently with
GIULIANO via email. | |stated|  |had the upmostrespect for GIULIANO, but believed i
Wwas 1o review inclassified email exchafges with GIULIANObvould find emails that some would
consider sensitive,
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FD-302a (Rev, 10-0-95)

Continmuation of FD-302 of [nlenvicw oi l

.On 2/32016 , Page 3

(U/FOH0) When] |received a request to produce documents in response to Freedom

of Information Act (FOIA) inquires,] Iilso queried and produced emails from Personal Gmail
account tha etermined were “even remotely related to work.” | sometimes sent short

emails to amily via Gmail while

was on travel and felt that if]  feferenced negotiations or

anything concerning role at DoS,
Iﬁfuﬂher explained that 1t was

not uncommeon for

should produce the ﬂuments in an abundance of caution.

0 have to us Dersenal Gmatil

account to communicate while on travel, because there were often times could not access her DoS
unclassified account ] fwould try to copy her DoS email account on any DoS related

communicationq Imay have sent from

wiFese)__ Jwas

concerning a potential hack of any o
DoS employees. However,
email account and the accounts of]

explained

her Gmail account.

ware of any specific instances where received notification
mail accounts (DoS or personal) or the email accounts of other
was sure people tried to hack into l_personal
eam approximately two vears ago during| lin the

Iran negotiations. Specifically,|

b6
b7C

b6
b7C

b6
b7C

received a similar email. | [reported the incident to DoS Diplomatic Security who reportedly

traced the emails back to af

bl per DOS

(U//FeB8) A copy of the original interview notes are attached in a 1A envelope.
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FEDERAL BUREAU OF INVESTIGATION

Daic of transcription _09/17/2015

(U/AeH6) I l date of birthl | was interviewed at the
offices of PLATTE RIVER NETWORKS {(PRN), 5700 Washington Street, Denver, Colorado 80216, by
Federal Bureau of Investigation (FBI) Special Agents (SA) |and| l

Also present during the interview were] | attorney, U.S. Department of
Justice and | attorney at| | After being advised of the identity of the
interviewing agents, and the nature of the interview provided the following information:

(U/A6H0) In mid-201 3,:|was selected to provide technical support on a contract
PRN had acquired for the management of a new server used solely for email exchange for domains and
accounts associated with BILL CLINTON, HILLARY CLINTON and their aides under the PRN account

name CESC (CESC client).l lknew the company InfoGrate to be the contact who initiated the

PRN contract with the CESC client.l |underst00d the CESC client was already using email
domains hosted on a server out of their residence in Chappaqua, New York, and in order to effect the
transition to the PRN managed new server,| needed to understand the needs of the client and
the configuration of the server being housed in Chappaqua.l | was put in contact with
BRYAN PAGLIANOQ, whol understood to be the administrator of the server in Chappaqua.
PAGLIANO granted| [remote administrator access to the server under the administrator user

name :l and in mid-2013) logged in to the server at Chappaqua.

(UHFG{-}G): described the physical equipment comprising the email server at the
Chappaqua residence as a Dell PowerEdge 2900 {(PowerEdge 2900) running Microsoft Exchange 2007, a
Dell PowerEdge 1950 (PowerEdge 1950) being solely used as a BlackBerry Enterprise Server (BES), a
Cisco NSS 324 for Network Attached Storage (NAS), a switch, a firewall and a Uninterruptible Power
Supply (UPS). The PowerEdge 2900 server hosted the email domain presidentclinton.com, wicoffice com
and clintonemail.com, and had 20 to 30 email accounts associated. The PowerEdge 2900 was used
exclusively for email, with no file or print options. The PowerEdge 2900 had Microsoft Forefront
security and Norton Symantec anti-virus software installed on it. No one but PAGLIANO had
administrator rights to the PowerEdge 2900 sewer:believed the Chappaqua residence had
Comecast as an Internet Service Provider (ISP).

(U//F6H0) In order to effect the transition from the foregoing server equipment in the
CLINTON's residence in Chappaqua to the new PRN server infrastructure and service, CESC and PRN

Investigationon _ (9/15/20135 at Demver. Colorado

Fic# | a2 Date dictatcd N/A

By S4 | saf !

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it
and its contems are not 1o be distributed outside your ageney,
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FD-302a (Rev, 10-0-95)

Continvation of FD-302 of lnterview of] | .On _{9/15/2015 . Page 2 be
e———
b7C

arranged a time to power down the equipment in Chappaqua, transport it to a data center and migrate the
existing email accounts and domains to the new server infrastructure being provided by PRN.

(U/FOH6) On or around 06/22/2013, and based on an infrastructure plan as part of a Service
Level Agreement (SLA) to provide the CLINTONS with new hardware,| a PRN bé
employee, setup a Dell PowerEdge 620 (PowerEdge 620), two PowerConnect 2824 switches, two Fortinet ®7C
firewalls and a Datto SIRIS 2000 (DATTO), and hooked them up in a rented space at Equinix, a data
center located in Secaucus, New Jersey.

(U/FEH6) On 06/23/2013 ftraveled to the CLINTON residence in Chappaqua and
picked up the PowerEdge 2900, the PowerEdge 1950, and the NAS, while leaving the switch, firewall and
UPS at the residence] |transp0rted the equipment to the same rented space at Equinix as the b6
PowerEdge 620, wherel |plugged in and networked all the equipment to get it back online in b7C

order to provide CESC with continued email access. I:lplugged in the NAS, but according to

| | no email archiving or back-up was on it and it appeared to only have install files. The NAS
was not configured to archive email byt} or PRN at any time.ltlchanged the mail

exchanger (MX) record to specify the transition to the new IP address and configuration at Equinix.

(U/AFeHFO) On or around O6f30f2013,|:|be san the email migration for all CESC
accounts from the PowerEdge 2600 to the PowerEdge 620] [performed this by right-clicking
on individual mailboxes and migrating them over one at a time. | | stated he brought over the
entire content of all the mailboxes from the PowerEdge 2900 to the PowerEdge 620 as there was no way
to do it “piece meal” or partially.:]described the migration process as more of a “sync” and
once the servers “agree” that the mailbox 1s moved, the mailbox 1s removed from the old server. Asa
result of the migration, no email content existed on the PowerEdge 2900. During the migration, the
PowerEdge 2900 and 620 worked together in the same exchange, where the servers agree that each email
sent or received is an identical copy. Additionally,I:[conﬁ gured the PowerEdge 620 to host a
Blackberry Enterprise Server (BES) and a Domain Controller as virtual machines.

explained the Domain Controller as being used for password and authentication requests. The PowerEdge
620 was also running Microsoft Exchange 2010 software, which was an upgrade from the software on the
PowerEdge 2900. Additionally, as part of the new server infrastructure provided by PRN,|
configured the DATTO back-up device to take multiple snapshots of the server a day that purged at 60
dayintervals] __ ]also configured both sets of firewalls and switches for redundancy in case one
went down. After several days of migration, the PowerEdge 620 had all email mailboxes migrated to it
and was processing email on Microsoft Exchange 2010 for the email domains presidentclinton.com,
wjcoffice.com and clintonemail.coml:Llwas “very confident” that all email had migrated from
the PowerEdge 2900 to the PowerEdge 620. At some point Iater,lZl remembers adding the
domain| |to the PowerEdge 620. After total migration, PRN decided to keep the
PowerEdge 2900, 1950 and NAS running, even though it was no

be
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Continuation of FD-302 of Inicryiew ofl | . On 89/15/2015 _ Page 3
—

longer processing email, in order to ensure email was being delivered without failure through the
PowerEdge 620. There was no official user security policy to have an account on the PowerEdge 620,

| |registered the Secure Sockets Layer (SSL) certificate for the domains hosted on the
PowerEdge 620. Additionally, PAGLIANO gaveil the credentials for the clintonemail.com
domain, registered at Network Solutions.

(U/FOTO) On or around 12/2013, PRN made the decision that email delivery was working well
after the migration from the PowerEdge 2900 to the PRN managed PowerEdge 620. In order to power
down the PowerEdge 2900 ktated Microsoft Exchange 2007 would need to be uninstalled
from the PowerEdge 2900, or the PowerEdge 620 would generate error messages.| |
uninstalled Microsoft Exchange 2007 from the PowerEdge 2900 by clicking on uninstall and following
the system prompted checks to ensure there were no ties between the PowerEdge 2900 and the
PowerEdge 620 and no active mailboxes were on the PowerEdge 2900. From that point on, the
PowerEdge 2900, 1950 and NAS sat disconnected in the cage at Equinix until the FBI picked up the
PowerEdge 2900 on 08/12/2015. The uninstallation of Microsoft Exchange and powering down of the
PowerEdge 2900 was an action taken by PRN as standard protocol without order or direction from the
CESC client.

(U//FoH0) Based on his experience I Idescribed PAGLIANO's set-up on the
PowerEdge 2900 as a standard email set—up.[ lalso described his set-up on the PowerEdge
620 as standard. Moreover,| |described that email messages accepted by the PowerEdge 620
would first go through MX Logic, a third party company that removes viruses and spam before sending
the message through Giglinx, the Internet Service Provider (ISP) at Equinix. From there]
could not recall if the email would go through CloudJacket or the firewall, but he knew they were in
succession. CloudJacket was an appliance used for intrusion prevention on the PowerEdge 620.
CloudJacket had pre-configured settings that would block or blacklist certain email traffic it identified as
potentially harmful. Occasionally, CloudJacket would send email notifications to] |as the
system administrator, prompting him to block certain [P addresses. | |described these
notifications as normal and could not recall any serious security incident or intrusion attempt that he was
aware of | kcould not identify any IP addresses, or their country of origin, that were involved
in a brute force attack (BFA) against the PowerEdge 620. Email traffic would then go through the switch
and to the PowerEdge 620 where it would be processed by Microsoft Exchange 2010, Additionally,

[ |installed Trend Micro AntiVirus and later, Webroot AntiVirus.

(U/FeBe)__ |stated the CESC client originally requested to encrypt email such that
no one but the user could read the content. This, ultimately, was not the way the email was configured so
that system administrators could troubleshoot all problems occurring within user accounts.ﬁ
recalled] pnd as having system administrator rights to the PowerEdge
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Comination of FD-302 of Interview OI ! L On W/5/2015 | Page 4

620, although believed he handled almost all 1ssues entirelyl:lwas seldom used, 1f at
all, for work on CESC. System administrators could move mailboxes, change and reset passwords, and
sometimes view email for archive searches when the users didn't have the time and CESC requested PRN
complete the task. After PRN took control of the server, the CESC client never requested another
individual have administrator access.:stated BRYAN PAGLIANO's password for the
PowerEdge 2900 was changed and he did not have access to the PowerEdge 620. The CESC client did
request 24 hour access to someone who could assist with any issues that should arise regarding their email
accounts. In order to meet this request, PRN contracted with Level Platforms or Managed Workplace, a
third-party company used for troubleshooting and help desk related issues for any late night or off-hour
requests thaf |could not handle. The third-party company did not have administrator access
to the server or email content, but could provide assistance with troubleshooting devices, connectivity to
the server and password resets. | Istated the help desk service was not used often and the
CESC client would contact him directly.| |was unsure, but thought the third party help desk
service was no longer contracted with PRN for CESC client help.

(U//FQHEO) In or around 02f2014,|:1 was contacted by someone from CESC, that he
recalled a Last Name Unknown (LNU), informing him that she was going to ship him a
MacBook containing a folder with old HILLARY CLINTON emails.ljrecalled no other
identifying information regarding the MacBook. recalled the MacBook being shipped via
FedEx to his personal residence in| but does not recall any other information regarding the
shipment. Oncel |received the MacBook, he identified the folders containine the HILLARY
CLINTON email and recalled five subfolders being labeled 2009 through 2014] |did not
recall the specific HILLARY CLINTON email account the tranche was from.| |created a
local storage folder under the address hrcarchive(uciintonemail com and copied the pst files to it. The
brearchivelichintonenmail.com account was not configured to send or receive email messages. or
someone from CESC, requested that only HILLARY CLINTON and two gssociates be granted access,
buf| could not recall the names of the associates| shipped the foregoing
MacBook back to |LNU, but recalled nothing about the return shipment.

(U//FEHO) In or around 09/2014] | was contacted by CLINTON aide CHERYL
MILLS requesting| lperform an archive search of all HILLARY CLINTON email, during her
tenure as Secretary of State, from 01/2009 to 02/2013, sent to or received from an email address ending in
.gov. It was originally requested that| [burn the foregoing archive search to a DVD and
FedEx it to CHERYL MILLS. Instead of that transmittal | |conducted the foregoing archive
search, zipped the resulting .pst email files, encrypted them with AES256, and used a
Secure File Transfer Protocol (SFTP) to transfer the files to the workstations of CHERYL MILLS and
HEATHER SAMUELSON. Additionally, |password protected the pst files. Sometime
shortly after, CHERYL MILLS contactedl Iand asked him to perform another archive search
for all email on all accounts in HILLARY CLINTON's mailbox during her tenure as Secretary of State.
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Continvation of FD-302 of Inicryiew 0!1 ! - On (97152015 | Page 5 be

b7C
I:lconducted the requested archive search and transmitted it to MILLS and SAMUELSON
using the same process, an SFTP transfer using AES256 encryption to their personal workstations.
Iilknew no additional detail regarding the workstations of MILLS and SAMUELSON. b6
Additionally, the archive search conducted byl_:l did not contain email from the local storage b7C
folder hrcarchive@elintonema com.

(U/AFeHE) In or around 12/201 | lwwas put in touch with an individual named
l |by someone from the CESC client| |ir1f0rmed|:|that HILLARY
CLINTON and HUMA ABEDIN were going to have new email accounts on a new domain hosted on
another server not administered by PRNE.l_-‘__ljnfonned:hhat HILLARY CLINTON's
new email address was' I{B;E';s'cefﬁce.com and HUMA ABEDIN's new email address was b6
hrooffice com. |requested that| | begin forwarding the email from HILLARY b7C
CLINTON's hrodi Froclinonemati com account, hosted on the PowerEdge 620, to her new

] Litircoffics com account, hosted on another server unknown to | nor anyone
from the CESC client. requested] Jto transfer any archived email to the new servepreferenced
by| [was not aware of any detail related to the new server referenced by

to include who managed it or what it was being used for.

(U//FOH6) In or around 03/201 5. |was contacted by CESC with a request to
invento% the CESC mailboxes to determine what exists, where it was stored and how it was backed up.

talked withltho coordinate the request and it was decided| would b6
b7C

travel to Equinix to ensure the PowerEdge 2900, 1950 and NAS contained no email data. Once onsite at
Equinix | powered on the PowerEdge 2900, 1950 and NAS and verified no old email data or
backups existed. When jeturned to Equinix in 08/2015 to provide the PowerEdge 2900 to
the FBI, he powered it up to check for any email or backup data. The 08/2015 inventory by| |
was not requested by anyone from CESC and was a step taken by PRN.

(UK/FGHGJ | stated all email accounts on the PowerEdge 620 had some back-up
policy. Everything on the PowerEdge 620 was backed up through the DATTO device by taking several
snapshots of the server daily and maintaining the data for 60 days. Additionally, all accounts had some
back-up set by the user in their individual email client settings. Users could also archive email locally, by
making .pst files on their computer workstation for example| stated the server just presents
the email to the user — after that, the user could do whatever they want with the email. Ijldid };3 c
not know what any CESC client individual email user's setting was. Additionally, in or around
08/06/2015, PRN was made aware that DATTO was syncing with the DATTO cloud and storing email
data related to CESC off-site. This off-site logging to DATTO's datacenter was not requested by PRN or
CESC. Once the DATTO offsite logging was discovered, DATTO disabled the offsite logging feature
leaving DATTO with 60 days of CESC email back-up from the day it was disabled.lil
believed DATTO was preserving the offsite email data.
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{ Uf’f‘FG'H'G)l ,was shown a list of CESC email accounts provided to the FBI by PRN.

recognized most of the email accounts and knew that some were added and deleted
throughout the life of the contract, but couldn't give a timeframe for the addition/deletions and wasn't
aware of all of the users for each account. Additionally] |was unaware of the devices used by
each user. When CESC users would acquire a new mobile device, they could configure it themselves due
to Microsoft ActiveSync technology on the mobile device. On rare occasions, would have
to assist old blackberry users with synchronization with the BES.

(U/F9H6) PRN set-up a share folder on the PRN network for all documentation related to the
CESC client believed PRN took this step to limit the individuals at PRN that had access to
information regarding the CESC client.

(Uf;‘-Pe{:lﬁi [believed that PRN never used the company TechnotRescue to recycle
any equipment related to the CESC account. believed that PRN never used Veeam software
or service to backup the PowerEdge 620,

(U//FB88) PRN never took action to purge or delete CESC email data from the PowerEdge 620
or DATTO. CESC never requested that PRN purge or delete email data associated with their account.

(U/IFOHos was aware of no discussions with CESC regarding classified
information or retention of tederal records.
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(U/FOHE) On February 18, 2016] | date of birth| | was
interviewed by Federal Bureau of Investigation (FBI) Special Agent (SA) land SA
| |at the offices of Platte River Networks (PRN}), 5700 Washington Street, Denver,
CO. Also present for the interview were SAI:I Information Technology Specialist/Forensic
Examiner{ Department of Justice (DOJT) Attorney| | and| |
| ffrom| | After being advised of the identity of the interviewing agents and
the nature of the interview provided the following:

(U/FOU6) MONICA HANLEY contacted] ________|via email on or about February 2014
regarding email belonging to HILLARY CLINTON. The email was stored on a Macbook and CLINTON
did not want to lose the email, so HANLEY requestedlthransfer 1t to the Clinton Executive
Services Corporation (CESC) server (Server) managed by PRN. The Server housed four virtual
machines: a Microsoft Exchange server, a BlackBerry enterprise server, an administrative server, and &
domain controller. | lattempted to accomplish the task via a remote session using a remote
support application called ScreenConnect. However | Iwas unable to import the files using
ScreenConnect since the email was stored in the Macbook's Mail program. Therefore,:l had
HANLEY ship him the Macbook so he could import the mail files manually.

(U/AOT6) Upon receipt of the Macbook,:reviewed the files and noticed there
were several mail folders and each was labeled with a different year from 2009-2013. He then conducted
a Google search to identify an appropriate method for converting the Mac Mail files into .pst files.

[ velieved he used Gmail as a way to convert the Mac Mail files to a format that could be
imported into the Microsoft Exchange server. Once the conversion was complete, he created a new
mailbox named HRC Archive. It was likely a regular Microsoft Exchange mailbox that could send and
receive email. I:did not recall who had access to the mailbox. Once the import onto the
Server was successful. he deleted the email from the Macbook, but did not use any data wiping tools on
the Macbook. | |never deleted the HRC Archive mailbox from the Server and believed it
should still exist there today; however, users with access to the mailbox could have altered its contents,

Investigationon ___02/18/2016 at Demer. Colorado

Filc# _] ppoz Datc dictated ___ N/A

By s |_saf !

This document coniains neither recommendations nor conclusions of the FBLL i is the property of the FBI and is loaned (0 vour ageney: it

and its contcnis arc not 1o be distribuied oniside yvour agency.
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(U//FOYB) In April 2014, [remotely instructedl how to
access the HRC Archive mailbox using Microsoft Outlook on her computer. likely

provided this assistance using the ScreenConnect application.

(U//POYO) After reviewing several documents dated in and around July 23, 2014,:'

stated in July 2014 he had a conversation with CHERYL MILLS during which she requested

| lexport a .pst file with all email in CLINTON's mailbox that was sent to or received from a
.gov email address (July Export). After reviewing a list of .pst files modified in or around the same time,

| |opined he might have attempted the July Export using different tools, such as Qutlook or
PowerShell. He did not recognize the file name export.pst. After completing the July Export and
verifying it would open correctly in Qutlook, burned DVDs of the files and arranged for a
FedEx pickup the next day. However, MILLS susequently requested a secure electronic transfer of the
files instead of shipping physical media. Once the secure electronic transfer was complete,
destroyed the DVDs by breaking them 1n half.

(U//FOH0) After reviewing a July 24, 2014 email from BRY AN PAGLIANO regarding a regular
expression text editor,I:]explained when a user changes his or her email address, Outlook
updates the old email address with the new email address. MILLS was concerned CLINTON's then-
current email address would be disclosed publicly and would be different from the one CLINTON was
using at the time the emails were actually sent. I_Y:land PAGLIANO discussed using a regular
expression text editor to find and replace the new email address with the old, but the tool could not
accomplish the replacement.

(U/FeH6) I:l used the email address| [2gmail.com as an account
to test email flow when he worked on the Server. It was a “dummy” account he used to test email issues
for various PRN clients,

(U//FOYE) After reviewing work tickets from July 29-30, 2014,]:' stated the
ScreenConnect remote sesstons with MILLS and HEATHER SAMUELSON were for the purpose of
transferring copies of the July Export to their Windows workstations. Prior to the transfer] |
password-protected the .pst, then placed 1t in an Advanced Encryption Standard (AES) zip file. The
ScreenConnect tunnel was also encrypted, resulting in three layers of protection.

(U/FOHO) After reviewing an invoice dated August 12, 2014, stated he assisted
SAMUELSON in reconnecting to the July Export archive.

(U/FBH6) After reviewing a work ticket dated September 29, 2014 and invoices dated
September 30, 2014 and October 1, 201 4,] [stated he spoke with MILLS about the creation of
a new email archive export (September Export) | |could not recall if the September Export
consisted of the complete live mailbox belonging to CLINTON, the exported emails from the HRC
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Archive mailbox, or both. The September Export was several gigabytes in size. | |did not
place any limitations or delete any content from the September Export.

(U//FOH6) After reviewing a work ticket dated November 18, 2014,] ,stated he
worked with SAMUELSON to reestablish her connection to an archive of CLINTON' s emails.
|could not recall if it was to the July Export, the September Export, the live HRC Archive
mailbox, or something else.

(U//F6HY6) After reviewing a work ticket dated November 24, 2014 and an email dated the same
day stated he participated in an urgent call with SAMUELSON regarding more specific
export requirements. He could not recall the details of the conversation.

(U/FBHO) After reviewing an administrative server log file from November 24, 2014,
| |explained he used Microsoft Outlook on the administrative server to test any .pst file
exports he created for CESC. The testing consisted of opening the .pst files to ensure they loaded into
Outlook correctly.

* Regarding Outlook Office Alert event log entries indicating a mailbox and a “gov export”
folder were deleted,| peculated they were deleted because they were no longer
needed on the administrative server.

* Regarding the log entry referencing “huma—gmail-yahoo.ps‘[.Ink,”:stated HUMA
ABEDIN requested her email from Gmail and Yahoo be imported into her mailbox on the

Microsoft Exchange server. | kould not recall when ABEDIN requested this
assistance.

(U/AOH3) After reviewing a document where “HRC Archive” 1s referenced in the Windows
Messaging Subsystem profile for| ftmp,| | stated he believed this file to be a reference
related to the transfer of email from the Macbook he received from HANLEY described above.
Specifically| believed he used the Gmail account] email.com to
effect the transfer to the HRC Archive mailbox. He might have used the Macbook for this process, but
probably used the Server.

(U/FEH0) After reviewing emails dated December 10, 2014 and December 12, 2014, as well as
work tickets regarding December 9-10, 2014 telephone calls with MILLS and SAMUELSON,
stated they wanted the last 60 days of email for CLINTON and ABEDIN in new accounts
that were not on the Microsoft Exchange server, but did not request the migration of any other content.

(U/FOTFO) After reviewing an email dated December 11, 2014 with the subject Iine “RE: 2 items

for 1T support,” and a December 12, 2014 work ticket referencing email retention changes and
archive/email cleanup,:l stated his reference in the email to “. . .the Hilary [sic] coverup [sic]
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operation...” was probably due to the recently requested change to a 60 day email retention policy and the
comment was a joke. He did not recall the prior retention policy.

(U/FOH06) After reviewing a work ticket dated January 5, 2015, referencing a remote session
with MILLS and SAMUELSON,:lstated the session was possibly to remove the July Export
or September Export .pst files from their workstations.

(U//FEH6) After reviewing a Server log entry from January, 5, 2015, noting the installation of
Ontrack PowerControls (PowerControIs),Iilstated PowerControls was the software utility
bundled with the Datto backup device emploved as part of the CESC Server architecture. It is used for
Microsoft Exchange server restoration, butlil did not recall ever taking any actions with it.

(U/FBE6) After reviewing a document identifying the “Last Written Time™ as January 6, 2015
for “HRC eov email Archive pst, HRC .gov emails.pst, HRC gov emails.pst, and export.pst,”

l

stated Outlook updates the modification time and date for any .pst files attached to a mail

account when the program is opened.

(U/FOTO)_After reviewing an email dated January 7, 2015 containing a list of mailboxes on the
CESC server, stated he believed the HRC Archive mailbox should still be on the Server in
the possession of the FBI. He did not know why 1t would not be on the server and said he would check
the current server for the existence of an TB,QQ Archive mailbox. Users could control the content of a
mailbox, but not the existence of it. Only ndl had the capability
to login to the Server as an administrator and remove a mailbox. I Istated he did not remove
the mailbox, nor did anyone request he remove the mailbox.

(U/FOH0) After reviewing administrative server log entries ranging from January to October
2015, referencing multiple Google Apps] |stated the office of] Jused
Google Apps for business, so he used Google migration tools to pull the email accounts of users from her
office to the Microsoft Exchange server. January 2015, however, was not the correct timeframe for that

migration and| did not recall what he might have used Google Apps for in January 2015.
(U/AEH8) After reviewing an email dated March 5, 2015, referencing from
Security Pursuit, | stated he did not know| ____ Jand did not recall implementing any

new security features during that timeframe.

(U/FOP6) After reviewing an email dated March 3, 2015, referencing a .pst file containing all of
“HRC's emails to/from any .gov addresses,”lZl stated he used filters based on sending and
receiving email addresses, as well as a date filter for CLINTON's time as Secretary of State to produce
the July Export.
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) After reviewing an email dated March 5, 2015 with the subject line “RE: Share,”
stated the shared drive was located on PRN hardware in Denver. It was a limited access

shared drive for individuals working with CESC.

(U/FOTE) After reviewing an email dated March 5, 2015 with the subject line “RE: CESC
Firewall,] |stated .. .HRC's backup device...” referred to a second mobile device that
belonged to CLINTON. He did not recall any details about the device.

(U/FeP8) After reviewing a document with information concerning “export.pst, HRC archive —
complete.pst, and hrcarchive(@clintonemail.com — HRC archive.ost,’] Istated, based on the
Last Written Time 1n the registry, that export.pst existed on the administrative server as of March 7, 2015,
He did not recall when it was removed or who removed it from the administrative server.

(U/AOH0) After reviewing work tickets from March 7-8, 201 Sl |stated he
determined the Cisco Network Attached Storage device brought to the Equinix data center when PRN
took possession of CESC's predecessor server and associated equipment did not contain any email
content. PAGLIANO had used it for extra storage and it only contained BlackBerry server logs.

| | did not know what was on the external USB hard drive that was also part of the predecessor
server architecture. PRN did not use either device as part of the Server architecture they designed and
implemented.

(U/A After reviewing an email dated March 9, 2015 with the subject line “Re: Email/Data
Systems,” wher 1s listed as one of the recipients,:l stated he did not recall

seeing the preservation documentation from DAVID KENDALL referenced in the email.

(U/FOHE) After reviewing work tickets dated March 10, 2015 and March 12, 2015, referencing
the movement of email for MILLS,l Istated MILLS did not have an account on the Server
and he could not recall what work he might have done for MILLS. MILLS occasionally contacted
:with problems related to her personal email account, so the work tickets may have been of
that nature.

(U/FOT0) After reviewing an email dated March 25, 2015 with the subject line “CESC call,”
[ stated he had no recollection of the call or what it was about. | then reviewed
an email dated March 25, 2015 with the subject line “Clintons™ and a work ticket dated March 31, 2015
referencing a conference call with KENDALL and MILLS. At this point in the interview,lZl
IijRN* s counsel, advised] |not to answer any questions related to conversations
with KENDALL based on| |protections under the Fifth Amendment.

(U/FOH0) After reviewing log files dated March 31, 2015, referencing multiple manual
deletions from the Datto server used to backup the Server, stated he did not recall
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erforming the deletions, nor did he recall being asked to delete backups from the Datto server.
t}ﬁmher stated everyone at PRN has access to the Datto client portal, which 1s used to
manage the backups for all of PRN's clients who employ Datto's services.

(U/FeH6) After reviewing log files dated March 31, 2015, referencing the installation of
BleachBit on the administrative sewer,:stated he believed he used the program for the
removal of .pst files related to the various exports of CLINTON's email discussed above from the
administrative server. He took this action of his own accord based on his normal practices as an engineer.
He did not recall which settings he used, to include the overwrite free space feature. [ |later
stated he might have used BleachBit on the Microsoft Exchange server because any .pst exports would be
created there, then moved over to the administrative server and opened to verify the exported .pst file
worked correctly.

(Uf/FGHG)I:ldoes not recall who or when the conversation occurred, but someone
from CESC told him at some point s/he did not want the .pst files hanging around and wanted them off of
the Server after the export.

(U/AHOE0) After reviewing a text document with the first line “June of 201 3,”| |
stated he did not recall creating the document. However, the statement “PST Files were shredded” is
probably a reference to his use of BleachBit.

U/FOHE) After reviewing log files from the administrative server dated January — October
2015, stated the reference to Google Apps Sync on April 4, 2015 was possibly an automatic
update to the software.

?Uf/'FG-B-Q—} After reviewing an email dated April 24, 2015 with the subject line “l:l4;’27-5f1,”

stated the entry on April 27, 2015 was a calendar appointment related to regular
maintenance of the Server and associated equipment.

U/FOHE) After reviewing an email dated August 18, 2015 with the subject “RE: email,”

stated CESC wanted to verify they had a 60 day retention policy. He believed
misspoke whenljlcommented on a 30 day retention policy.

(U//FOH0) After reviewing an email dated August 21, 2015 with the subject line “RE: Datto
remote access,” and an email dated August 20, 2015 with the subject line “RE: CESC Datto,”

|stated PRN might have received a new Datto server because in the initial setup of the

original Datto server, it auto synced with the Datto data center and created an offsite copy. The new
Datto server would not allow that to happen.
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(U/AeH50) After reviewing logs dated September 21-September 26, 2015 from the Microsoft
Exchange server and September 25-October 2, 2015 from the administrative server,
speculated he may have removed mailboxes attached to Outlook on the administrative server. He was not
instructed to delete any user mailboxes on the Microsoft Exchange server in September 2015, nor did he
delete any mailboxes. Furthermore,| |did not do any work with any email exports in the
September 2015 timeframe. It was standard practice f0r| |t0 install OnTrack PowerControls
on a server because it is required to restore a system from a Datto backup. Additionally,|
would login to the Datto server during regular maintenance appeointments to check the backups.
Regcarding the October visits to the CESC Datto Control Panel referenced in the logs)/ lor
| |probably logged into the Datto server using ScreenConnect to verify it was running
properly. ScreenConnect was| | primary method of connecting to the administrative server.

(UIfF'G'H'G)| |did not recall manually running a disk defragmenting utility, but would
sometimes do it as part of routine maintenance.

(U/AFeH0) :was shown several other documents for which he had no information.
All documents used during the interview are attached to this communication as a 1A.
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(U/FOYO) On May 3, 2016] |Platte River Networks (PRN), date of birth

| | was interviewed by Federal Bureau of Investigation (FBI) Special Agent (SA

| land SA| |at the United States Attorney's Office for the Eastern District of
Virginia located at 2100 Jamieson Avenue, Alexandria, VA 22314, Also present for the interview were
Supervisory Special Agent] | Information Technology Specialist/Forensic Examiner

| | Department of Justice (DOJ) Attornev] | DOJ Attorney

EDVA Attorney] | and EDVA Attorneyl |as well as| |
counsel | | and| | After being advised of the identity of
the interviewing agents and the nature of the interview] | provided the following;

(U/FOYO) InFebruary 2014 |worked with MONICA HANLEY to import an
archive of HILLARY CLINTON's email from an Apple MacBook to the PRN-maintained server hosted
for the CLINTON EXECUTIVE SERVICES CORPORATION (CESC). This server hosted CLINTON's
email account. HANLEY told:the MacBook contained old email that only existed on the
laptop and HANLEY did not want to lose it. The email was stored in Mac Mail within folders labeled by
year as 2009 Inbox, 2009 Sent Items, 2010 Inbox, 2010 Sent Items, etc. | ftried to effect the
transfer of the archived email through a remote session using ScreenConnect, but the WiFi connection
was intermittent and the MacBock repeatedly turned itself off. Therefore, HANLEY shipped the
MacBook to was unaware of a USB flash drive containing an identical set
of the email files,

(U;’/‘FG’dﬁjl Itried various tools and Googled for solutions to effectively transfer the
email files. After researching 0mi0ns,| |transferred all of the email content to the “dummy”
gmail account] I@gmail.com.l | connected the administrative server to
the gmail account and used 1t as a bridge to move the email into a mailbox named hrcarchive on the
Exchange server. The PRN architecture consisted of a BlackBerry Enterprise server, domain controller,
administrative server, and Microsoft Exchange server (PRN server). After the transfer was complete, he
deleted the content from the gmall account and provided the hrcarchive login credentials to HANLEY or

land demonstrated how to access the mailbox using Qutlook Web Access.

did not know if] lor HANLEY provided the credentials to others; however,
anyone with the credentials could access the account. Prior to shipping back the MacBook, either

Investigation on ___(35/33/2016 at Alexandnia VA

Filc# _| poz Date dictated N/A

By sal | sal |

This docwment coniains neither recommendations nor conclusions of the FBLL [ is the property of the FBI and is loangd to vour agency. it

and i1s contcns arc not 1o be distributed oniside yvour agency.
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HANLEY of -lrequested the email be deleted from the MacBook. deleted the
files containing the email, but did not use any special tools to remove the files. provided

an address for the return shipment of the MacBook andlZl used either the United States Postal
Service or United Parcel Service.

(U/Feee)| |
and all had access to the prnadmin account credentials to access the PRN server. The
account on the server maintained by BRYAN PAGLIANO was created by PAGLIANO
during the transition to the PRN server. There was also a built-in administrator account on the PRN

Server, but] |never used it. | [handled most day-to-day work tickets for
CLINTON's account, whilel handled the physical infrastructure setup and maintenance.
| was authorized to work on the account and served as a backup tc] |and

|h0wever, he only handled a few work tickets. | [Ieft PRN in June or July 2015 and,

based on PRN's normal business practice, passwords were changed for all admin accounts.

(U/FEHO) In July 2014, CHERYL MILLS emailedl  |to schedule a phone call. On
the call, MILLS outlined tq lshe needed an export of al] CLINTON's email sent to or
received from a .gov email address (July Export) for the purpose of di- ~ them to the United States
Department of State (State). ilsearched “* gov” in the; live “H” " 1ailbox to find email
responsive to MILLS' request. After preparing the export,l : |w0rked with MILLS and
HEATHER SAMUELSON to transfer the export to each of their v orkstations. This interaction was the
first with MILLS. | ipreviously interacted with| |and

l

[ MILLS served as the primary contact from which |took direction for

this export and later exports. | only interacted with SAMUELSON once or twice beyond
troubleshooting her access to the exports. He described MILLS and SAMUELSON as proficient
computer users with knowledge of basic programs.

(U//FoH0) Based on the direction provided by MILLS as described above,l |
prepared an export of CLINTON's email from her live account on the PRN server. | |ther1
used 7-Zip to compress the export and password-protect it. To transfer the export to MILLS and
SAMUELSON, he connected to each of their workstations remotely using ScreenConnect and installed 7-
Zip. On SAMUELSON's laptop he also installed Outlook 2013 because she did not have Outlook at that
time. After the installation of 7-Zip on both workstations and Qutlock 2013 on SAMUELSON's
workstation,:transferred the zip file using Secure File Transfer Protocol (SFTP), unzipped
the export, and opened the export in OQutlook by navigating to it using File->Open->Qutlook Data File.
When transferring the ﬁle,t}likely dropped it on the desktop or in a folder on the C: drive.

(U/F6H8) In September 2014, MILLS contacted| land requested an export of
CLINTON' s entire matlbox {September Export}, so| |followed a similar process to the July
Export. He prepared a .pst file, zipped it using 7-Zip, and transferred 1t to MILLS and SAMUELSON
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through ScreenConnect. In the preparation of this export,| | discussed different options for
the transfer based on the size of the file, but ultimately decided on the same process using ScreenConnect
as the July Export. MILLS never requested assistance from :]in locating CLINTON' s email
from January 2009 — March 2009 and was never aware there was a gap during that
timeframe.

(U;’/'FGH'G)' |did not know why the .pst file provided to the FBI from CLINTON's
counsel contained the email address| [@email com in the metadata because he
believed he created email exports from CLINTON's live email mailbox. However, he provided the
following possible explanations:

o | fmay have imported HRC Archive into CLINTON's live mailbox.
* A user may have moved email from HRC Archive into CLINTON's live mailbox.

+ A user may have taken email directly from the HRC Archive mailbox to produce what was

provided to State. [ |did not assist in the production of any .pst files provided to State.

(U//FOYO) During the July Export and September Expoﬂ,:ltransferred one .pst file,

contained within a zip file, to MILLS and one to SAMUELSON. Their laptops were running either
Windows 7 or Windows 8.

(U/FOHE) After reviewing a chart labeled “PST files and Outlook Profiles — Admin Server,”

|stated “HRC gov email Archive.pst,” “HRC .gov emails.pst,” and “HRC gov emails.pst”

reference the July Exports. described the other files as:

¢ “HRC archive — complete pst” references the September Export.

e “hrcarchive(@clintonemail com - HRC archive.ost” is a remnant of the transfer of files from the
HANLEY laptop described above to gmail.

o | [@gmail .com - - temp.pst’] |c0uld not recall creating
this .pst file.

¢ “huma-gmail-yahoo.pst” was a result of importing HUMA ABEDIN's email from
those services to the PRN server.

U/FOHO) After reviewing a PRN invoice referencing an October 1, 2014 call with MILLS,
stated the call was in relation to one of the .pst file transfers.

SAMUELSON, stated he worked with SAMUELSON to reconnect her to CLINTON's
email archive.

(UHFE}H'G% After reviewing a PRN work ticket dated November 18, 2014 referencing a call with
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U/FOHO) After reviewing an email dated November 24, 2014 with the subject line “MMM,”
stated he did not know what the reference to an urgent call was about.

(U/FOP0) After reviewing a work ticket dated November 24, 2014 referencing “more specific
export requirements,”ljstated he did not know what the more specific export requirements
were, but did not believe an additional .pst file was transferred. Neither SAMUELSON nor MILLS
requestedl  Jassist with searches for emails to/from specific users, emails to/from specific
domains, or create additional exports beyond the July and September Exports.

(U/FEH0) In November or December 2014, MILLS told she did not want the
exported data on the laptops anymore and requested he securely delete the pst files previously transferred
to MILLS" and SAMUELSON's workstations, but did not specifically requestl luse deletion

software. Based on the request of MILLS,|:|recommended BleachBit, a tool he had used
previously with clients who had financial information on computer equipment being decommissioned.
| Kescribed BleachBit as a utility that securely deletes files by overwriting data multiple
times. He could not recall what version he used, but would have downloaded the latest version at the time
of MILLS' request. Sometime prior to this discussion, MILLS mentioned once CLINTON's emails were
printed for State, she could put the .pst file on a flash drive and have a master copy. | |had the
impression MILLS was referring to all of CLINTON's emails, not just those provided to State.

(Uf/FGHG)I:used the same deletion process for the workstations of both MILLS and
SAMUELSON. He initiated a remote session, typically while on the phone with MILLS or
SAMUELSON, to each workstation using ScreenConnect and downloaded BleachBit from the Internet,
then installed the software. He used BleachBit to remove the .pst files by running the shredding function
as a standard user, not an administrator. The process took a few minutes to complete during which

did not encounter an error message. | [believed he shredded a total of eight
files — the two zip and two pst files on each laptop from the July and September exports. He did not
recall:

s Altering any settings prior to shredding the pst files

+  Wiping free space

& Selecting artifact clean up

* Verifying the deletion of the files

+ Selecting “Shred Settings and Quit” once the process was complete
+ Targeting any temporary files

¢ Uninstalling BleachBit

(U//FOH6) After reviewing work tickets dated December 12, 2014 and January 5, 2015,
[ |stated the work tickets reflected the tasks he completed to remove .pst files from the PRN
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server and the workstations of MILLS and SAMUELSON. The requests from MILLS were routine
customer service, so no one else at PRN was aware of the removal tasks[__________ Jcompleted beyond
what was written in the work tickets. Since completion, neither MILLS nor anyone else from CESC
contacted to verify this work was complete. Additionally] | was not contacted
by anyone to discuss the process he used to remove the files from the workstations.

(U/AeT0Y In March 2015, MILLS contactedl |t0 discuss CLINTON's email.
Typically, MILLS would contact]| |using the email addressl @.gmail.com and setup a
time to call. MILLS wanted to know what backups of CLINTON's email existed and where those
backups were located. After discussing the potential for content to exist on the server CLINTON used
prior to the PRN server, PRN decidedltlwould travel to the datacenter in Secaucus, NJ to
power up the old equipment (Predecessor server) and check it for any backups or copies of CLINTON's
mailbox. After arrived at the datacenter and turned on the old equipment,
spoke with| [while they both were logged on to the system. Neither the Cisco Network
Attached Storage (NAS) device nor the external USB hard drive that were part of the architecture for the
Predecessor server contained backups or other data associated with CLINTON's email.

(U/A686) PRN used a Datto backup appliance to backup the PRN server and it was PRN's
common practice to include the administrative server as part of the Datto backup, butl |could
not specifically recall if the administrative server was backed up for CESC.| [had no memory
of stopping Datto backups of the PRN administrative server on March &, 2015 Datto recommends
turning off Windows Volume Shadow Copy service because it can interfere with Datto backups.

(U/FOT0)

(U//FoH0) After reviewing an email dated March 25, 2015 with the subject line “CESC call” and
an email dated March 25, 2015 with the subject line “Clintons [sic],’1:|_| stated he could not
recall the content of the call or the reference to backups in the email.

(U/FOH9) After reviewing a document titled “Exchange Audit Logs™ dated March 25, 2015 and
March 31, 201 S,I Istated the Platte Admin mailbox received firewall alerts and other internal
tem alerts  Additionally, the Platte Admin account was used to effect changes on other mailboxes.
I |did not specifically recall using it to provide full access for prnadmin to the mailboxes H,
HDR29, and HRC Archive on March 25, 2015 and then removing the HRC Archive mailbox from the
Exchange server. However| [believed he had an “oh shit” moment and removed the HRC
Archive mailbox. He also changed the mailbox retention policy from 30 days to 1 day, and cleaned the
mailbox database because MILLS previously requested in late 2014 or early 2015 he change the retention
policy for CLINTON and ABEDIN's existing and ongoing email to 60 days. He removed the HRC
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Archive mailbox manually because all content in the mailbox was older than 60 days. | |
changed the deleted items retention policy from 30 days to 1 day to ensure no email outside of the 60 days
remained on the server and executed the Clean-MailboxDatabase command to clean whitespace within
the database, similar to running a disk defragmentation | also enabled Circular Logging, but
did not recall why he did so in this instance. He typically enabled it when importing email because
Microsoft Exchange logs contain email that hasn't been committed to a database. Circular Logging
reduces the log file size by forcing Exchange to commit data to the database immediately.

(U/FOTO) After reviewing documents titled “BleachBit — PRN Admin Server” and “BleachBit —
Exchange Server” indicating the use of BleachBit on March 31, 2015, tated he checked the
Exchange Server for remaining copies of CLINTON's email. When he located a .pst file, he used the
most recent non-beta version of BleachBit available at the time to shred the .pst files on the PRN server,
but did not recall which pst files he found or removed. He did not wipe free space, encountered no
errors, and viewed the folders to see if the files were gone, but did not take additional steps to confirm the
deletions. :ldid not talk with MILLS about the files he found and deleted.

(U/FOHO) After reviewing log files dated March 31, 2015 indicating the deletion of files from
the Datto backup appliance,ljstated he did not recall deleting any Datto backups nor did he
recall receiving an instruction to delete backups from the Datto, however, it 1s unlikely anyone else at
PRN would have deleted the files. Iidid not know if the administrative server was backed up
to the Datto.

(U//FOB) After reviewing a document titled “PRN Admin Server — Installed/Uninstalled
Application Events,’] |stated he had no insight into the installation of Google Apps Sync for
Microsoft OQutlook on April 5, 2015.

(U/AeBH0) After reviewing documents titled “Add-MailboxPermigsion and Remove-
MailboxPermission” and “Export.pst on Admin Server — 9/25/2016 [sic],’l Istated in
September 2015 he looked into replacement options for the PRN server because he believed the server
would be turned over to the FBI. To prepare for this eventuality, he logged onto the server to verify the
backups of the server were working correctly and evaluate what new hardware PRN would need to order.

During the same time frame, restored the mailbox forl | This
restoration may account for the activity related to Export.pst in September 2015 and 1t is unlikely
Export.pst contained any of CLINTON's email.| Keleted| |Export.pst after the

restoration was complete. However, he did not delete any data related to CLINTON' s email after he was
interviewed by the FBI in September 2015,

(U//FOT0) After reviewing an email dated March 9, 2015 referencing a preservation email from
DAVID KENDALL and a preservation request from the FBI dated July 31, 201 5,| |stated he
was aware of the preservation requests and interpreted both as meaning he should not disturb CLINTON's
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email data on the PRN server. |did not receive guidance from other PRN personnel or PRN

counsel, or others regarding the meaning of either preservation request. b6
b7C

UNCLASSIFIED/ /FetFe



aLL FBEI INFORMATION COMTAINELD
FD-302a (Rev, 10-0-95) HEFEIN IS5 UHCLASSIZIED
-1- DATE 08-19-201¢& BY 5375857324 NSICS

FEDERAL BUREAU OF INVESTIGATION

Daic of transcription _09/14/2015

On September 11, 2015

l

United States Department of State {DoS), 2201 € Street NW, Washington, D.C. 20520,

office telephone] | was interviewed by FBI Special |and_

| Also present was| | DoS,
office telephone] | After being advised of the identity of the interviewing agents and the
nature of the interview| provided the following information:

Principal Officer Electronic Messaging System (POEMS) was a Top Secret DoS email system that
was phased out several years ago. Today the term POEMS is often used by people referring to the DoS
email systems provided by the Office of the Secretary, Office of the Executive Secretariat - Information
Resource Management (S/ES-IRM). While the majority of DoS employees receive [T support from
Information Resource Management {(IRM}, a subset of approximately 600 individuals receive IT support
from S/ES-IRM. This subset is composed of high-level DoS executives and staff, who are collectively
referred to as the “7™ floor.” The S/ES-IRM system was created to provide the 7" floor users with
enhanced customer service.

Despite being administered by separate groups, the IRM and S/ES-IRM systems utilize the same
hardware and software platforms. Both groups support their respective users across both Opennet, the
unclassified DoS network, and Classnet, the classified DoS network. The top secret network at DoS is
operated by the Bureau of Intelligence and Research (INR) regardless of the user.

S/ES-IRM does not have stand-alone email backup. Historical emails have to be extracted from an
overall system backup. The volume of available historical emails therefore depends on what each user had
saved on their system when the system backup occurred. The entire S/ES-IRM system is backed up every
night during which the email exchange, as well as file servers, shared drives, applications and other
relevant files are captured. The backup tapes are held for 45 days. S/ES-IRM has pulled the relevant
S/ES-IRM system backup tapes in response to the preservation requests issued by the FBI and is
preserving them until they receive further direction from the FBI.bestimated that
approximately 100 of the 600 S/ES-IRM customers were listed on the preservation request.

provided that the exchange servers are housed at ESOC in Culpeper, VA and that
the backups are stored at the Harry S. Truman building,

Investigationon _ 09/11/20135 at Waslhington, DC
Fiic # _| | Datc dictatcd ___N/A
SA
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S/ES-IRM customers do not use the State Messaging and Archival Retrieval Tool (SMART) for
memorializing official email records. Instead, they follow the “print and file” policy whereby each
individual 1s responsible for assessing if a communication should be archived and is then responsible for
printing and appropriately filing the communication. SMART is primarily used for archiving cable traffic
and replaced a legacy system known as CableXpress approximately four or five years ago.

S/ES-IRM does not administer the Public Affairs Communication Electronically (PACE) system,
which is operated by the Bureau of Diplomacy. PACE is a much smaller system but it is possible that a
few people from Secretary Clinton's staff may have used PACE.

DoS does not have a restriction on the use of personal email accounts for official business.
Personal email accounts are often used by individuals in the field who were not 1ssued an official DoS
mobile device, or who do not have the time or means to remotely log into the DoS system. Employees are
not required to notify DoS that they are using a personal account for official business and there is no
mechanism to track who is using a personal email account. In 2009 and 2014, DoS issued official
guldance to users of personal email accounts that stipulated that they must forward work-related emails
back to their official work account within a specified period of time for record keeping purposes.

S/ES-IRM does not automatically create Opennet or Classnet email accounts for new employees.
Accounts are only created once a request form has been submitted. S/ES-IRM had no record of & request
being completed by, or on behalf of, Secretary Clinton for the creation of DoS email accounts. Nor were
there any records of requests being made for a DoS mobile device.

S/ES-IRM is also responsible for issuing official cell phones and other mobile devices to their 7"
floor customers. However, S/ES-IRM does not have historical records for devices 1ssued during Secretary
Clinton's tenure. The system that was used for tracking property during that time period was previously
taken offline and S/ES-IRM has been unable to restore the system due to the presence of corrupt files.
While users were required to sign a property record when a device was issued to them, those records
would have been destroyed once the device was returned to S/ES-IRM.

was not able to provide any specific information about the broader [IRM system and

their efforts to preserve relevant data. He recommended contactiné

|

|

via the Bureau of Diplomatic Security {(DS)
Inoted that BRIAN PAGLIANO works fOII Iand care should be taken when

contacting IRM.,

| |and| |were available for future contact if necessary.
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(U/FOHO) On January 11, 2016, MONICA HANLEY was interviewed by Federal Bureau of

Investication (FBI) Special Agents| land| lat|
Washington, DC 20001. Representing HANLEY, and also present for the

interview, were| land| | After being advised of the identities of the
interviewing agents, and the purpose of the interview, HANLEY provided the following information:

(U/FOH0) In 2003, following her college graduation, HANLEY interned for then Senator
HILLARY CLINTON. HANLEY's internship position was converted to a permanent position in 2004,
HANLEY continued working for New York Senator KIRSTEN GILLIBRAND, who was appointed after
CLINTON was nominated as Secretary of State.

(U/FOHO) In April of 2009, HANLEY received a call from HUMA ABEDIN asking 1f
HANLEY would be interested in working for CLINTON as a “Confidential Assistant”™ at the Department
of State (DoS). HANLEY accepted the position at DoS, and continued working for GILLIBRAND until
two days before her start at DoS.

(U/AeH0) During her first year at DoS, HANLEY's “Confidential Assistant™ duties included
supporting and scheduling CLINTON, domestic travel and personal appointments. HANLEY also ran
various errands for CLINTON. HANLEY also served as ABEDIN and JAKE SULLIVAN's scheduler,
and 1t was her responsibility to coordinate their schedules with CLINTON' s schedule.

(U//Fe88) HANLEY accompanied CLINTON on foreign travel on a few occasions during her
first year at DoS. HANLEY's first overseas DoS travel with CLINTON was to the Philippines.
CLINTON specifically invited HANLEY to join her on that trip because CLINTON knew HANLEY was
of Filipino decent and would appreciate the opportunity to travel there. ABEDIN almost always traveled
with CLINTON. | land] [were additional aids who rotated duties
with HANLEY in regards to accompanying CLINTON on foreign travel.

(U/FE56) When ABEDIN became pregnant in 2011, HANLEY became & primary traveler and

accompanied CLINTON on most of her foreign trips. | |and
| |were also part of CLINTON's travel team during this time, | |was responsible
for managing press matters, whereas were responsible for protocol.
[mvestigation on __ 1/11/2016 al Washingion. D.C.
File # | | 533 Daic dictaicd INA
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(U//Fe0) HANLEY went through a full day of on board training her first day at DoS, of which
approximately half was security related. HANLEY recalled learning specifically how to handle and
transport classified information/paper, but could not recall who provided the training. HANLEY received
a Top Secret/SCI clearance at DoS, but was unsure of any specific codeword programs for which she may
have additionally received read-ins. HANLEY did not hold a security clearance prior to DoS.

(U//Fe50) HANLEY did not recall ever receiving Freedom of Information Act (FOIA) training,
and the only training HANLEY received concerning the Federal Records Act (FRA) came near the end of
CLINTON's tenure at DoS. A representative from DoS's record keeping office, lLast Name
Unknown (LNU), met with HANLEY and others on CLINTON's staff and instructed them to produce all
records that “changed, effected, or created policy.” HANLEY recalled going through paper files with
other executive Staff members, and placing the papers in stacks in the hallway outside the Secretary's
Suite. After which, a DoS record keeper would review the production and make the final determination
on which information was relevant to the FRA

Email Accounts and Server

(U/AeH6) During her time in the Senate, CLINTON used fri3{att blackberry net. HANLEY
was aware of this email account, but did not use this account to communicate with CLINTON.

(U/FeH0) CLINTON used hrodi 7@clinignemail.com while she was Secretary of State, and
hdr22ichinonernal.com following her departure from DoS.

(U/Ae86) HANLEY did not initially recall the account Foamail com, however, later in
the interview HANLEY deduced the oamiait com account may have been created as a way to

communicate with CLINTON during a bad storm in 2011 when power to the server hosting
pdr22asclintonematl con was lost. HANLEY believed CLINTON was traveling in Croatia at the time,
and HANLEY and |may have created the account as a temporary way to communicate
with CLINTON during the outage.

(U//F686) HANLEY was not familiar with the email address SSHRC@Wstaie gov. HANLEY
vaguely recalled CLINTON being issued a DoS Blackberry, but CLINTON did not use the DoS 1ssued
device.

(U//F0896) HANLEY was aware CLINTON was using a personal email address on a personal
server for DoS business while CLINTON was Secretary of State. JUSTIN COOPER created, installed,
and maintained the server in Chappaqua before the server was transitioned over to Platte River Networks
(PRN). HANLEY could not recall when the transition to PRN occurred. COOPER was HANLEY's
point of contact for assistance in regards to syncing CLINTON's mobile devices to the server. Anytime
CLINTON got a new device, HANLEY would contact COOPER who would troubleshoot her through the
process of setting up the new device with the server. COOPER was also HANLEY's point of contact
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when needed reimbursment for items she purchased for CLINTON. COOPER was located in New York,
so most of HANLEY's interaction with him was via email or telephone.

(U/Fe98) BRY AN PAGLIANO was part of CLINTON' s 2008 Presidential Campaign and was
later employed by DoS in a technical capacity. HANLEY would contact PAGLIANO for help with
physical Blackberry problems.

(U/A086) HANLEY did not recall ever participating in, or overhearing, any discussion over
records retention issues, nor the legality of CLINTON conducting DoS business off a private server or
email account,

(U//F6596) HANLEY was asked to review a few emails forwarded from CLINTON at
hrodi 7éoclinignemail.com to HANLEY's DoS email account wherein CLINTON asks HANLEY to print
the forwarded email. After reviewing the email, HANLEY explained CLINTON did not like reading
things on her Blackberry because it was difficult to read the small font, so she preferred a hard copy for
longer emails. Sometimes CLINTON would keep the hard copy to archive the document, but HANLEY
was not privy to what documents CLINTON had printed for an easier read versus archiving,

(U/A656) HANLEY used two email accounts while at DoS: hanleyinidsiate sov and

[hzmaileom. HANLEY did not have an @clintonemail.com email account, nor was she

SANEEL R R R

ever offered an (@clintonemail com account. As a way of general practice, HANLEY tried her best to use
her state.gov email account for work related matters and her Gmail account for personal interactions with
CLINTON. HANLEY further explained she considered personal interactions with CLINTON to include
things like scheduling hair appointments. However, HANLEY noted that her state gov email account was
not as easily accessible as her Gmail account and on some occasions she use Gmail when she could not
access her state.gov account.

(U/A5H8) HANLEY was i1ssued and carried/used a DoS Blackberry. It was difficult to access
DoS email while on travel, as the DoS system required users to sign in using a token/key to sign in
remotely. It was particularly difficult to sign into the DoS system in the Secretary’s plane because the
wifl was not always compatible, sc HANLEY would often use her Gmail account while in the air. The
same was true for foreign travel. Many DoS employees used personal email accounts because they were
more easily accessible. ABEDIN emailed HANLEY equally from her state.gov and personal accounts.

Mobile Devices

(U/AOH0) After she reviewed pictures of various Blackberry models, HANLEY pointed to the
picture of the Curve 8310 explained CLINTON preferred the Curve 8310 because she found the 8310
“track-ball” feature easier than the “track-pad™ on newer Blackberry models. CLINTON tried the
Blackberry 8700G, but did not like the device because of the “track-pad.” HANLEY also thought the
Curve 8900 looked familiar. HANLEY did not recall the specific Blackberry devices CLINTON used at
DoS, but believed CLINTON's original Blackberry was black in color and housed in a blue silicone case.
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(U/AOTO) HANLEY recalled helping CLINTON change her Blackberry device at least three or
four times while she was at DoS. HANLEY recalled having to replace CLINTON's Blackberry on one
occasion after CLINTON spilled coffee on the device. Another time HANLEY recalled having to replace
CLINTON's Blackberry because it started to slowly fail overtime. HANLEY recalled proactively trying
to purchase replacement Blackberrys for CLINTON at one point, but CLINTON only liked the older
models. HANLEY believed she may have even purchased one of the older Blackberry models CLINTON
liked off of Ebay.

(U/A6H6) HANLEY would contact COOPER after purchasing a new Blackberry device for
CLINTON, and he would instruct HANLEY as to how to connect the device and sync the device with
CLINTON's server and email. Once the new device was properly synced, COOPER would also talk
HANLEY through the process of wiping the old device. HANLEY would provide the new Blackberry to
CLINTON along with the old/wiped Blackberry. However, HANLEY was not sure what CLINTON did
with the old Blackberry after HANLEY turned them over.

(U/A005 Aside from receiving emails on her Blackberry, CLINTON used her Blackberry to
text and pin short personal messages.

(U/AeB8e-) CLINTON also used an iPad. HANLEY could not recall when CLINTON obtained
the 1Pad, but thought it may have been purchased by COOPER. HANLEY was not sure who configured
CLINTON's iPad. CLINTON predominately used the 1Pad in the evenings and while on travel (both
domestic and international) for reading news articles and emails. CLINTON did use the 1Pad to send and
receive emails. CLINTON did not use the iPad while she was in her office at DoS.

(U/AFeH6) ABEDIN, HANLEY, and had access to CLINTON's iPad on occasion to ch
assist CLINTON if her iPad was not working properly, but HANLEY could not recall CLINTON giving
her iPad to anybody else to use.

(U/AH0) CLINTON received a new 1Pad in 2011 and gave HANLEY an iPad around the same
time. HANLEY assumed CLINTON gifted her with CLINTON's old iPad. Agents asked HANLEY to
review an email exchange dated 8/18/2011 between ABEDIN and COOPER in which ABEDIN tells
COOPER “She [presumably CLINTON] doesn't like ipad 2...” and later typed “She gave to monica as a
birthday gift.” After reviewing the email, HANLEY explained that she assumed she received CLINTON's
old iPad, but now realizes she likely received CLINTON's newer iPad. HANLEY was not aware the 1Pad
was a birthday gift, but stated that it was not uncommon for CLINTON to gift ABEDIN and HANLEY
with some of her personal items she no longer wanted.

(U/Ae86) When HANLEY received the iPad the opening screen said “H's iPad,” so before
using the gifted iPad, HANLEY wiped the device. HANLEY used the iPad for personal use up until the

time she moved back to New York in 2014. Prior to moving, HANLEY gave the iPad to| I b
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so he could use the 1Pad to listen to music and podcasts. HANLEY did not ch
wipe the 1Pad prior to gifting 1t to
(U/AEH8) In October of 2013, HANLEY received a call from CHERYL MILLS who inquired
about the iPad. HANLEY explained she received what she believed was CLINTON's old iPad as a gift
from CLINTON 1n 2011. MILLS subsequently informed HANLEY she needed to turn over the 1Pad in
response to the FBI's investigation. HANLEY contacted to retrieve the iPad and tumned it over. };?‘rc

Laptop Computer

(U//EeH8) After they leared longtime friend of CLINTON, SIDNEY BLUMENTHAL, was the
target of an email hack in Spring of 2013, PRN spoke with COOPER, ABEDIN, and HANLEY, and
advised CLINTON change email addresses. CLINTON did not want to lose her old emails when she
changed her email address. COOPER subsequently provided HANLEY an extra Apple Macbook from
President Clinton's Harlem, NY, Office. HANLEY then transferred all of CLINTON's old emails from
the PRN server to the Macbook Air. HANLEY transferred the emails to the Macbook in her | b6
apartment, and noted that it took several days because she transferred four years of emails. b7C
HANLEY also recalled transferring the emails to a thumb-drive, but could not recall what happened to the
thumb-drive.

(U/F090) HANLEY maintained possession of the Macbook following the transfer of the emails.
The Macbook was stored in HANLEY's apartment. HANLEY moved at least once after she transferred
the emails to the Macbook, and brought the Macbook with her to her new apartment.

(U/FOHO) HANLEY continued to work for CLINTON following DoS, and in early 2014 took a

position in the Shortly thereafter, HANLEY realized she still b6
had possession of the Macbook containing CLINTON' s archived emails. HANLEY subsequentl b7c
contacted PRN on her own accord and spoke with| |and| I
HANELY shipped the Macbook to| fin| [in February and instructed PRN to
migrate the emails back to CLINTON' s existing server, wipe the Macbook, and return the Macbook to
who was CLINTON' g at the time.
(U/F6H3 The Macbook was shopped from| | ch

(U//FOB) When HANLEY was first contacted by FBI agents in November 2015 1n regards
scheduling an interview, she reached out to| |to ask about the whereabouts of the Macbook. b6
| told HANLEY she did not recall receiving the Macbook from PRN. b7C

SEeRET
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Handling of Classified Material

(U//Fe56) CLINTON did not have a classified DoS account, and received all classified
information in paper form. CLINTON's Executive Assistant, JOE McMANUS, was responsible for
determining what classified information needed to be passed up to CLINTON. The Central Intelligence
Agency (CIA) Presidential Daily Briefer (PDB) on occasion may have also flagged information for
CLINTON to read. When CLINTON was on travel, her traveling Executive Assistant or SULLIVAN
would determine what classified information needed CLINTON's attention.

(U/A0H0) HANLEY visited both CLINTON's Chappaqua, NY, and Washington, DC,
residences, however, HANLEY spent more time in CLINTON's Washington, DC, home. HANLEY
believed CLINTON had a Sensitive Information Compartmented Facility (SCIF) installed on:|
floor of her Chappaqua home that contained at [east a secure phone and fax. CLINTON also had a SCIF
in her DC home. HANLEY believed the DC SCIF contained a secure phone and unclassified Mac
desktop, but was not sure about a fax machine.

(U//E0H0) When the DoS Operations Center needed to get classified material to CLINTON at
her DC residence, the information would be couriered by her security detail in a diplomatic pouch. Only
a few people close to CLINTON, such as HANLEY could deliver the diplomatic pouch directly to her.
HANLEY assumed CLINTON' Iin Chappaqua, could also accept and
deliver diplomatic pouches.

(U//Fe56) A DoS Mabile Communications Team (MCT) traveled with CLINTON on both
international and domestic trips. The MCT was responsible for setting up a command post for bl per
CLINTON's team. Depending on the security climate at the destination, the mobile command post would

I| by CLINTON or her designated statf. The MU generally set up an unclassified I
DoS computer in either ABEDIN or HANLEY's room for the purpose of printing unclassified
information for CLINTON. It was not uncommon for HANLEY to use her personal Gmail account to
print from the mobile DoS unclassified terminal because even though she was using a DoS computer, the
DoS connection was unreliable.

(U//Fe0) CLINTON had a secure phone in her office at DoS, as well as in both her
Washington, DC, and Chappaqua, NY, residences. When CLINTON was traveling, ABEDIN would
generally carry a secure cell phone. HANLEY carried the secure phone on occasion, and described the
phone as locking like an old Nokia non-flip phone with a big antenna and large buttons. The secure cell
phone was carried in a box. ABEDIN kept a secure cell phone in her desk at DoS.

(U//F6898) HANLEY received a lesson from somebody on the DoS technical team in regards to
using the secure cell phone, but when HANLEY tried to use the secure cell phone in 2012 on a trip to
Haiti, 1t did not work,
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Email Review

(U//FeBe) HANLEY was contacted by CLINTON' s attorney, DAVID KENDALL (Williams &
Connolly}, in March or April of 2015. Following her conversation with KENDALL, HANLEY searched
the Gmail account she used while at DoS for any email communications with state gov accounts and

deleted emails associated with state gov accounts, HANLEY was not involved with any efforts to review
and cull CLINTON's emails.

General Security Matters

(U//Fe88) HANLEY never personally was notified of an intrusion attempt against any of her
email accounts {personal or Gmail), however, she remembered hearing some state email accounts were
hacked by presumably the Chinese Government following one of CLINTON's trips to China.

(U//EeBe) HANLEY also recetved verbal security counseling from Diplomatic Security (DS)
following a Russia trip on which she accompanied CLINTON. HANLEY was handed a diplomatic pouch
containing CLINTON' s briefing book on the plane upon arriving in Russia. HANLEY brought the pouch
and its contents into the Russian hotel suite she shared with CLINTON. DS found a classified document
from the briefing book in the suite during a sweep following CLINTON and HANLEY's departure, and
HANLEY was later informed by DS the briefing book and document should never have been in the suite.

(U//FOHO) A copy of the original interview notes are attached in a 1A envelope.
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(Uf/FGHG)I Iwas interviewed at his office at the Harry §. Truman Building,
2201 C Street NW. Washineton. D.C.. by Federal Bureau of Investigation (FBI) Special Agents (SA)

land After being advised of the identity of the interviewing agents,

and the nature of the interview provided the following information:

(U/AFBY8) In February 2009,]:|was assigned as in the Department of State
(DoS) Operational Center._DoS's Operational Center is manned 24 hours a day by three different watch
shifts. Sometime in 2009/ became al |which meant tha]

|

(U//FOH6) In either March or April of ZOIOJ for Secretary of
State HILLARY CLINTON. [CLINTON's |

|Befor |he filled in on a few

occasions for his predecessors in the rolel land ILast Name Unknown (LNU).

Iduring her tenure as

Secretary of State. and were already in place when CLINTON was appointed.

(U/A8H8) In his role as CLINTON' | [was responsible for reviewing
and filtering information intended for CLINTON | [reviewed various reports and
information/action memos to determine which warranted forwarding to CLINTON, and would
subsequently filter out and clean up the most relevant information to forward to CLINTON via her
Executive Secretary, JOSEPH MACMANUS. The reports] lreviewed were a “mixed bag,” and
included everything from unclassified ceremony notifications and Talking Points, to Secret and Top
Secret intelligence briefings.

(U/Ae8e) CLINTON did not have a computer in her office, nor any electronicsi:was
aware of, so all briefing materials forwarded for CLINTON's review in office were provided in paper
form. :was responsible for making sure he properly organized and marked the reports he
forwarded in regards to their classification.

Investigationon __ 1 1/13/2015 at Washington, D.C.
Filc # | Il_mz Date dictatcd N/A
By sl | sa

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it
and its contems are not 1o be distributed outside your ageney,
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(U/A086) There was no specific guidance as to what informationl Iwere b6
expected to forward up to the Secretary's attention.:linitially ran things by MACMANUS, but p7c
quickly got a sense of what information needed to be pushed up the chain.
(U/Ae50) CLINTON had an Advance Staff of twelve to fifteen people, referred to as “The
Line,” who would serve as CLINTON's Special Assistants while she was on travel. When CLINTON
was traveling would communicate with “The Line” and MACMANUS via both unclassified and b6
classified systems. ALICE WELLS eventually replaced MACMANUS as CLINTON's Executive b7c
Secretary.
(U/EeH8) did not recall ever emailing CLINTON directly, and specifically stated that it
would have been “weird” for him to send CLINTON an email. The only time‘%ught he may b6
have emailed CLINTON directly would have been during the Royal Wedding,. 1 needed to push piC
information up to the Secretary via email, he would reach out to either MACMANUS or her Chief of
Stafts, HUMA ABEDIN and JAKE SULLIVAN.
(Uf/F-GHGi:]described SULLIVAN as a “work-a-holic,” and explained he served in the b6
rule as the Deputy Chief of Staff (COS) for Policy. It would not € uncommon for SULLIVAN to work b7¢

very late at night. ABEDIN served in the role of Deputy COS for Operations, and was more concerned
with logistics related to CLINTON's travel.

(U;’;‘FG'H-G)IIlwas unaware that CLINTON was working off of & personal server. I:I b6
only received a few emails directly from CLINTON, which appeared from “H.’T:lthought itwasa pic
little odd because the DoS email naming convention was usually last name, first name, howeverl__Ll

did not recall checking the actual email address. assumed CLINTON's email was regulated by

DoS, as she had a DoS Blackberry.

(U;’f’F@HG)l was assigned tol Ifrom 2012-2013, and b6
recalled | being very specific about the process for record emails.| |did not p7e
remember receiving similar guidance concerning records emails at DoS. Because of the banner
information on DoS computer systemsl:lzmsumed that all of his DoS emails were for the record.

(Uiﬁ@ﬁ@):is a user of the DoS POEMS system. I:lrecalled periodically receivine 6

. . o . b7C
notification from the systems administrators concerning attempted hacks to the POEMS system.
could not recall the specifics or the timing of these notifications.

(U/A0H61 Interviewing agents asked:lto review an email sent froleldated b6
4/10/201, and titled “Stevens Update (Important),” as publically available online in the DoS Reading b7c
Room. The email was addressed to SULLIVAN, ABEDIN, WELLS, and S _Special Asst stantslil
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stated he was familiar with the email and was aware that it was recently released as part of a recent
Freedom of Information Act (FOIA) request concerning CLINTON's emails.

(U//EEH0) The email in question originated as an unclassified email from the DoS Operations
Center ¢ who stripped the preceding trail of emails and possibly fixed a few grammatical and
spelling errors before forwarding the email on to SULLIVAN, ABEDIN, and WELLS. noted that
he likely also added “(Important)” in the Subject line of the email, but did not make any substantive
changes to the email before forwarding it. The email would have initially come tcljrom a specific
person in the Operations Center__However 1d not recall who specifically in the Operations
Center sent that particular email| Kid not have a record of the email he received from the
Operations Center, but stated that the Operations Center does maintain all records. MCMANUS and/or

would be individuals with access to the Operations Center records.

(UfﬁPGHG:hid not push forward all information he received from the Operations Center.
However, he would orally brief information more often than email. ould not recall an instance
where he was concerned with the Operations Center moving classified information from the high side to
the low side.

(U//FeB8) The mgjority of the personnel in the Operations Center are Civil Service employees
who receive extensive structured training before they are on their own on the “Ops Floor.” The
Operations Center receives information from all over the Intelligence Community {IC}. One person on
each watch shift 1s tasked with the “watch fax,” which receives reports from all over the IC.

(Uf/FGHG)I:lfurther stated that he thought the “discussion over (the aforementioned) email
was healthy, and thinks that there 1s likely a problem with the way DoS gathers and uses information”
from the IC.
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Office of Information Programs and Sgna’gTs (IPS), United
States Department of Sgate fSTATE) Rureau of Administration, ashington, D.C.
20520, office telephon mobile telephone [email | OSIRIE QOV, zgc
date of birth lWESTHIEl’VTEWEt in person by FBI Special Agents| pnd

nt FBI Headquarters, 935 Pennsylvania Avenue Northwest, Washington, D.C. 20533, After

being advised of the identities of the interviewing Agents and the nature of the interview)
provided the following information:

began working for IPS in »
2015, Imitially, IPS officials were told there were 14 bankers boxes of former Secretary of State Hillary -,
CLINTON's emails at CLINTON's Friendship Heights office. Later, officials were told that the boxes

would be picked up from Williams & Connelly, LLP. On or about December 5, 2014_1PS nersonnel

picked up only 12 bankers boxes of CLINTON' s emails from Williams & Connolly. and

other IPS officials were not sure if the boxes were consolidated or what could have happened to the two

other boxes. The boxes were labeledwith date ranges, which were accurate for the most part. Some of the
documents were filed out of order. opined the documents were pre-arranged differently than

one would expect if the documents were simply printed out and then stacked into the boxes. IPS

personnel provided copies of the documents to STATE's Bureau of Legislative Affairs, Office of the

Legal Adviser, and the Office of Congressional and Public Affairs,

Although, CLINTON was sworn in as Secretary of State in January 2009, IPS officials were
unable to locate anw of her emalls from January-April 2009 in the documents provided by Williams &

_ . . ) b6
Connolly. did not know whether CLINTON used a different email address at that time. o7C
A preliminary review of the documents did not occur until months later. IPS had to wait on the Office of
Legal Counsel to provide an official determination as to whether the emails would be considered official
STATE records. At some point, the determination was made that the emails would not be considered
official STATE records.
+ + + + bs
Based on the dates on the boxes, opened the box with the Benghazi-related incidents b7C
first. There were sensitive Benghazi-related records, some recqrds related to the National Archives and
Records Administration. and some personal emails in that Recaqrds and
Archives performed the records appraisal. nformed| Ithere were
some potential classified emails, including some from Sidney BLUMENTHAL, that appeared to have
Investigationon _ 08/17/2015 at Waslhington, DC
_ | _ ' b3
Filc # J | Datc dictaicd N/A b7E
bé
By SA| SA b7C
This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it

and its contems are not 1o be distributed outside your ageney,
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been written by Tyler Drumheller, former Central Intelligence Agency (CIA) Division Chief, European
Division | |

[ as well as other emails that discussed various information

related to various foreign governments.

Sometime around late January 2015 ave a status brief about the emails to STATE
officials Patrick KENNEDY . Under Secretary for Management.
Bureau of Administration, Flobal Information
Services. KENNEDY an ere each provided with two binders full of emall exa
documents pelieved were possibly classified. eturned her binders tg Ibut
KENNEDY decided to keep his binders following the briel.

was not aware of anyone in IPS or at STATE who received the rules or parameters the
CLINTON team and/or Williams & Connolly used to segregate CLINTON's personal and official work
emails There were approximately 60,000 emails, which were reduced to about 30,000, IPS had requested

Legal Adviser, STATE to ask Williams & Connolly for the rules they used.

To date, did not believe Feceived a response.
STATE Inspector General, was also trying to determine how Williams & Connolly performed their
review and what basis they used in reducing the emails. Initially, Cheryl MILLS, former CLINTON
Counselor and Chief of Staff, was the only CLINTON staff member to respond to a formal request by
STATE for information pertaining to personal email and devices used to conduct official STATE
business.

According to in February 2015,
attorneys at STATE' s Office of Congressional Affairs since approximately| jand

| along with attorneys from the Office of Legislative Affairs,

performed their review of the 30,000 emails, from which 296 emails were located and produced
responsive to requests from the U.S. House of Representatives Select Committee on Benghazi. The
manual paper search was done using keywords “Libya,” “Benghazi,” and “security.”

Prior to the formal FOIA review by IPS of the 286 emails, Congress threatened to release the 296

emails based on fnput that her team had alre inated with the appropriate STATE
bureaus and inter-agency reviewing officials. However and her team did not work with the

regular interagency reviewers familiar to did not include |
Dffice of Information Management o ecords
Management Division, FBL believed may have coordinated with DOJ, but not with

the FBI.

In or around March and April 2015] hnd IPS felt pressure by both Congress and
internally from KENNEDY and to quickly approve the 296 emails for release. Initially,
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and his team were told to do a “light review with light redactions,” but were later told by the
Office of Legal Counsel to perform a regular FOIA review. | pecial team of senior
reviewers, approximately 40 full-time equivalent reviewers, worked with the appropriate Bureaus on
possible classified information and sent the proper referrals to the United States Intelligence Community
(USIC) partners.

did not think aind the Office of Legislative Affairs attorneys had the
appropriate training and experience to review, redact and produce emails responsive to Congressional
inquiries and especially not expert enough to respond to FOIA requests. For starters ind her
team performed their entire review, redacted what they did, and then copied the 296 emails 1o a .pdf file
on an unclassified network. If any information was later found to be classified, then they would have not
only corrupted every computer that touched that classified information, but they might have contributed to
a loss of classified data. IPS always pushed their material to the SIPRNET network and used their “F27
enclave to %erform their FOIA review before disseminating their products. Also, the 296 emails provided

by: via pdf included redactions done for CLINTON' s privacy but unrelated to national security.

believed there was interference with the formal FOIA review process. Specifically,
STATE's Near East Affairs Bureau upgraded several of CLINTON' s emails to a classified level with a
B(1) release exemption,| plong with attorney, Office of Legal Counsel called
STATE's Near East Affairs Bureau and told them they could use a B(5) exemption on an upgraded email
to protect it instead of the B(1) exemption. However, the use of the B(5) exemption, which 1s usually
used for executive privilege-related information, was incorrect as the information actually was classified
and related to national security, which would be a B(1) exemption.

In or around March or April 2015 there was a meetine thrPJ |TOI(‘{
Intormation SErvices, l | TS,
Department of Justice {DOJ), and QJ, that she had coordinated the

review of the 296 emails with the appropriate STATE bureaus and inter-agencies. The emails “were
alreadv reviewed and there was nothing classified in them, so the FOIA review should go quickly.”
was unsure why the FOIA review was taking so long.

| again stresseETeview and coordination were done with people unfamiliar
to and were not the normal points of contact that IPS used for other agencies. More
importantly, although an thought their quick initial review showed none of the 296
emails were sensitive_followine the farmal FOJA review, one document had been upgraded to classified
based on input from hnd There were other documents IPS recommended for
upgrade, including one specifically related to the Department of Defense' s United States Central
Command (CENTCOM), and others that were still in the referral stage, including emails that have FBI
and CIA equities involved that originated from BLUMENTHAL.
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did not know why he and IPS were not part of the initial Congressional rexgew for the
296 Benghazi-related emails, like they had been for past Congressional inquiries. was cut out
of the loop for the materials injtially sent to Congress and had no idea what kind of review and
her team performed. and seemed to have been placed in their specific posifions by top
STATE officials; they appeared to have a very narrow focus on all CLINTON-related items, and were put
in positions that were not advertised.

In early May 2015, KENNEDY called an interagency meeting regarding the scheduled release of
all the CLINTON-related emails by the January 15, 2016 deadline and asked for quick turnarounds on any
future requests. People in attendance included representatives from White House Counsel,
CIA, FBI, Office of the Secretary of Defense {OSD), Director of National Intelligence (DNI) and the
National Security Council (NSC),

Immediately following that meeting, KENNEDY held a closed-door meeting with
| DOI's Office of Information Programs where KENNEDY
pointedly asked to change the FBI's classification determination regarding one of CLINTON's
emails, which the FBT considered classified. The email was related to FBI counter-terrorism operations.

KENNEDY called| directly on one occasion. The purpose of that call was to ask
questions regarding pressure from the Office of the Inspector General of the Intelligence

Commumty (ICIG) to complete the review of the approximately 30,000 emails. Specifically, KENNEDY
wanted taknow 1f there was precedent to have outside reviewers help STATE with the FOIA process. At
that time] was unaware of STATE IG's and ICIG's June 19, 2015 joint recommendation to
STATE regarding the FOIA review process ICIG, offeredl and IPS extra
reviewers from the intelligence community to help review the 30,000 emails, However, many of those
reviewing officials arrived untrained to formally review items. After the initial training, those reviewers
became instrumental to the review process.

had not felt as much pressure regarding the review and release of the 30,000 emails as

with the 296 Benghazi-related emails. | |

| Instead of pressure, it felt more like curiosity as to the raw numbers of emails

already reviewed, upgraded from unclassified to classified, referred to outside agencies, and/or released
publicly. To date, approximately 1,600 referrals were made to USIC partners. Many of those emails
discussed foreign governments and their leaders along with various sensitive telephone calls. Other
emails existed that would later be referred to the USIC. Those emails included emails from STATE
personnel discussing information lost as a result of the “Wikileaks” scandal.

Some material from the 30,000 emails, though unmarked as such, were definitely classified back
in 2009-2012 and still remained classified. On the other hand, 1t was true some material {in general, not
specific to the 30,000 emails) could have been previously classified, but were later downgraded. An

b6
b7c

bb
b7C

be
BIC

be
BIC

be
BIC



FD-302a (Rev, 10-0-95)

Continuation of FD-302 of Interview of

. On{8/17/2015 . Page 5

example would be CLINTON's travel schedule or security-related information based on specific times
and places. It was a very large security concern for IPS when they heard some STATE employees
assumed all documents on unclassified system were unclassified, based on being on an unclassified
system and having no portion markings.

One email that was upgraded from the 30,000 emails was an email exchange between CLINTON

anq | formen where both individuals used their personal email
addresses to discuss matters related to Russia. Despite this, Fesponded to KENNEDY' s request
for all STATE-related personal emails with a letter that stateq had no STATE-related emails in

his personal email account.

STATE was normally able to complete classification upgrades very quickly. The upgrade would
happen after STATE bureaus and other agencies determined, 1) how the information was obtained; (2)
what the information was; (3) based on current global events/situations; or {(4) because the information
was, initially, improperly marked as unclassified.

heard the argument that some of CLINTON's emails were unclassified back in the

2009-2012 timeframe when they were initiated, but were later classified due to various circumstances, It

rxasmmﬁuumhmﬁﬂ&m.ﬂa]ﬂwﬂaﬁmd to become classified years after the fact.
National Archives would be a good point of

contact for knowledge on the upgrading process in general.

Owan sbout August 10, 2015)

from Office of the Secretary of Defense (OSD) called

and told her CENTCOM records showed approximately 1,000 work-related emails between

CLINTON's personal email and General David PETRAEUS, former Commander of CENTCOM and
former Director of the CIA. Most of those 1,000 emails were not believed to be included in the 30,000
emails that IPS was reviewing. Out of the 30,000 emails, IPS only had a few emails from or related to
PETRAEUS, as well as a few related to Leon PANETTA, former Secretary of Defense. There were a ot
of emails to/from Denis MCDONQOUGH, former Deputy National Security Advisor and current White
House Chief of Staff.

described Jacob SULLIVAN and Cheryl MILLS as “gatekeepers” for sending

CLINTON emails/material; they would filter or review most {tems that CLINTON would receive.

recommended the FBI talk to his boss

specifically about individuals at STATE

who hold a weekly meeting about Congressional records production and the FOIA process as well as

where

felt pressure came from regarding up

srading any of the 296 Benghazi-related emails.

recommended the FBI should talk with

CLINTON and PETREAUS.

regarding the alleged 1,000 emails between
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(U/AOT6) On June 23, 2016, MONICA HANLEY was interviewed tfy Federal Bureau of
Investisation (FBI) Special Agents| |and| Iat

Washington, DC 20001. Representing HANLEY, and also present for the
interview, were| |and] | After being advised of the identities of the
interviewing agents, and the purpose of the interview, HANLEY provided the following information:

(U/FOH6) HANLEY created an archive of HILLARY R. CLINTON's kdr22Giciintonemail com
emails in March 2013 as a result of concerns related to a reported hack of SIDNEY BLUMENTHAL's
email account. HANLEY recalled participating in a conference call with HUMA ABEDIN and JUSTIN
COOPER following the hack to discuss changing CLINTON's email address. may
have also participated in the call. While the group ultimately decided together to change CLINTON's
account, ABEDIN selected the new name of the email account, hrod! V(@ clintonamaid com.

(U/Fe896) COOPER set up the email account and assisted HANLEY with the technical details
concerning creating a backup of kdiZ2& clintonen:ail . com. COOPER provided HANLEY an Apple Mac
laptop from the Clinton Foundation, which HANLEY took home to her apartment in| |
HANLEY remotely signed on to CLINTON's email server from her apartment, as COOPER
telephonically walked her through the steps to transfer the emails from the server to the laptop and a
thumb drive. HANLEY used MacMail, a built in application on the laptop, to transfer the emails.
HANLEY initiated the process, and left the computer running, as the entire transfer process took a few
days.

(U/Ao0) CLINTON's email address was changed from hdiZ224@clintonemaii com to
hrod P 7ochntonemail. com before the archive was created.

(U//FOT6) While HANLEY could not recall the specific model of the aforementioned Apple
laptop provided by COOPER, she did recall the model was not an “Air,” but was likely a “Pro” because it
had an ethernet port and a thumb drive portal. HANLEY further provided that the laptop she received
from COOPER was silver in color and seemed like a newer model. The thumb drive HANLEY used was
something she happened to have laying around the house. She could not recall any details concerning the
brand or appearance of the thumb drive.

[mvestigation on __ 6/23/2016 al Washingion. D.C.
File # J |-302 Date dictated INA
By sAl | sal |

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it
and its contems are not 1o be distributed outside your ageney,
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(U//FoH0) Although it never actually happened the way 1t was intended, the initial purpose for
creating two backups of hdr22faclintonemaii.com (one on the laptop and the other on the thumb drive})
was so a backup was available at both CLINTON's New York and Washington, DC, residences. The
laptop remained at HANLEY' s apartment in | until she
transitioned to a job in the| lin early 2014, HANLEY thought the laptop was
stored in a drawer or on the desk in her bedroom. HANLEY did not use the laptop after the transfer of
emails, nor did she have knowledge of anybody else accessing the laptop. The laptop was also password

protected, so it would be impossible for anybody to access the laptop without HANLEY's assistance.

(U//FOH6) HANLEY could not recall whatever came of the thumb drive she created, and
searched her apartment multiple times in attempts to locate it. HANLEY thought she might have given
the thumb drive to ABEDIN when she transitioned t0| | as she provided ABEDIN with
several items upon departure. However, HANLEY did not specifically recall providing ABEDIN with
said thumb drive.

e

(U//F6P8) After the emails were transferred from hdiZZ 2 chintonsmal ¢om to the laptop and
thumb drive, the intention was to delete the emails off the CLINTON ematil server. HANLEY would not
have been involved with deleting emails, and assessed COOPER would have been responsible for
deleting anything directly from the server.

(U/F0H0) In 2014, after she was no longer working for CLINTON, HANLEY realized she still
had possession of the Macbook containing CLINTON's archived emails. HANLEY subsequently
contacted Platte River Networks (PRN) on_her own accord and spoke with|
HANLEY initially tried to remotely send the archive via the following application, which
provided HANLEY via email:
https.//broker gotoassist conv/i/citnxassist?Question=DRES1-438-752 HANLEY initially attempted to
transfer the archive to] jremotely from CLINTON's New York residence via the
aforementioned website, however it did not work. HANLEY subsequently attempted to send the archive
remotely from her own residence, and was also unsuccessful. HANLEY and| I.lltimately
decided HANLEY would ship the laptop containing the archive tq [and he would transfer
the archive to CLINTON's PRN server. | | was then going to wipe the laptop and return it to

| who was CLINTON' § at the time. HANLEY shipped the

laptop to| [as they discussed, but was not aware of what happened to the laptop thereafter.

(U//F986) CLINTON did not know her email login information, as HANLEY would generally
change the information in CLINTON's BlackBerry when necessary so CLINTON's email would
automatically populate. When CLINTON's password required changing, HANLEY would choose a new
password, update CLINTON's BlackBerry with the change, and notify ABEDIN, COOPER and BRYAN
PAGLIANO. HANLEY had CLINTON's email logon information and password, so she could check
CLINTON's email if needed. On occasion, CLINTON would ask HANLEY to research an old email that
CLINTON was unable to pull up on her BlackBerry. In order to respond said request, HANLEY would
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open up CLINTON's email account remotely from a computer and print the document for CLINTON,
HANLEY assumed ABEDIN also accessed CLINTON's email account on occasion,

(U//Fe909) HANLEY often purchased replacement BlackBerry devices for CLINTON when she
was Secretary of State. CLINTON preferred BlackBerry devices that contained a roller-ball rather than
the more modern touch pad. HANLEY recalled purchasing most of CLINTON's replacement BlackBerry
devices from a Washington, DC, AT&T Store in DuPont Circle. HANLEY also recalled purchasing one
BlackBerry from an AT&T store in the Pentagon City Mall in Arlington, VA. HANLEY also recalled
purchasing a replacement BlackBerry for CLINTON from either Ebay or Amazon, but stated this took
place after CLINTON's tenure at the Department of State.

(U//Ee88) HANLEY had little insight into the writing process of CLINTON's book/memoir.
She recalled CLINTON meeting with the writers regularly for multi hour meetings, where she assumed
CLINTON would share topics and anecdotes she wanted to cover in the book. HANLEY also printed out
chapters of the memoir as it was being written so CLINTON could make edits. HANLEY had no
knowledge of the writers having access to CLINTON's emails.

(U//FOTO) At the conclusion of the interview, HANLEY agreed to provide interviewing agents
copies of emails she exchanged with

be
BIC

(U/ASH0) A copy of the original interview notes are attached in a 1A envelope.
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FLEAPETEER On Fobraary 27, 2016 3ACOB SULLIVAN. DOR| |3.|-‘;-:s
pterviewed by Federst Bareau of Investigation {FBD Spevial Agens (8Al] and

bt the FI31 Washington Field Office, 001 4% Street NW, Washington DU Present

Tor the intorviow were SULLIVANS astorneys Beth Witkinsen and Alexandra M. Walsh. from Witkinson,

Wabdi & Fxhovite LLP. Also present was FBI Section Chief Peter P, Strvok. as well as David Louiman,

aescd] | rosm the Department of Justice (DO3). Prior (o

Ut telereios. Wilkason and Walsh agreed 1o sign a pon-disclosure agreement in anticipation of vECWIIE
docaments during the erview that were classitied as part of a Special Actess Program {8aP). Afler
by advised of the ilvatities of the interviewing agents, und the parpose of the tnterview, SHELIVAN
srovided the Tollowing ifurmaton:

L7 PEREE SULLIVAN was recruited by Jto be an advisor for FHLLARY CLINTON
during her 2008 presicential campiign, Whes CLINTON became the Seeretary of St w 2009,
SET LIV AN became @ Deouiy Divector of Policy Planning at the Depariment of Stute {DUSY. In amd
seownd Pebwuary 201 4 | SULLIVAN became
Chied of Staff and Director of Policy Planming at DOS. In this roe, SULLIVAN managed aud supervised
approximately 30 people mid his speciiie dutios. and tat of most senior officialy at DOSL were presenbed
oy CLINTON. Under ber tonure, SULLIVAN waveled with C LINTON ou almost vyvery business np she
ek i eted s @ conduit 1o the National Sceurity Couneif (NSO SULLIVAN producad policy papers
ansd proposals with a yosl of stuying ahead on regional issues and thinking “hevond duy-a-day.”
S19LIVAN reesfled coordinating his ofticial writien producets to CLINTON through & ~olearmue
nrovess” [Hiered throueh carcer Foroign Service Officers (FSQ) and executive ansisians

|a;nd| | SULLIVAN would also ematl CLINTON diveetly refuted toa varicty
af topiox. These coromunications ineluded emails written by SULLIVAN, as well as emails SULLIVAN
wissekd Torward 1o CLINTON based or hix judgement ay 1o their relevance. SUBLIVAN asa participated
i Privicipal's Committee (P iseetings with CLINTON in the Bituation Raom,

(LAREES) Bvory morning throughout her tenure us Secretary of State, CLINTON would bead an
$:43am meeting with ber deputies to discuss o broad ranee of topics related 1o polivy furmulation, Those
deputios incladed SULLIY ;"\NJ L | Wit iiAM BURNS, and
CLINTON'Y fegal udvisor and Chief of Stalf. CHERYL MILLS. SULLIVAN deseribeit MILLYS as @

tpvositnation va RN NG L W ahingim 30
$He £ I l P3ae ddictedt NiA

Pl cCHIRe e cvainy neithr recomumendidions s vunchushuis of ihe FBEL B ihe propenty ol she BT amed By Rostad W AsAIE spems B

sref s cotienie ane e e b dHsinianed anixigy vour agoeds.
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sradivional Chiet of Stalf and a ~“hands-on wanager” who “emposwered” people. SULLIVAN belioved
MILES was involved i afl “eunseguential” devisions made by CLINTON, SULLIVAN deseribed
PHISA ABEDIN ax CLINTONYS Deputy Chicf of Staft for Qperations, In this ok, ABEDN handicd day
ao-day sperations o include scheduling and trip planning for CLINTON, SULLIVAN desenbed
AREDIN as a close confidant of CLINTON and as someone who had a "trusted relitionship” withs
CLINTONL

(LB SULLIVAN bad two computer systoms in his office o the T Hoor at DOS
Headguuriers (HHO) one on the Sceure Interaet Protoce! Router Network {SIPRuct), suthortzed fo hondle
classitied information ap lo the Scoret feved ad one on an unclassitied petwork, SUHLLIVAN had an
afficia! DOR emait sccount su both of the foregoiny networks. Due to size restrictions an SULLIVANTK
carai] necouts, Be ofien ad to “archive” arails 1o creaie space in bix ema! acvount. SULLIVAN
secitled srehiving amait in “big chunks™ but otherwise. could mat recal! anv methodology of sclenwe he
applivd when archiving ensail, Jowas SULLIVAN'S practice 1o use his stfe.gov email aecont for alt
O releted business. SULLIVAN did revall vecasionatly using his personal googie emast femaii}
econmt for DOS business when travelun and on the weekends. Aflthough SULLIVAN could fog-in o s
state.gov emuil avcount whike away trom the office. he used his gantil account for DOX business bocause
fwas sontetines difflenl o log-in to his state gov amail account from bis restdence vt the weckends and
whike tnrveling. SULLIVARN could not recall any DOS guidancy ivolving the use of personal ematl for
work purposes. SULLIVAN could not reeall any puidance from CLINTON regarding the use of porsonad
crmail for work purposes. At some point in fas DOS carcer, SULLIY AN recalied recetving somwe form ot
wotification that Clinese actors were targeting the gmail accounts of DOS employees, SULLIVAN did
sat seeai] taking sy cetion as it related o this votification. SULLIVAN, MILLS, ard ABLDIN did not
have secess 1o the Joint Workdwide Intellipence Communication Nystem (IWICS s the BOS.
SULLIVAN recalied being bricfed on the elements of infoumation security upon indocirination o the
DOR. SULLIVAN understood the DOS upelass” provess as ap unclassitied document that at some PR
ar whert combined with other documents, would become slassified. SULLIVAN could nol provide an
exantple 1o this etfect,

A%n3

(L PR SUILLIVAN had secury telephone cquipment in bis offive o the severth oot at the
DN SULLIVAN was issued a BlackBerry mobile deviee by the TS and did not recall recetving a
upgraded handser during s eaue, SULLIVAN vould not recall being bisued a secure mobile phone by
(e TION, SUTLIVAN recatied buing issued a secure mobile phone by the White House for g weekend.
bt cold not recadl anviing further about this device or his use o it

(RO When waveding overseas for his work at the BOS SULLIVARN recathed being bricled on
sermation securily pertainiag 1o the threat in vortain cosntres. Far instwee, SUHLLIVAN recalled an
anclassifivd bricting at doint Base Ancrews where the Diplomatic Secunty Service {DE8} warned of &
hetphtengad lovel of ohvsivet and electronic surveilfance ig Russia, Becaue of dus threat, SULLIVAN
rovaliod SLHLEIVAN alsa
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raveled with seeare DOS copummication systesns while waveling overseas. SULLIVAN wouold make &
secure call. conduct a secure video telecoutierence. or use the secure computeny pruvided on e plape 3t
conversiton needed o fake place at the vlassified fevel SULLIV AN recalled tdu

[

\SE_Si_,i JVAN had no memory of abnormd

securily screening o ususual functionality of s clectronie dewices while fraveling overseas. SULLIVAN
did not conduct foreizn traved for personad reasons while at the DOS.

(LS SULLIVAN recatied CLINTON #ad a Secure Comparimented fnfarmation Faciiity
(SCHE B residence in Washington DO with seewre phone aad fay equipment. CLINTON also
reccived imformation at hor 1IC residence via courier, SULLIVAN could not recad] {CTLINTON had o
STPRnet commputer terminal in ber residence, SGLLIVAN would primarily fransmit or conumunivaie
classified formation 1o CLINTON at her DC residence through o seeure call, SHELIVAN could ne
vocuil H CLINTON used # secure mohile phonie. SULLIVAN was not funiling with the infrustructure in
CLINTON's lome in Chappaqua, bui assumed it bad the same capabifities as her DO residence,
QUEEIVAN it not know iFCLINTON had stafl at her residences that also held scowrity clearances.

{CIAREEEY) SULEIVAN recalled CLINTON bad an “enenmous” amount of mformation, &
elode classified information, bricfed o her fn-person o provided to her through paper How, CLINTON
would routinety digest Uwe Fresidential Daily Briel (PDBY in paper form and condue! policy meetingy
daily. SULLIVAN recalled little to no classified information passed 1o CLINTON electronically, In most
tstancvs, i information needed to be sent to CLINTON, it was routine that o sentor FSO e DOS
Operation Center on the 7 floor of DOS HQ would fwibitate the transmission. T CLINTON needod o be
present to receive the informtion, as in the case of & sevwre val] or fax, candination would be done
throtigh CLINTONS usststnts,

(L VAOEEN SULLIVAN recatiod CLINTON used a personul emait addresy when she worked in
e Sertate and while vhe was at e DOS. but waes unaware email was hosted on o private email server i
her residenee until i became public knowledge in March 20135, Moreaver, SULLIVAN Koy JUNTIN
COOPER and BRYAN PAGLIANO, but never bad & conversation with them regarding sy privine email
sorver. SLLIVAN had no mamory of a consersation regarding federed records retention or FOIA
imiplications ax it related to the use of private email. SULLIVAN kaew the genera! guideiines at the DOS
celated to foderal records retention, For example. SULLIVAN knew sot w delete email fram his DUS
il secounts. Upon teaving DOS, SULLIVAN boxed up bis officiul DS paper records and tomed
e over 1o the DOS, SULLIVAN recatied the DOS handled the preservation of fus cmail records from
DON gervers. SULLIVAN recatiod oue bricf conversation in the suter of 2014 with MILLE and

|pc:‘{;zin§ng to the production of federal records, but could not recall mure detail.

(LFERHO) The enail address SULLIVAN recalied CLINTON using was

bl Y e tintoneinailoon, SULLIVAN alvo recalted that HUMA ABEDIN had o iclintonemal] addrosy,
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gt could not remenher it specilicaly, SULLTVAN was never asked to have a sochntonemai] address wud
pever reguested that one be issued to him, SULLIV AN was unawate of any back-ups, migration. deletion
or wiping of email from the clintonemail.com doman. SULLIVAN recalied a conversation with
VEATHER SAMUPLSON in the falf uf 2014 where SAMUEBLSON teld SULLIVAN he may peed w
fook through documents 1 see i they constinne & federal record. but this process sever eceurred.

(L HFOEE Upon imitiation of lis emplovient at DOS, SULLIVAN received » TOP SECRET
{ES) Sensitive Companimented Inforpuation (SCH sceurity clearance, I order w recelve the furpgoing
clearance, SGLLIVAN recatied an orientation and Ivieling where handling. {ransporting. and
disserinuting elassified information was discussed. As far as he andersiond, SULLIVAN had dertvative
classificmtion authority and could classify information bused on the guidance of g classtiication manual,
Other than CLINTON. SUHLLIVAN was ungware of anyone at DOS that had Original Classtiicatton
Authority ¢QCA). As part of Bis job SULLIVAN was brivfed into u large pumber ol SAP aud covurt
action programs. The process of buing briefed to a SAP required an individual trop the DOS Bureau of
hiellipence and Research (INRY o brict the program and chsure the requisite forms wore signed and
sutnained. SULLIVAN did not recad! ever handling SAP matenial on a 15 computer syxtem, bt was
aware INR fad TS conpputer systams,

bl
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(LIPEEE SULLIVAN stated o PO mceting waald be initiated by the NSC chair and wotld
recuiire tie stadt of the governmment ageneies ivited to prepare a package reganding windever topie the
NSC wondd proseribe. As 3 Sundard Operating Provedure (S0P, o PC would imtiate o Depaty’™s
Committes (D0 mecting where certain subject matier experts in cach agency wiuld deliberate on thely
apency's conclusion periaining to te preseribed topic. For the DOS. th bureais it c;wcr{:ti the topic of

the PO meeting would wuthor packayes and then Junnel them through BER & b6
CLINTON for use in the PC meoting, SULLIVAN wauld sometimes be mvolved i D7 mmeetingy if his b7C
Surene hid @ stabe it the dssue. In that fnstance, SULLIVAN would author secuons of written packages

dhat covered the e SELLIVAN would gain his kaowledge and sowree his docament through 3

combination of things he read, conversations he had and classified information. When the PO oceurred.

cavh ugeney windd usaaily bring their Principal plus one other representative. For the DOS, it was often

CUINTON and the respective Depaoty that atiended a PC meeting, SULLIVAN attended PO mectings

“oceashnatly™ and could mot reead! s precise amount.
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PR Afler reviewing s emai! dated Juae 17, 2011 with subject line “Plan r #C
samorrow.” SULLIVAN stated he did not remember the email specificalfy. SULLIVAN stated he hud
adrcady viewed tlis email when released by the DOS through a Freodon of Information A A
reguest, SULLIVAN did not recall the spevific email or what the P meeting was about. SULLIVAN
anderstoad “nenpaper” {0 mcar an unclassified document withost otticial nmarkings given fo o foreign
covermment that states the unwsticial position of the US government. SULLIVAN understood "nospaper”
to mean this beeguse he had created a "nonpaper” docurment for CLINTON before. 1n the context of the
displaved emadl, and while reading it in the moment, SULLIV AN thought CLINTON would hive wintied
hirs to make an unclassified version of the document, sumynarize the contents, and then send 1o kv on a
sonsecure fix. SULLIVAN stated that CLINTON ok the protection of classified infornmation very

serionsiy,

3

(SN Aller reviewing an email dated Qctober 13,2012, with sybiect ling “bv: This s Gree

o Bhue” SULLIVAN swated he did not remember the email spectficaily] bl
’ b3
b7E

, ISULLIVAN knoses
[and Fivst gt hiipy whitel | SULLIVAN
wirked ax volleagees with when| |was at the Peatagon and CTAL

o1 PEEOY Alter reviewing an email dated April 10, 011 with subjeet fine "bwe Sevens Updae
{hmportanty.” SULEIVAN stated he did not remember the cmnt spectiicaly. SULLIVAN did not think
the ernatl was wiusual and wasnt sirprised AFRICOM taformation would be vited Buan unciossifted
el SULLIVAN would regalarly review situation reporty from weound the workld in unelassified CRtL

SULLIVAN know _’_las a caveer FSO that worked in the DOS Operation Uealer. bE
SULLIVAN stated woulid regularly share cvents from areund the world in unclassitied ematl and b7C

bad no wwasoen 1o qucst'm;ﬂ I_iudg{:mei'li regarding the proper handling of classified information,

After reviewing an email dated Decanbey 27,201 with
cublect ne “F W (SBU). SULLIVAN stmed he did not remenber the eoait speciﬁcai‘éy]

bl
b3

SULLIVAN had no reason W belleve any 1A
cmplevees be worked with ever prentiopdily mis vanddled classified Infoppmion and did the bes
couid 1o make & sound judgement when handling classified information
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(LEEARETEEN Adter reviewine an email dated July 4, 2009, with subject Hae "Fwe Pollow Lip:

Sty of 1058 FIT OPRK Conference Cafl.” SULLIVAN stwed he didd not remember the emaii
speciically. SULLIVAN did not specifivally recall the samw

did recnil the namel

SULLIVAN
[and knew ber 1o be u senr Walch Uffieer in the
DO Operation Conter. When asked about the content of the emaii and it he believed the nending nabilary

activities of a forcign niilitary was classified, SULLIVAN replied the persen at DOS who sent the ermaid
vaust Base had reason o believe it could be sent on an unclassifiod svstem. SBLLIVAN stated everyonc
sure and used the best judgement they could ©
forwarded this pavticular omail w b
gmat! account, but recidled being in ldiho arownd this time for a bachelor purty, SULLIVAN stated that
and cotld not recall another instance where it ectwrred.

fie worked with gt DOS worked hard whike under pres;
aucomplish the susstorr, SULLIVAN sax unsure why|

provelre wiss pot routine practice R

(U

RSB Alter reviowing an emiail dated April 27, 2012, with subject line “Fwer Day 27

SULIIVAN stated hie did not rersember the email specifically, SULLIVAN knew thie "IA process” tu
pean Interageney process, SULLIVAN readted the general subject matter of the eonail and rememibers

attacks involving the Tmernational Seeority Assistance Foree (ISAF)L

[trvisg 1o epen the Ground Lines OF Communication 1GLOCH between gountrios aftor

{Ss"ljﬂ-'-_i Alter reviewing an email dated Auguost 23, 201, with subject fine "Fwe BY

Timves arioke on Seiehi,” SULLIVAN stated e did pof senember the omail specificatty STHLIVAN ded

ot recatd the name 8¢

wis 1he

SELLIVAN,

Dok aian

At et
wrd hod the ability to einatl CLINTON divectly, us well a8 Torwant emasi 10

~rneanbe

I/-\!"zcr reviewing an emuil dated July 6, 20120 with subject
“SULLIVAN stawed Be digh ¢

et

I:\ fror reviewing an enisil dated February 25, 2012, with

subiect Hine “Fwe Alert,” SULLIVAN Stned he did ot remember the enwid speeificaily, but recalied

seine this redacied emait bt a FOIA sefease by the D()Sl
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|wi¥h subect
& did not remember the

| I fter reviewing an emait dated]
| st rryans
vnall spectlically, SEHLIVAN stated that, based on the suojeet fing s
reporting i a manner he believed o be sensitive but unclassitied. SULLIVAN sated may
fave sent this email on an wechssiied system because the drone sirike could have already hat the sews

wire. SULLIVAN ddid not belove reporting on a drowe strike after the fact mude it loss sensitive, but wiss
nrhigtent, SULLIVAN belioved yeterence o a Vseeure call” m

speculating o

the enat} demonsuraled attempt to delincate between what could go in unclassitied and
clussitied vhannels, Addiimmly, SUELLIVAN stated this eowail was not out of step with how peopte
appruached sinstlr matters at the time. Notbing stood out 1o SULLIVAN at the vime as mishandhng

classified information.

T

(RO Aller reviewing an email dated May 16, 201 1. with subject Iine "Re: Senator heery
has reguestud o speak with Seeretary Climton.” SLILLIVAN stated he had a general recolicetion of the
cvent dixcrsesd inthe email bul did not recalt the email specifically. SULLIVAN did not reeall the
cunversation with referepeed in the emaid,

iry= 28 After reviewing an ematl dated August 24, 2081 with subject Jiae "Rer Rusnussen

£ IV AN stated R did not rementber the cmail specifically, SULLIVAN stated he usualiy fowsl
ot about hrough apen seurce reports, DOS emaif reflecting news aeounts and more rarely,
through sovpeone i e PDOS HQ hlding,

| Im'mr reviewing an ent dated with
KRULLIVAN stowd he did not remember the email speciiicatly.
k™ ¢ « could not determine what he was referring to by the

13t Pie Was not sure,

subuct lind

1

Y

I hi‘tcr reviewing an omail dated vith subiect
thn GULLIV AN stoted he did not remember the email specificalby, SULLIVAN stated the
vall witl regarding the nomination of & second sirtke was with SULLIVAN wlated e

infrequently conummicatad wid and, when he did, it was throagh a mix of secure calls,
setctassifiod catly and anclassiied emuls,

Afler revicwing ap eovunl doe with subect
fig LIV AN slated e did ot remembeer tie ematt specificaily. SULLIVAN idid not
recal} how he conmuneated with and guessed it was not by phonie and miost Hkely.

SO IVAN i and pasted fropr anotier unclassified email, SULLIVAN did nut recall speaking with

atreasy e something he sead inan unclassified emath, SULLIVAN could not recali an instance whers
anvony expressed & coneorn with the type of information coming over the unclassitied vmatl system o

L;ezwra%i}_-: While working at the DOS, SULLIVAN stuted he can't recall one time he felt
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with handling classilied information in general, SULLIVAN stated CLINTON never expressed a coneer
about the hardling of classified information. While af the DOR, SULLIVAN folt his colivagues
adgsnent was good and that they had a good understanding of how to handle classified information,
Cieneraliv, whife at the DOY. SULLIVAN stated be had to pay attention to what mformation goes on whan
channet, For instanee. he would convey what he could on an unclassified system and thon go to
eyuiprent authorized o handle classified communications e cony ey more infonmation.

ii"ﬁ‘!ﬁl’ﬂ After reviewing an email dated October 4, 20089, with subject line "W Cover
ments.” SULLIVANS atiorney, BETH WILKINSON, asked for the claysificatiin of the emaill After
bcms: ud\t\nd the emait was pending classification review and to treat the emal as Classified,
WILKINSON stated her clicat would not answer questions related 1o the foregoing emad, or any
duvinents related 1o the ematl,

PLAFEHS SULLIVAN sated SYIINEY BL {53\4!’1\5“1'232\1 was someone ULINTON kaew from
vorrs bach and was someone who “liked 10 help the canse.” As SULLIVAN anderstood i
BEUMENTHAL had 8 varety of sources of information, SULLIVAN was unaware of the identities of
the sotrees ased by BLUMEBNTHAL. SULLIVAN recalled BLUMENTHAL would sometimes reker 1o
information he gathered from former imelligence officers, bus SULLIVAN undersiood those peopie 1o by
rotived with no aceess fo ciasstiied information. SULLIVAN would occasionally wik 1o BLUMENTHAL
thruugh phone conversations wd Ly he through emuil. In thuse conversations. BLUMENTHAL would
velny infornution abowt “hig plcture”™ topics BLUMENTHAL thought were relevant ast SULIIVAN
wonkl pasy it on o CLINTON or DOS stskehoklers to bave them validate the itormation. SLLLIVAN
never heard of a concern thut BLUMENTHAL bhad access W, or was refaying, classificd information,

{LIAEREER The original notes of the intervies, signed aloreoentioned non-disclosure
aureemunts, ord documents displaved to SULLIVAN will be maintained i a FD-340 envelope and fiked
with the captioned investigation,
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(U/FOHO) PATRICK FRANCIS KENNEDY, Under Secretary of State for Management, was
interviewed at his office at Department of State (DoS), Harry S. Truman Building, 2201 C Street NW,
Washington, D.C., by Federal Bureau of Investigation (FBI) Special Agents (SA) hnd

Also present for the interview was FBI National Security Law Branch (NSLB) Attorney
nd Senior DoS Counsel:] After being advised of the identity of the interviewing
agents, and the nature of the interview, KENNEDY provided the following information:

(U//Be80) KENNEDY was aware Secretary of State HILLARY CLINTON used a personal
email account during her tenure as Secretary, but was unaware that she was using a personal server.
KENNEDY received an unclassified email from CLINTON approximately once a month and noted those
emails came from a clintonemail com address.

(U//Fe889 The DoS “GO” system allows for DoS employees to remotely access their DoS
account from a non-DoS server. DoS policy does not support the routine use of private email accounts for
for DoS business. However it was understood that exceptions could be made in emergency situations, and
in doing so, the employee should carbon copy their DoS email account for matters of record.

(U//F86) KENNEDY mostly received emails from CLINTON after hours, and so infrequently
he was not aware of the volume of which she was using her personal account. KENNEDY was not aware
CLINTON was solely using a personal email account for communicating unclassified DoS business.

(U/AeH6) DoS policy does not support the use of private email servers for continued personal
use, nor the use of personal servers for DoS business, thus there is no approval process for their use. DoS
policy remains the same for the use of both personal emails and servers today as 1t was during
CLINTON's tenure.

(U/F6H0) KENNEDY recalled news stories implying a former DoS employee, BRYAN
PAGLIANQ, set up CLINTON's private email and server “on the side” while working for DoS.
However, KENNEDY noted he was not aware of PAGLIANO' s involvement until it hit the press. DoS 1s
refraining from direct inquiries into PAGLIANO' s invelvement until the FBI completes its investigation,
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(U//FOH0) KENNEDY had no direct knowledge of any of CLINTON's predecessors [COLIN
POWELL and CONDOLEEZZA RICE] using private email accounts, but noted he was aware POWELL
publically mentioned he used a private email account during his tenure as Secretary of State in his most
recent publication,

(U//EeB8) DoS has the responsibility of interfacing with foreign diplomats and political
representatives within the United States and overseas to help develop policy. Sometimes information
from these dignitaries is given in confidence and sometimes it is not. The classification of such
information is specific to the situation. KENNEDY explained that information given in confidence may
be initially transmitted as unclassified to report the information, but later “up-classified” when 1t 1s further
assessed the disclosure of such information might damage national security or diplomatic relationships.
Ultimately, the originator of a document or email is responsible for classifying the document.

(U//Fe98) KENNEDY explained the Intelligence Community (IC) “steals™ information, and thus
has to classify said information to protect sources and methods. DoS may get the same information
through diplomatic channels and not classify that information because 1t was not received from a sensitive
source or a method. According to KENNEDY, the classification of a DoS document depends on the
content of the message and if it 1s important for the other party not to disclose the information.

(U//FOH0) If a DoS employee wanted to use classified information derived from IC sources in an
unclassified channel, they would need to submit a tearline request to do so. DoS cannot declassify a
document that was not originally classified by a DoS classification authority.

(U//FOHO) The Secretary of State 1s a declassification authority, as are the Secretary's Chief of
Staff and Deputy Chief of Staff. KENNEDY believed CHERYL MILLS, JAKE SULLIVAN, and
possibly HUMA ABEDIN would have been classification authorities during CLINTON' s tenure at DoS.

(U//Fe0) KENNEDY acknowledged DoS received their first request to produce emails related
to CLINTON's email sometime in 2014. The request was related to a Congressional inquiry concerning
documents related to the 2012 attack of the United States consulate in Benghazi. The initial request was
focused on specific emails, but was later expanded to include a broader production.

(U//FOH0) KENNEDY was not part of the initial dialogue with CLINTON concerning the
aforementioned request for emails. KENNEDY was only invelved with interacting with Congress
concerning the status of the request, but was not involved in the process of deciding what was and was not
released in response. The DoS Freedom of Information Act (FOIA) team directly handled the request by
reaching out to the appropriate Bureau or Secretariat who maintained the information concerning
Benghazi. The Bureau of Near East Affairs would have been contacted by FOIA in regards to general
Benghazi information, The DoS

bb
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FOIA team would have reached out to the records staff in the Executive Secretariat for specific
CLINTON communications concerning Benghazi.

(U//FEHO) DoS FOIA inguiries are handled by the Bureau of Administration/ Global Information
Services) The DoS Bureau involves a
team of supervisors, processors and reviewers, almost all of which are retired foreign or civil service. The
supervisors assign the requests to processors who load the information into their FOIA management
system and send out requests to all the Bureaus who have a relevant relation to the request. The review
team collects the information received from the relevant Bureaus and determines what if any exemptions
should be considered and/or applied. The FOIA review team also determines if the information
responsive to the request contains any outside agency equities, and appropriately coordinates with those
agencies to respond to the request. Furthermore, the FOIA response goes through a review and
reconciliation process to ensure all responsive documents are marked and redacted appropriately.

l |in regards to the DoS FOIA process. However, there is an
appeals process which involves a FOIA review board managed out of the DoS Information Oversight
Office.

b7c

(U/AE86) Responsive documents to FOIA requests are also placed on the DoS FOIA website in
their releasable form to avoid redundant FOIA requests from other parties.

(U//FO0) KENNEDY recalled discussions concerning CLINTON wanting to cull her emails
prior to producing emails related to the Congressional/FOIA requests. The purpose of the cull was to
remove emails related to personal communications between CLINTON and her family that were not
relevant to DoS matters. DoS was not involved in the cull, as 1t is the responsibility of the individual to
produce records of relevance for the record. KENNEDY did not recall who was involved in assisting
CLINTON cull her emails.

(U//FEHO) DoS employees identify their own files for the record and can generally archive them
in the State Messaging and Archival Retrieval Toolset (SMART) system, which allows for electronic
marking/tagging of emails for the record. However, SMART 1s not used by the Executive Secretariat,
thus CLINTON would have likely had to use a print and file system, or simply keep all of her emails for
the record. As a matter of personal preference, KENNEDY retains all of his electronic DoS§
communications 1n an active file.

(U//FOH0) When asked in retrospect if he had concerns over how DoS conducted 1ts response to
the FOIA request regarding CLINTON's emails, KENNEDY responded “yes and no.” KENNEDY did
not elaborate. KENNEDY further explained he contacted the FBI Deputy Director and requested an
electronic copy of all the CLINTON emails turned over to the FBI in regards to the FBI's investigation,
so DoS could make a better assessment in regards to evaluating their role/response.
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(U/Fo0) KENNEDY “categorically rejected” allegations he attempted influence FOIA

markings to protect and/or mask classified information. KENNEDY] | b6
and described her as someone who “says it like it is”% fear of telling truth to power.” b7c
KENNEDY further explained he has full confidence would not allow undue influence to

effect her ability to properly carry out the FOIA process in accordance with the Presidents mandate to
both air on the side of transparency and national security.

(U/A080) KENNEDY was one of three people he was aware of at DoS who have the authority
to upgrade the classification of a document, the Secretary of State an being the other two. A
classification upgrade would be warranted in a situation where the change in a government may change
relationships, and information that would not have endangered the United States or sources before said
government change would then be considered a threat to national security or to the sources safety.

be
B7C

(U//FO56) KENNEDY stated he was available for re-contact should interviewing agents have
additional questions to ask at a later date.

(U/FOHO) Agent notes are maintained in a [ A envelope.
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ce phone
was interviewed by Federal Bureau of Investigation (FBI) Special Agent (SA) l

and S After being advised of the identity of the interviewing agenfs
and the nature of the interview, provided the following:
(U/AeH0) in Information Resource Management

(IRM) for the Executive Secretariat (IRM/ES) and was in that position during Secretary HILLARY

CLINTON's time 1n office. Part oﬂ

liob was to maintain and support the infrastructure for

the UNCLASSIFIED and SECRET networks for the Executive Secretariat. Every Department of State,
hereafter State, Secretary has interacted with, except for Secretary JOHN KERRY, has used
personal email during his or her time 1n office. For example, Secretary COLIN POWELL used America
Online. Secretary Clinton, however, was the first Secretary to use a privately maintained email server,
hereafter Server. |
Secretary CLINTON had used the Server for the previous two years. Secretary CLINTON did not have a
desktop computer in her office to access email while at State, but did have non-SCIF space near her office

where she could use her BlackBerry.|

|did not agree with the decision, but it made sense to him because

[believed Secretary CLINTON received an

operational security briefing that involved the National Security Agency after being sworn in as Secretary

of State.|

(U/FeH0))|

| from the Bureau Security Office would have coordinated the briefing.

rbecame aware of Secretary CLINTON' s Server at the time she was

sworn in as Secretary of State. She was offered a State email address, but decided to use the Server from
her 2008 presidential campaign. It was at this time l‘net BRYAN PAGLIANO.
PAGLIANO was the administrator for Secretary CLINTON's Server, so| interacted with
him to keep it communicating with State systems. For example, there were approximately 5-6 instances
where emails sent by Secretary CLINTON to State employees, or vice-versa, were not received by the end

user. In these instances,

and PAGLIANO worked together to modify settings so the emails

would make it through. Additionally, the two worked to establish transport layer security {TLS) between
State systems and the Server as a security measure.

(U//Fe890) Since PAGLIANO was an IRM Schedule C employee of State, invited
him to various briefings regarding security and system vulnerabilities, PAGLIANQO's job at State was
policy development related to mobile computing, so these briefings were also relevant to his role in that

capacity.

because

specifically recalled discussions about Bluetooth vulnerabilities and blue jacking,
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those vulnerabilities werel |primary concern due to Secretary CLINTON' s BlackBerry use.
Although |made an effort to keep PAGLIANQ informed of security matters, he was not b6
involved in decisions regarding Server security, nor does[ ]know if the Server was hacked or bIC
actively monitored for intrusions. |did not believe it was possible for PAGLIANO to secure
the Server as well as State servers, which are monitored and hardened by a team of full time employees.
Additionally, he did not know how the Server was paid for or where it was physically located.

fFHFHFOHO) [n approximately February 2011, several State employees were the victims of a gmail
and yahoo hack where users received an email withalink directing them to change their email password.
The link took users to a fraudulent site that allowed to obtain the user's gmail/yahoo
password. The hackers then used the password to modify the users gmail/yahoo account to auto-forward
to al || lgroup sent a security alert to POEMS users regarding the b1 per pos
hack, but since PAGLIANO was not a POEMS user, he would not have received the alert. »

(UK/FG'U'G)I Iwas asked to delete approximately two emails related to the public o7e
release of Secretary CLINTON's emails. The request was in relation to cleaning unclassified State
systems, however, due to an FBI preservation request| had not deleted any
communications. He recalled one of the emails being from an Ambassador and began with a phrase bé
similar to “My classnet is down, so I'll start here...” | |could not recall any other details, but B7C
offered to provide a copy of the emails if requested. There were no spills of classified information on
Secretary CLINTON's email account while she was at State insofar as was aware,

(U//Fo0)} Secretary CLINTON received classified information in a paper briefing book that
was maintained by her special assistant. When outside of Washington, DC, State travel teams turned
hotel rooms into classified information processing areas where personnel, including the Secretary, could
communicate securely.

(U//F9H63 Only Secretary CLINTON' s inner circle could email her directly. This group
consisted of JAKE SULLIVAN, CHERYL MILLS, and HUMA ABEDIN for State Department purposes.
For this reason, wher emailed ABEDIN' s BlackBerry, he considered it the equivalent of b6
emailing Secretary CLINTON. p7C

(U//Fede) itated the FBI's investigation would be incomplete without talking to
PAGLIANO. PAGLIANO 1s a very sharp and technically savvy individual who likely took action based bé
on the security information and briefings provided by| kind others. Furthermore, b7C

believes additional information could exist on the accounts of MILLS because she served

as a proxy for Secretary CLINTON.
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STEVE A. LINICK, Inspector General, United States Department of State, Office of Inspector
General (STATE IG), 2121 Virginia Avenue, NW, Suite 8100, SA-3, Washington, DC 20037, telephone
I Imobile phone| |email iIsiate oy was interviewed in person by
FBI Special Agents| [and] After being advised of the identity of the
interviewing Agents and the nature of the interview, LINICK provided the following information:

On or about March 12, 2015, STATE IG received a letter from U.S. Senators Bob Corker, Richard
Burr and Ron Johnson, The letter requested a review of State Department employees’ usage of personal
email for official purposes and coordination with relevant agencies to determine whether classified
information was transmitted or received by State Department employees over personal systems. On April
16, 2015, pursuant to this letter, STATE IG initiated a review of the use of personal communications
hardware and software by five Secretaries of State and their immediate staffs. The review covered current
Secretary of State John Kerry all the way back to former Secretary of State Madeleine Albright. STATE
IG's review was further broken down into three categories 1} On-boarding Process (which looked into the
approval process for the use of personal networks), 2) Preservation of Records (how records were
maintained/preserved), and 3) the FOIA response.

LINICK believed STATE IG's office was not qualified to determine whether classified
information was transmitted and referred that portion of the review to the Office of the Inspector General
of the Intelligence Community {ICIG). Separately, STATE IG had the Benghazi review and

| [ The
Department of State was also conducting a Freedom of Information Act (FOIA) review of fifty five
thousand pages of emails belonging to Secretary Clinton pursuant to a court order. In December 2014, the
Department of State received hard copies of those documents from Secretary Clinton's Counsel.

LINICK initially believed Department of State received electronic copies of Secretary Clinton's
email from her private server. During a July 1, 2015 meeting with STATE [G. Patrick KENNEDY, Under
Secretary for Management, U.S. Department of State and advised STATE IG the
Department of State had obtained an electronic copy of Secretary Clinton's email. On July 10, 2015,
STATE IG requested two copies of the .PST files for use by STATE IG and ICIG. Later, KENNEDY
advised STATE IG that the Department of State only had hard copies of the documents, which were
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scanned and uploaded to ClassNet. LINICK obtained preserved Department of Stat
MILLS and ABEDIN.

On May 26, 2015 ICIG and STATE IG sent a joint preservation letter to Wi

e email records for

lliams & Connolly for

the {@clinontonemall com account records in their possession. Although, LINICK was generally aware of
the status of ICIG' s ongoing review to tdentify classified information, which consisted of jointly working

with the Department of State FOIA staff, LINICK was not heavily involved in tha

process. LINICK

recommended the FBI interview De?artment of State employees

classified emails found during their review. further alleged that tw

Office of Global Information Services. Both] |and

Programs and Services and
Iilwere involved in the FOIA review process and glleged there were potenfjally hundreds of

I [currently working at State Department were meddling with the FOIA review process.

On or about June 19, 2015 STATE IG and ICIG jointly made four recommendations to the State
Department related to the FOIA review process. The recommendations were as follows:

1. Recommend State Department FOIA office request staff support from IC FOIA offices to assist in

the 1dentification of intelligence community equities;

2. Recommend IC FOIA officers review the emails to ensure that ClassNet use 1s appropriate before

transmitting to the State Bureaus for review;
Recommend State Department FOIA seek classification expertise from the 1

L)

final arbiter if there 1s a question regarding potentially classified materials; and
4. Recommend State Department FOIA Office incorporate the Department of Justice into the FOIA
process to ensure the legal sufficiency review of the FOIA exemptions and redactions.

Based on a later response from KENNEDY, the Department of State had accepted

recommendations number one and three. LINICK suggested the FBI talk to

[who both worked at STATE IG||

. |w0uld be able to give more insight into the FOIA review process, and
interaction with Secretary Clinton's counsel, Williams & Connolly. LINICK believ
emails back and forth with David KENDALL, Secretary Clinton's attorney.

LINICK surmised the Department of State Foreign Affairs Manual that was

Office of Information bé
b7C
nteragency to act as a
land b6
and bic
STATE IG's
ed had sent

in use during

Secretary Clinton's tenure as Secretary of State did not give clear and specific guidance regarding the use
of private email, although 1t was highly discouraged. If employees used private email to conduct official
State Department business, that email had to be forwarded to an (@state.gov email within twenty days
after being sent. The Department of State had no process for approving the use of private networks. There
were no rules in place that specifically denied Secretary Clinton the use of her private network.
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LINICK did not believe he was qualified to explain the Department of State’s retroactive
classification process. LINICK did not know whether the Department of State had provided a safe to
Williams & Connolly, nor did LINICK know if the Department of State had the authority to certify a non-
government facility as secure storage for classified information.

LINICK advised Secretary Clinton had brought Bryan PAGLIANO into the Department of State
to set up her private network. PAGLIANO was still a Department of State employee who worked in the
Department of State's information technology department. However, PAGLIANO refused to be
interviewed by STATE IG. PAGLIANQ informed STATE IG he was represented by counsel from Akin
Gump Straus Hauer & Feld, LLP. LINICK recommended the FBI interview PAGLIANO,

LINICK did not intend on directly contacting Secretary Clinton to request electronic copies of her
private network email. Since there was a spillage of classified information, for which STATE IG is not
equipped to handle, the referral was made to the FBL
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JUSTIN GREGORY COOPER, date of birth (DOB}I

and social security account number (SSAN)I | was

intepruiewed by Federal Bureau of Investigation (FBI) Special Agents ne
(SA) Iandl Iat the law offices of B7c

located atl |Washington DC

20006, Also presgsent for the interview were]| | attorneys

andl I as well as attornev_

|

[U.5. Department of Justice and|

Assistant United States Attorney for the Eastern District of Virginia.
After being advised of the identity of the interviewing Agents, and
the nature of the interview, COOPER provided the following
information:

Before commencing the interview, COOPER's attorne)f[::::::]

stated the offices of |were in pcssession of two (2)
Apple MacBooks and one (1) Seagate external hard drive belonging to
COOPER. COOPER used cone of the MacBooks from approximately 20092 to
2013 and transferred hig files to the second MacBook in approximately
2013. The Seagate external hard drive contained back-up files
belonging to COOPER. On the foregoing digital media existed files
related to the upgrade of former Secretary of State HILLARY CLINTONTs
BlackBerry, incurred while COOPER upgraded HILLARY CLINTON's
BlackBerry device in 2002 and 2011. These files were separate,
segregated and labeled in folders on each of COQOPER's digital media as
described above. Additicnally, each of COOPER's digital media items
contained email exchanged with an _email address belonging to HILLARY
CLINTON, HORZZ#clintonemall,con indicated COQOPER 1is willing
to discuss providing the FBI the folder containing BlackBerry files
relating to the upgrade of HILLARY CLINTON's device, and all email
involving the email address HiRZIZEclintonemall.com. Additicnally,

b7C

b3
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indicated CQOPER did not have the right to provide consent to b6
search the foregoing BlackBerry files and to gain consent to search, b7c
believed the FBI would need to consult HILLARY CLINTON's
lawyers at WILLIAMS AND CONNOLLY .

COOPER stated he worked for former President BILL CLINTON
for approximately 16 years as an alde serving many capacities. In
2007, COOPER and other aldes debated using a private server for the
sale purpose of email exchange and as a result, a contract with Apple
was signed for the set-up and administration of an 0S5 X server
{hereafter, Apple server}). The foregoing Apple server was 1lnstalled at
the CLINTON residence located in Chappagua, New York and was online in
and around June 2008 and configured for a handful of users. COOPER
recalled| | b6

[having email p7C

accounts using the domain presidentclinton.com. The domain
wjcoffice.com was another domain used for BILL CLINTON related staff
and email, but COOPER referred to it as a legacy domain that had
mostly forwarded email. BILL CLINTCON did not have an email account on
the Apple server and did not use emall as far as COOPER understood. In
January 2002, HILLARY CLINTON was looking to move away from a
BlackBerry with AT&T service, and decided to register the domain
clintonemail.com and host it on the Apple server. CQQPER had no
specific memory, but believed he could have been the individual to
register the domain because he handled financial issues for the
CLINTONs. In or around January 2009, the users determined the Apple
server was not robust encugh and based this assessment on unreliable
BlackBerry connectivity. At that time, the Apple server was not run in
conjunction with a BlackBerry Enterprise Server (BES).

In or arcund March 20092, BRYAN PAGLIANC, an Information
Technology (IT) professional used by HILLARY CLINTON, took full
control of setting up a Windows Small Business Server (hereafter,
Windows server) as well as a BES5, at the CLINTON residence in
Chappaqua, New York, PAGLIANO built the server from equipment used in
HILLARY CLINTON's campalign for the democratic nomination to run for
President of the United States. COOPER did not know where PAGLIANOC
built the server, but knew 1t was in place and running at the
Chappaqua residence in or around March 2009, COQPER was aware that
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PAGLIANQ set-up firewalls, spam filters and possibly Clsco Adaptive
Security Appliance (ASA} software, but only PAGLIANO would know the
configuration of the set-up. PAGLIANC managed the porting of users
from the Apple server to the Windows server, as well as handled all
software upgrades and general maintenance. COQOPER believed there was a
back-up drive as part of the Windows server and wasn't aware of any
additional back-ups, although he recalled many boxes around the
Windows server and reiterated PAGLIANC would know the exact
configuration. Concerning the various avenues of connectivity to the
server for user devices, COQOPER referred Agents to PAGLIANO,
Cablevision provided internet service to the CLINTON residence in
Chappaqua, and that internet service was used to connect the Windows
server., COQOPER believed no outside spam service provider was retalned
for the Windows server, COOPER believed in instances where the Windows
server went down, like in the event of a power cutage, emails were re-
directed to a gmail account as a back-up. COOPER was aware of two (Z2)
power cutages, based on storms or natural disasters, occurring during
the lifecycle of the Windows server, but was not aware of any specific
users or corresponding gmail accounts that had email forwarded.

COOPER was granted administrator rights, along with
PAGLIANC, tco the Windows server and described his rcle as the customer
service face. As part of this role, COCOPER could add a user or reset a
password. COOPER alsc continued in his role of acquisition or
purchasing for the CLINTONs, and this extended to server related
items. For instance, COOPER recalled using both Network Sclutions and
GoDaddy to register domains, but would only have used these companies
because he was directed to, either by Apple or PAGLIANO. COOPER read
in the press about the Windows server being asscoclated with a company
called Perfect Privacy, and would not be surprised if 1t was accurate,
but had no specific memory of using the company. COOPER registered a
Secure Socket Layer (SSL) at PAGLIANQ's direction and recalled it
being used for more security when users accessed their email from
variocus computers, and eventually, 105 devices. Additicnally, COOPER
vaguely recalled the Windows server using a Microsoft software product
called Forefront.
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COOPER stated there was no official security policy given to
users of the Windows server. Generally, when users received
suspiciocus emails and forwarded them to COOPER, he would forward them
to PAGLIANC, As an administrator of the Windows server, CQOPER would
get emails indicating brute force attacks (BFA}. CQCPER would also
forward those to PAGLIANO and recalled PAGLIANO installing Internet
Protocol (IP) blocking scoftware in an attempt to thwart the BFA, On at
least two (2) occasions, COOPER remembers making| | special o
Agent in Charge, United States Secret Service, aware of suspicious b7C
emall received on the Windows server.

COOPER recalled conversations between CHERYL MILLS and BRYAN
PAGLIANQ in or about June 2013 pertalning to the decommissicning of
the Windows server and the next phase of communication infrastructure
for HILLARY CLINTOMN, after her tenure as Secretary of State in 2013.
Although COOPER wasn't involved and doesn't recall how they were
selected, PLATTE RIVER NETWORKS (PRN} was chosen to maintain a server
for the CLINTONs. COOPER did recall some communication with PRN
regarding the transfer of user names and accounts from the Windows
server to PRN. An individual employed by PRN namedl Last Name b6
Unknown (LNU} was granted administrator rights on the Windows server b7C
in order to effect the transition to PRN's control. At this point,
Interviewing Agents displayed a document to COOPER identifying
administrator accounts on the Windows server. COOPER identified the
administrator account 1 r as most likely being the user name
for[:::] LNU from PRN. In or around July 2013, COQPER recelved
instructions for his email account that indicated PRN was in control
of the Windows server emall data. Due to COOPER's transition in
employment, his emall account was off the server in or around November
2013, COOPER does not know when the Windows server was shut down and
how or where it was transported.

COOPER had no knowledge of the process HILLARY CLINTON
undertook when acquiring her emails from the clintonemail.com domain
and providing them to the Department of State as part of a Freedom of
Information Act (FOIA) request. COOPER speculated that PRN was
involved in the acquisition of the entire content of her account and
DAVID KENDALL was consulted when determining which specific emails
would be turned over,
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COOPER believed the Windows server had three domains:
wjcoffice.com, presidentclinton.com and clintonemail.com. To the best
of COOPER's memory, he recalledl

. lhaving email accounts using the domain presidentclinton.com or
wijcoffice.com, as part of their work for BILL CLINTCON. COOPER believed
HILLARY CLINTON, | | and HUMA ABEDIN had email accounts
under the domain clintonemail.com as part of thelr assocliation or work
for HILLARY CLINTON. COOPER believed the Windows server was used
exclusively for the exchange of email.

COOPER has never stored or transmitted classified
information over an unclassified network and was unaware of any
discussions regarding the transmittal of classified information on an
unclassified network by others.

Notes of this interview, as well as the document displayed
to COOPER, will be maintained in a FD-340 envelope and filed with the
capticoned investigation.
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%Uf/FG-b‘e) On March 2, 2016, JUSTIN GREGORY COOPER, date of birth (DOB)___] b6

and social security account number { SSAN)| lwas interviewed by Federal Bureau b7C
of Investigation {(FBI) Special Agents (SAY land| | at the law
offices o located atl | Washington DC 20006. Also
present for the interview wer |att0meys| | and
| as well as U.S. Department of Justice attomeysl [and| [_

[ After being advised of the identity of the interviewing Agents, and the nature of the
interview, COOPER provided the following information:

(U/FeH6) After reviewing an email referencing a new laptop for HILLARY CLINTON,
COOPER recalled a Macbook Air purchased for CLINTON 1n the 2008 timeframe, but did not believe
she ever used it. He did not recall the backup d’m&ngde_ummJ_ﬂmMmzook was likely
purchased with a credit card because COQPER to CLINTON's b6
accounts and, therefore, had credit cards| | COOPER was not b7c
involved in the setup of the Macbook, but believed it was setup to access CLINTON's email. The intent
was for CLINTON to use the Macbook in addition to her BlackBerry. In addition to COOPER, HUMA

ABEDIN] | and, later, MONICA HANLEY frequently assisted CLINTON with
setting up any new technology devices.

(U/A80) COOPER was aware CLINTON had Sensitive Compartmented Information Facilities
(SCIFs) in both her New York residence as well as her residence 1n the District of Columbia (DC). The
SCIF at the DC residence| | COOPER knew CLINTON to have access to the SCIF bé
and knew ABEDIN was frequently there, but did not know if ABEDIN could access the SCIF when it b7C
was secured. COOPER did not have the combination to open the SCIF. The SCIF doors at both
residences were not always secured, including times when CLINTON was not at the residences. When
CLINTON became the Secretary of State, COOPER assisted the team from the United States Department
of State (State) with questions regarding the communications infrastructure at the New York residence.
Both residences had safes, home computers, secure Cisco phones, secure and non-secure fax, and secure
video capabilities inside of the SCIF. COOPER was unaware of who would receive secure faxes when
they were transmitted. The only individual at either residence COOPER believed to have a clearance was
possibly| |as a result of his time in the military.
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(U//Fe8) Leading up to the installation of the Apple Server, COOPER, for several reasons,
identified a need to setup a private email server located at the CLINTON residence. Those reasons
included:

s segregating different aspects of WILLIAM CLINTON's post-presidency activities

& separating politics from the work of the Clinton Foundation

. | |
President CLINTON's office and might attempt to gain physical access to the server if it
was located in the office

+ An outside vendor might not report a hack attempt

(U/FOHO) After a series of phone calls with Apple, COOPER contracted with Apple Business
Services to setup a server, hereafter Apple Server, for handling email for a small number of users working
in the office of President CLINTON. COOPER did not recall how he paid for the Apple Server, but he
likely used a credit card. Apple installed the Apple Server in the basement of the New York residence,
however, COOPER did not recall if he was present for the setup. The CLINTON family and the staff at
the New York residence were the only individuals with physical access to the Apple Server. The Apple
Server design included a backup to an internal RAID drive. Apple assisted COOPER with the setup of
the wicoffice domain on the Apple Server, but Apple did not have ongoing access to the Apple Server or
its contents. COOPER was the only one with administrative access to the Apple Server initially, later,
BRYAN PAGLIANO was given access to effect the transfer of data on the Apple Server to a Microsoft
Exchange server, hereafter Exchange Server. COOPER did not assist in exporting any of the data or files
to the Exchange Server, nor did he create any archives of clintonemail com data. The decision was made
to move to the Exchange Server because the Apple Server did not keep up with changing developments in
technology and, eventually, users experienced problems with email delivery on their BlackBerry devices.

(U//FOT0) COOPER believed HILLARY CLINTON had an email account on the Apple server;
however, ABEDIN did not have an account. CLINTON either came up with or approved the username
HDR22 for her email address.

(U/FOHO) After reviewing an email fragment referencing a potential hack of the Apple Server,
COOPER stated he could not recall any details and did not believe the hack was ever confirmed.

(U//Fede) CLINTON obtained a new BlackBerry device whenever she had an 1ssue with her
device, such as a trackball failure, cracked screen, or the device was too heavy. When one of these issues
occurred, whoever was working in close proximity to CLINTON would obtain a new device for her.
COOPER believed HANLEY,r and lto be the individuals who procured new devices
for CLINTON. He did not recall obtaining devices on eBay or similar outlets. COOPER sometimes
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assisted others with completing the switch to a new device by leading them through the process of
backing up data from the old device and transferring it to the new device. After these steps were
complete, COOPER would activate the new device on the Apple Server or, later, the Exchange Server,
The two BlackBerry backups previously provided to the FBI by COOPER were likely from situations
where COOPER directly handled the transition between devices. In these cases, COOPER destroyed the
old devices by breaking them in half or hitting them with a hammer.

(U/AFOHO) After reviewing an email referencing the replacement of CLINTON and ABEDIN's
SIM cards, COOPER stated he did not recall a process whereby users would regularly switch SIM cards
in their mobile devices, nor did he recall why CLINTON and ABEDIN received new SIM cards in the
specific situation referenced in the email.

(U/AF0B65 After reviewing an email dated May 30, 2009, COOPER stated he could not recall
any details regarding a new BlackBerry for CLINTON in that timeframe.

(U/FOHO) After reviewing an email regarding new security policies, COOPER stated Research
in Motion (RIM), provided new tools on a regular basis to increase the security of BlackBerry devices.
Typically, when a user switched to a new device, COOPER would implement an updated security policy
on the device. As an example of a feature he would add to a security policy, COOPER stated he required
users to enter a more complex password. Users on older devices would have the old security policy.

dvocated for CLINTON's use of an 1Pad. Regarding specific iPads, COOPER recalled
an 1Pad mint and at least one 1Pad having a cellular data connection in addition to a wireless network
connection. COOPER never set up any of the iPads and, therefore, had no information on Apple IDs,
1Cloud accounts, or device passwords. One of the 1Pads locked out CLINTON' s email account on one of
the servers when it attempted to connect using an old password. COOPER could not recall on which
server this event occurred.

ﬁ@) The 1Pads used by CLINTON were for reviewing email and other content. COOPER
stated

(U/FeH8) After reviewing an email dated July 26, 2010, with the subject line “Re: CC for
hPad,” COOPER confirmed purchased an iPad for CLINTON on or about that date.

(U/FFOH0) After reviewing a chart with the heading “202':'” COOPER stated he
recognized the phone number as CLINTON's second phone number. CLINTON usually carried a flip
phone with her BlackBerry because it was more comfortable to talk on. Additionally, CLINTON could
use her BlackBerry while talking on the flip phone. COOPER did not recognize any of the specific
phones displayed in the chart.

(U//F6968) COOPER stated] | and he utilized Google
hosting services for email when there was a problem with the Apple Server or Exchange Server. To
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effect this change, COOPER would alter the settings on a user's device to check Google for new
messages. COOPER could not recall if CLINTON or ABEDIN utilized Google hosting services during
Hurricane Sandy or other outages. If they had used Google, it would have been a team effort to set up
their devices because COOPER was traveling at the time.

(U//FOH6) After reviewing emails regarding the transfer of an archive of HILLARY
CLINTON's emails, COOPER stated he did not recall providing a laptop to HANLEY for this purpose,
but 1t was conceivable he could have repurposed a laptop from President CLINTON' s office and assisted
in the transfer of the email files. COOPER did not recall a USB flash drive containing the email files. He
also did not recall HANLEY returning the laptop in early 2014; however, he became a consultant to
President CLINTON in the fall of 2013 and was no longer involved in day-to-day business by 2014,

(U/A6H8) COOPER had minimal contact with Platte River Networks (PRN). He recalled one
interaction with| |to pass along passwords, but did not have any other involvement b6
with PRN. COOPER did not have an email account with President CLINTON's office after he became a b7C
consultant.

(U//F6568) COOPER had no knowledge of Freedom of Information Act production or the cull
down process, as it related to CLINTON's emails from her time as Secretary of State.

(U/AFOTO) Notes of this interview, as well as the documents displayed to COOPER, are
maintained in a FD-340 envelope and filed with the captioned investigation.
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(U//Fe8&) On June 21, 2016, JUSTIN GREGORY COOPER, date of

birth (DOB} | | and social security account number
(SSAN)l | was interviewed telephonically by Federal Bureau
of Investigaticon (FBI) Special Agents (SA) |and
l Alsc op the call for the interview were
Iarrornevsl and | | as well as attorney

U.5. Department of Justice. After being advised of

the identity of the interviewing Agents, and the nature of the
interview, COQOPER provided the following information:

(U//F#oHa) COOPER recalled a perscnally-owned iMac computer
in the Sensitive Compartmented Information Facility (SCIF} of both the
Washington, DC and Chappagua, NY residence of HILLARY CLINTON. Despite
not knowing the exact model, COOPER described them as being identical
models with a cone inch thick monitor.

(U//+eB8e) COCOPER stated an Apple server was set-up for email
exchange for aildes working for former President WILLIAM CLINTON,
COOPER did not recall a specific person deciding to set-up the server,
but more a consensus among aides.

(U//FOHT) In or around December 2008, COQOPER recalled having
conversations with HUMA ABEDIN pertaining to HILLARY CLINTON moving
away from an AT&T provided emall account and establishing an email
domain on the Apple server, COOPER and ABEDIN discussed a covert email
domain versus a domain including the CLINTON name. ABEDIN “blessed
off” on the @clintonemail domaln name and CQOQPER registered the domain
in January 2009. COOPER could not recall who created the handle of
HILLARY CLINTON'*s email account horziéclintonemall.com, but thought
she typically approved her emall account names. COOPER did not know 1f
anyone else had HILLARY CLINTON's email account password, but stated
if anyone would, it would be ABEDIN.
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(U//Fe8e) COOPER did not have a specific memory of
registering HILLARY CLINTON's email domain and setting up her
clintonemail.,com account on the Apple server, Most likely, CQOOPER
believed he registered the domain, and added HILLARY CLINTON's email
account to the Apple server, because he could think of no one else
that would have performed that task. COOPER stated he most likely
initially set HILLARY CLINTON's hair22f tonemsll,oom account to
forward to her BlackBerry. When HILLARY CLINTON would reply from her
BlackBerry, her email address would represent as
hirZ2@clintonemail, com, With that configuration, HILLARY CLINTON's
incoming email content would have resided on the Apple server for a
period of time, but not her sent messages., Again, COOPER stated this
was “all a blur” tco him and he was relaying the most likely scenario.

(U//Pe9e) In early 2009, COOPER recalled conversations with
ABEDIN regarding moving to another emall server system, but could not
recall specifics. COOPER recalled ABEDIN knew BRYAN PAGLIANCG from his
work on CLINTCONfs 2008 presidential campaign and held him in high
regard. PAGLIANO began building a new emall server system 1in early
2002. PAGLIANO had to have been given access to the Apple server in
arder to migrate email accounts and content to the new server he
built, COOPER did not recall giving PAGLIANQ administrator access to
the Apple Server.

(U//FeBS) COOPER did not specifically recall acquiring an
Apple computer for HILLARY CLINTON to use in April 2002. In general,
COOPER recalled multiple attempts to get CLINTON to use Apple
products.

(U//#e89e) Around January 2011, COCOPER recalled receiving
numercous alerts in his email indicating emall account users of
PAGLIANQ's server were entering the wrong log-in credentials. PAGLIANO
had set-up the server so that COOPER would receive failed log-in
notifications. COQPER thought this to be a brute force attack on the
server and contacted PAGLIANQ. CQQPER recalled nothing else regarding
this incident.

(U//¥e8e) COOPER recalled HILLARY CLINTON's email account
was changed to hroll/@ciintonemail.com after SIDNEY BLUMENTHAL's email
account was hacked arcund March 2013. Although COOPER could ncot be
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certain, COOPER thought he could have been the one to change the email
address for CLINTON.

(U//Fe89) COOPER thought PAGLIANO had disabled the built-in
Administrator account on the server PAGLIANC built. COOPER had his own
system administrator account on PAGLIANQ's server,

{(U//#e98) In order for Platte River Networks (PRN) to begin
administering an emall server for the CLINTONs, PAGLIANQ gave
access to PAGLIANQ's server, COOPER was unsure when this tock
place, but thought it was in May or June of 2013. COOPER did not know
if removed COOPER's administrator account.

(U//&6896) COOPER could ncot recall when he last logged into
PAGLIANO's server. COOPER did not know what “IP scanning tocls” were.

(U//Po¥e) In the spring of 2013, COOPER recalled giving MONICA
HANLEY a MacBocok laptop and walking her through downlcoading CLINTOMN®s
email from the PAGLIANQ server to the MacBook., COOPER did not recall a
specific purpose for this other than maintaining a back-up copy of
CLINTCON's email. COOPER was unaware of a USB Flash Drive containing
CLINTON's emaill. COOPER was unaware of the location of the MacBook
containing CLINTCON's email.

(U//PeH9) COOPER stated did not have access to the
Apple server in anyway.

(U//FEeHe) Notes of this interview will be maintained in a FD340
envelope and filed with the capticned investigation.

bé
b7C

b6
b7C



ALL FRI INFORMATICN COMTATHED

HEREIN

I8 TWCLASSITIEL

CATE 0&8-13-3014 2V J37586TH34 NSICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Daic of transcription _2/23/2016

(U/FOHO) On February 19, 2016, ERIC J. BOSWELL, DOBI Iwas interviewed by
Federal Bureau of Investigation (FBI) Special Acents| land at the law o6
offices of] | Washington DC. Also b7C
present for the interview was BOSWELL's attorneyl lAfter being advised of the identities
of the interviewing agents, and the purpose of the interview, BOSWELL provided the following
information:

(U/A0H0) BOSWELL served as the United States Assistant Secretary for State for Diplomatic
Security {DS) from June 2008 until December 2012, however, BOSWELL did not resign from DoS until
the Fall of 2013. Following his resignation from Department of State {DoS), BOSWELL went into
“When Actually Employed” (WAE) status with DoS, which essentially means he still works for and 1s
paid by DoS on an as needed basis.

(U//FOH58) As the Assistant Secretary of State for Diplomatic Security, BOSWELL was
responsible for overseeing the security of DoS communications, personnel, and programs.

(U/Ae8e) BOSWELL did not directly oversee the security of the Executive Secretariat, to
include former Secretary of State HILLARY R. CLINTON. A Security Officer who reported further
down in BOSWELL's chain of command had direct oversight over the Executive Secretariat on the
seventh floor offices commonly referred to as “Mahogany Row.” BOSWELL could not recall the names
of any of the Security Officers who were assigned to Mahogany Row during his tenure.

(U/A0H0) BOSWELL had no knowledge CLINTON was using a personal email, nor that she
was operating satd email off of a personal server while she was Secretary of State. He first learned of the
private server and personal email use when it was reported in the Press. BOSWELL further stated he
found former Secretary CLINTON to be “very responsive to security 1ssues.”

(U/FOH0) Agents asked BOSWELL to review a redacted memo titled “Use of Blackberries in
Mahogany Row.” The memo was redacted by DoS in response to a Freedom of Information Act (FOIA)
inquiry. After reviewing the memo, BOSWELL stated the memo was drafted early in the Administration,
and shortly after CLINTON began her tenure at DoS.
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(U/FeH0) BOSWELL recalled CLINTON's DoS executive staff initially inquiring about the
possibility of acquiring Blackberries that could be configured for classified material. BOSWELL, tasked
his staff to research the request and possibilities. BOSWELL staff notified him that such a
device/configuration was not possible, which was relayed to CLINTON' s executive team via the memo.

(U/AOYO) Furthermore, BOSWELL stated that he recalled there was general concern around the
same time regarding the possibility that CLINTON's staff might use their Blackberries on Mahogany
Row, which 1s a Sensitive Compartmented Information Facility (SCIF). According to BOSWELL there
was no specific instance or report that any specific person/people were using Blackberries on Mahogany
Row at the time. However, there was some general concern within DoS security personnel that
CLINTON's executive staff may try to use their Blackberries in the SCIF as they were almost all brought
on to DoS from CLINTON's campaign team, and thus were very accustom to using their Blackberries.
Although BOSWELL could not recall a specific report of the use of Blackberries on Mahogany Row, he
stated that “they were told to stop (using their Blackberries in the SCIF) and they did.” DS never
sanctioned the use of Blackberries on Mahogany Row.

(U//FOTIO) Agents also asked BOSWELL to review a redacted email dated 1/24/2009 with the
subject line “Series of questions.” The email exchange, which BOSWELL was not copied on, related to
the set up of a “stand-alone separate network PC” for CLINTON. In response, BOSWELL stated the
email was written three days after CLINTON began her tenure as Secretary of State. LEWIS “Lou”
LUKINS who was included in the referenced email exchange, was the former Chief Administrative
Officer of the Executive Secretariat. BOSWELL explained that a “stand alone” work station does not
necessarily mean a workstation that was not connected to the DoS network, and it just referred to a
normal computer workstation. BOSWELL was unsure if CLINTON ever used a workstation at DoS, and
did not recall ever seeing a workstation in her office.

(U//FOHO) A copy of the original interview notes and the referenced memo are attached ina 1A
envelope.
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(U/FSH8) On June 15, 2016, LEWIS LUKENS, Date of Bi rth| | was

interviewed by Federal Bur f Investication (FBI) Special Agents| ml l
at his residence,l San Francisco, CA. After being advised of the identities of

the interviewing agents, and the purpose of the interview, LUKENS provided the following information:

(U/AeH09) LUKENS is currently the Diplomat in Residence for the Pacific Northwest region of
the US, for the US Department of State (DOS). LUKENS, a career DOS employee, was most recently the
US Ambassador to Senegal, before which he was the Deputy Assistant Secretary of State for the
Executive Secretariat. As the Deputy Assistant Secretary, from the summer of 2008 until June of 2011,
LUKENS reported to the Executive Secretariat, who was initially DAN SMITH until he was succeeded
by STEPHEN MULL. LUKENS was responsible for providing operational and logistical support to
approximately 800 individuals at the DOS, which included the Secretary of State, sentor leadership and
their staff. LUKENS responsibilities were broken into five main areas: Human Resources, Budget,
General Services, Diplomatic Security (DS), and Information Resource Management (S/ES - IRM).

(U//FEH6) S/ES - IRM was responsible for ensuring that the senior leadership of DOS had the
Information Technology (IT) tools and systems they needed to do their jobs. The group was led by JOHN
BENTEL and was comprised of approximately 25 to 30 individuals who were a mix of DOS personnel
and contractors. LUKENS interacted with BENTEL on a daily basis. He described BENTAL as having
“decent [technical] skills” despite not being a “tech guy” and added that he was more technically
proficient than LUKENS was. LUKENS was not aware of the statements that had been attributed to
BENTEL in the recent OIG report, but thought they were out of character for BENTEL.

(U/Fe86) LUKENS worked with CHERYL MILLS and HUMA ABEDIN before and during
HILLARY CLINTON's transition to DOS to coordinate CLINTON' s office space and human resource
needs. LUKENS explained that the previous Secretary only had one Deputy Secretary but CLINTON
planned to have two Deputies, so LUKENS had to reorganize the offices on the 7™ floor to accommodate
the second Deputy. LUKENS worked with DAN SMITH and Under Secretary PATRICK KENNEDY at
DOS to ensure that CLINTON' s needs were met during the transition. LUKENS stated there was not &
computer in CLINTON's office at DOS because CONDOLEEZZA RICE did not have one, and one was
not installed for CLINTON,

(U//Eet6) LUKENS and representatives from DS and S/ES-IRM visited CLINTON's residence
in Washington, DC during the transition to assess what equipment was present and what needed to be
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installed. LUKENS provided that both secure and unsecure telephone and facsimile systems were
installed at the residence. LUKENS did not recall if there was a computer in the ?ashinglgn residence
LUKENS did not visit CLINTON's residence in Chappaqua, NY and instead sen

I I in his place. LUKENS was not aware of what equipment was installed in

Chappaqua. LUKENS stated that the DS representative for these visits was mostly likely
who was later replaced by in the summer of 2009,

(U//FeH99) LUKENS was shown an email with the subject “State Department Telephone Services
at Secretary Clinton's Residence”™ that was sent from o LUKENS and ABEDIN on
January 27, 2009. After reviewing the email, LUKENS explained that “IST/Red Switch™ refers to the
direct phones to the White House, “Business Lines” refers to unclassified phone lines, and “Ops
Dedicated Drop™ refers to a phone line that connected directly to the DOS operations center. LUKENS
was not sure what “CMS VoIP” referred to but thought it was related to DOS Crisis Management
Support. LUKENS noted that equipment was installed both in a SCIF and in an office area located near

[ | LUKENS stated that he oversaw the installation of the telephone lines in a very
broad sense but the actual work was very technical and beyond his expertise.

(U//FOH0)
equipment. LUKENS described ks [1keable but noted that he often mteracted directly with
CLINTON's staff and did not always keep his chain of command informed of requests from, and work
begin done for, CLINTON and her team.

(U//FeB8) LUKENS was shown an email with the subject “Secretary Residential Installation
Hotwash” that was sent fromljo BENTEL | |and] |on March
17,2009, LUKENS was not immediately familiar with the email or the attachment but believed that
“Server: Basement Telephone Closet” referred to a telephone server. LUKENS noted the installation
processes was unique because there was pre-existing equipment in the residences that had previously been
installed for President WILLIAM CLINTON.

(U/AeH0) LUKENS was not aware that CLINTON was using a private email server until it was
released in the papers. Upon learning about the server, LUKENS had some general concerns about how
the server had been protected from hackers. LUKENS did not know if the setup was a violation of any
existing DOS policy at that time. LUKENS never had any conversations with CLINTON' s staff or other
department officials about the server.

(U/Ae80) LUKENS was shown an email with the subject “HRC blackberry™ that was sent from
MONICA HANLEY to ABEDIN on August 30, 2011, After reviewing the email, LUKENS provided that
he was unaware of the email and that BENTEL never relayed any information to him about the server or
it being nonfunctional.

(U/FOTO) LUKENS was shown an email with the subject “S Communications” that was sent
from ABEDIN to MULL on August 30, 2011. LUKENS was familiar with the email and provided the
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context that the technology at DOS was not very user friendly and that matters were further complicated
because CLINTON was not very technology savvy and had little patience for technology issues.

(U//Fe8) LUKENS was shown an email with the subject “Re: Series of questions” that he sent
to KENNEDY on January 24, 2009. LUKENS was familiar with the email and explained that CLINTON
could not have her BlackBerry in the SCIF so his idea was to set up a living room area outside of the
SCIF where CLINTON could check her emails on her BlackBerry. CLINTON did not have a computer in
her office and did not want one because she preferred to use her BlackBerry for checking her emails.
While DOS users can check personal email accounts via the unclassified DOS computer systems the
proposed “stand alone' system would have streamlined the process for CLINTON and would have been
similar to the setup used by former Secretary of State COLIN POWELL.

(U//FeH0) LUKENS was aware that no DOS email account was assigned to CLINTON, aside
from a generic account that was used for sending mass emails to DOS employees on behalf of the
Secretary. LUKENS was not aware that CLINTON was using a personal email for official business. He
was told by MILLS that CLINTON was using her personal account to keep in touch with friends and
family. LUKENS did not email with CLINTON directly and typically communicated with ABEDIN, who
he described as CLINTON's gatekeeper.

(U//FOB6) LUKENS was shown an email with the subject “Re: E-mail test” that was sent from
HUMA to “H” on February 27, 2010. LUKENS was unaware of the issues discussed in the email
exchange at that time, but he had since seen the email exchange. LUKENS stated that |

|who worked in BENTEL's group.

(U//FOHO) LUKENS was shown an email with the subject “Re: S berry” that was sent from
HANLEY to ABEDIN on August 30, 2011, After reviewing the email LUKENS provided that he had not
seen the email before and did not know the circumstances in which it was sent. LUKENS did not know
why BENTEL made the statement regarding FOIA searches in the email.

(U//Fo0) LUKENS had heard of the State Messaging and Archive Retrieval Toolset (SMART)
but was not aware of any specifics about the program. LUKENS believed that SMART had been rolled
out to all departments at DOS and was not aware that it wasn't used by S/ES — IRM.

(U//FOT0) Once CLINTON' s transition to DOS was completed LUKENS' primary responsibility
became coordinating the travel logistics for CLINTON and her team. This included handling matters
related to passports, customs / immigration requirements, baggage, and hotel arrangements. LUKENS
travel on all of the trips with CLINTON.,

(U//F00) LUKENS was shown an email with the subject “Communications Guidance for
Moscow™ the he sent to several individuals on CLINTON' s staff on March 15, 2010. LUKENS did not
recall receiving country specific threat briefs prior to each trip. However, LUKENS recounted that on one
trip to Russia they received guidance from the Embassy that they should leave their phones on the plane.
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However, this conflicted with the guidance from DS so they ultimately elected to take their phones off of
the plane. LUKENS explained that the one.state.gov system referenced in the emall was used for
accessing the DOS OpenNet system remotely using & user specific pin and token.

(U//FeB0) A copy of the original interview notes and referenced documents are attached ina TA
envelope.
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(U/FSH0) On April 5, 2016, HUMA ABEDIN IQQBl |wa§ interviewed by Federal
Bureau of Investigation (FBI) Special Agents and at the FBI

Washington Field Office, 601 4™ Street NW, Washington DC. Present for the interview was ABEDIN's
counsel, MIGUEL RODRIGUEZ, Partner at Bryan Cave LLP, KAREN DUNN, Partner at Boies, Schiller

& Flexner LLP andl IAssociate at Boies, Schiller & Flexner LLP. Also present
was FBI Section Chief Peter Strzok, as well as| | Assistant U.S. Attorney — Eastern
District of Virginia, and David Laufman) [and| |from the Department of

Justice (Do]} Counterintelligence and Export Control Section. Prior to the interview RODRIGUEZ,
DUNN and| |agreed to sign a non-disclosure agreement in anticipation of viewing classified
documents during the interview. After being advised of the identities of the interviewing agents, and the
purpose of the interview ABEDIN provided the following information:

(U//Fe8) ABEDIN first met HILLARY R. CLINTON in 1996 when she was an intern in the
Office of the First Lady. She then worked on CLINTON's Senate campaign and her 2008 Presidential
campaign, as the traveling Chief of Staff. When CLINTON became the Secretary of State, at the
Department of State {DoS), ABEDIN became her Deputy Chief of Staff for Operations where she was
primarily responsible for coordinating logistics for CLINTON. ABEDIN worked with JAKE
SULLIVAN, CHERYL MILLS, JOE MACMANUS, as well as three Special Assistants, a Scheduler, and
a Personal Assistant while she was in the Office of the Secretary.

Transition to Department of State

(U//Fe56) ABEDIN and CLINTON met with DoS on a few occasions prior to CLINTON being
sworn into office to discuss her transition. During these instances CLINTON and ABEDIN met with
Secretary Rice and her staff to discuss the logistics of the transition. ABEDIN worked with PATRICK
KENNEDY and MILLS to fill the available spots on CLINTON's staff. ABEDIN was directly
responsible for identifying and interviewing individuals for the roles of Personal Assistant, Scheduler and
Personal Correspondent.

(U//FeFO) ABEDIN provided that KENNEDY was their main point of contact for setting up
CLINTON's office and that LEWIS LUKENS, MACMANUS and were responsible for
coordinating the technical aspects of the transition. ABEDIN did not know that CLINTON had a private
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server until about a year and a half ago when i1t became public knowledge and did not recall any
discussion about it during the transition. ABEDIN did not recall any discussions during the transition
about whether using a private email account for DoS business was permissible. However, she did recall
that they were advised that they could not have personal emails linked to a DoS device. As a result
CLINTON elected to use a personal device only because she did not want to carry two devices.

(U//Fe596) ABEDIN had never held a security clearance prior to working at DoS. She received a
Top Secret security clearance at DoS but did not remember being read into any Special Access Programs
(SAPs}) or compartments. When ABEDIN was on boarded at DoS she received a security briefing that
detailed the different levels of classified information and the proper handling procedures. ABEDIN did
not recall ever receiving any training on the preservation of federal records but noted that she took a lot of
training courses when she on boarded so she may have had training on the topic. ABEDIN provided that
she was not an Original Classification Authority (OCA) at DoS.

ABEDIN's Devices and Communication Practices

(U//FO0O) ABEDIN's office was located in a Sensitive Compartmented Information Facility
(SCIF) at DoS. At her desk she had both an unclassified and classified computer system. ABEDIN was
not sure if the classified computer system was a Secret or Top Secret (TS} system, and she was unfamiliar
with the term JWICS. ABEDIN did not receive any formal guidance on what system she should use for
the different aspects of her work. She did the majority of her work on the unclassified system and would
often go several days, or weeks, at a time without logging into her classified system. She would only use
the classified system if she was notified that somebody had sent her a message on that system. In addition
to the computer systems, ABEDIN had an open line phone and a yellow TS Cisco phone that she typically
used for talking with the National Security Council.

(U//Fe98) ABEDIN provided that she was issued an official DoS email account,
abedinh(@state. gov, which she used for DoS related work. She also had an email account that was
provided by CLINTON, huma(@clintonemail.com, which she used for matters related to CLINTON's
personal affairs and to communicate with CLINTON's personal staff and friends. ABEDIN also had a
personal Yahoo email account,| | ABEDIN could access her clintonemail .com
account and her Yahoo account via the internet on the unclassified DoS computer system. She would use
these accounts if her DoS§ account was down or 1f she needed to print an email or document. ABEDIN
further explained that it was difficult to print from the DoS system so she routinely forwarded emails to
her non-DoS accounts so she could more easily print. ABEDIN also had another email account that she
had previously used to support her husband's campaign activities,| I

(U/AoH0) ABEDIN had no knowledge of her accounts ever being targeted by hackers and was
not aware of any intrusion attempts. ABEDIN recalled that some people at DoS had issues with their
(Gmail accounts but she never had a Gmail account.
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(U//FO30) ABEDIN was shown an email dated September 1, 2011, with the subject “Fwd:
Calls”, which she forwarded from her huma@clintonemail.com account to her DoS email account.
ABEDIN did not recall the specific email or why she would have forwarded it. However, she noted that
based on the date stamp she knew that she was not in the office when it occurred.

(U//FO0) ABEDIN was shown an email dated October 4, 2009, with the subject “Fwd: U S.
interest in Pak Paper 10-04”, which ABEDIN received froml land then forwarded to her
Yahoo email account. ABEDIN was not familiar with the document but was not surprised that she
forwarded 1t to her Yahoo account. She explained that she routinely forwarded emails from her state. gov
account to either her clintonemail.com or her yahoo.com account so that she could print them. ABEDIN
stated that she would typically print the documents without reading them. At the time of the email,

worked for RICHARD HOLBROOKE who was the Special Representative for Afghanistan and
Pakistan (SRAP). ABEDIN was unaware of the classification of the document and stated that she did not
make judgments on the classification of material that she received. Instead, she relied on the sender to
make that assessment and to properly mark and transmit the document.

(U/FOHO) ABEDIN was shown an email chain dated August 16, 2010, with the subject “Re:
your yahoo acct”. ABEDIN did not recall the email and provided that despite the content of the email she
was not sure that her email account had ever been compromised. She further provided that the
referenced in the email referred tof lan older campaign volunteer in Westchester, NY.

(U/FOHO) ABEDIN was provided with a DoS Blackberry and believed that all of CLINTON's
top aides at DoS were i1ssued Blackberries as well. The team would sometime use secure cell phones when
they were traveling but they were not used on every trip. Secure phones were only used when traveling in
hostile operational environments. The secure phones were maintained by Diplomatic Security (DS) and
would be provided to the team by,:l ABEDIN provided that DS routinely provided country specific
security briefings prior to international trips. During these briefings the team would receive instructions
on how to handle their communications once in country. For example the team might be told to leave their
phones on the plane or to take the batteries out of their phones. ABEDIN noted that the guidance changed
based on the specific location and that it wasn't uncommeon to receive different instructions on separate
trips to a given country. For example, the communication plan for Moscow could be different than the
plan in St. Petersburg.

(U//FeH0) ABEDIN was shown an email chain dated October 6, 2009, with the subject “IT
security in Moscow™ and an email chain dated October 12, 2009, with the subject “Re: Communications™.
ABEDIN stated that the content of these emails was typical of the guidance that was provided by DS prior
to a trip and that the instructions were closely followed by the traveling team. If CLINTON was not able
to attend the DS briefing prior to the team' s departure she would be briefed by DS on the plane. ABEDIN
stated that they used computers that were set up and controlled by the Mobile Communications Team to
access their DoS and personal emails accounts when they were in Russia.
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(U/FOHO) ABEDIN did not recall any potential security issues occurring while the team was
traveling overseas aside from one instance in Egypt. Prior to a meeting at President Mubarak's residence,
the team was unexpectedly asked to leave their phones. ABEDIN could not provide any more details on
what had occurred but noted that DS was with the team and was aware of the incident.

The Secretary's Devices and Practices

(U/FOH0) CLINTON' s office at DoS was located in a SCIF on the seventh floor that was
commeonly referred to as Mahogany Row. Her office had an unclassified telephone and a TS Cisco phone
for contacting other agencies. Initially, she also had a secure "white phone’ and a STE in her office but
they were later removed. CLINTON did not have a computer in her office and conducted the majority of
her work in person or on paper. ABEDIN explained that CLINTON could not use a computer and that she
primarily used her Blackberry or iPad for checking emails. If CLINTON needed to check her emails
during the course of the day she would leave the SCIF to check her Blackberry, often going to the eighth
floor balcony. CLINTON's email address was not widely known but all of her senior staft had the address
and would share 1t with other government officials if they needed it. ABEDIN stated that CLINTON's
senior staff was not specifically instructed to filter her email but they understood what was relevant to
CLINTON and would only share information with her as appropriate.

(U//FOBO) ABEDIN was shown an email chain dated September 30, 2010, with the subject “Re:
HbJ on moratorium”. After reviewing the email, ABEDIN could not recall the email exchange or the
context of the email. ABEDIN stated that, in general, she would be told by either CLINTON or the
requesting party if the call needed to be secure or not. It would be unusual for ABEDIN to read the
content and then make her own judgment as to whether the call should be secure or not. ABEDIN stated
that she was likely with CLINTON when she sent the email and she was relaving guidance from
CLINTON. ABEDIN provided thaf and| |were assistants to
CLINTON.

(U/FOTTO) ABEDIN was shown an email chain dated August 30, 2011, with the subject “Re: §
Communications”. ABEDIN recalled the email exchange and provided that CLINTON was not issued a
DoS Blackberry and that she only used her personal Blackberry because she did not want to carry
multiple devices. The email exchange occurred when CLINTON was in the Hamptons and was having
communication 1ssues following Hurricane Irene. At that time, ABEDIN felt that it did not make sense to
temporarily i1ssue CLINTON a DoS Blackberry because 1t would require significant effort to transfer all
of her emails and contacts to a device that she would only use for a few days. ABEDIN did not know
what STEPHEN MULL meant when he wrote that the account could be set up to mask CLINTON's
identity. ABEDIN's counsel noted that a longer version of this email chain had been released via the
FOIA process (DoS case F-2015-12685, document C05905671).

(U//FOH6) ABEDIN was shown a memorandum from DS regarding the use of Blackberries in
Mahogany Row. ABEDIN recalled seeing the memorandum in the news recently but did not recall when
it was originally released. ABEDIN stated that she did not need her Blackberry when she was in the SCIF
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so she was not affected by the recommendations in the memorandum. ABEDIN did not remember
receiving a specific briefing from DS on Blackberry vulnerabilities but stated that 1t was possible that she
received one because DS frequently briefed CLINTON' s team on security topics.

(U//FOHO) CLINTON did not have a secure Blackberry and ABEDIN did not know if secure
Blackberries were even available at that time. ABEDIN stated that CLINTON had several different
standard Blackberry phones during her tenure. It wasn't uncommeon for CLINTON to use a new
Blackberry for a few days and then immediately switch it out for an older version that she was more
familiar with. The phones were typically purchased by somebody on her staff and would be activated by
“whoever was around”. ABEDIN recalled that |and MONICA HANLEY helped to
setup new Blackberries on different occasions. ABEDIN did not know what was done with the old
Blackberries after CLINTON ftransitioned to a new one. ABEDIN was shown an email chain dated April
15, 2009, with the subject “Re: Won't get to huma today”. ABEDIN did not recall why they were
activating new SIM cards for CLINTON. ABEDIN provided tha_||[LAST NAME UNKNOWN]
wastl President Clinton's office that may have worked for JUSTIN COOPER.

(U/FOP0) ABEDIN confirmed that CLINTON' s Blackberry phone number was 21 2:'
She was not aware of CLINTON ever using a second cell phone and was not familiar with the phone
number 202:' [1t is noted that a 202 area code was erroneously used when ABEDIN was asked
about the aforementioned telephone. The correct number is 212& While ABEDIN noted that it
would be odd for CLINTON to have a D.C. area code, she ultimately stated that no part of the number
was familiar to her].

(U//Fe56) ABEDIN stated that CLINTON had at least one, or possibly two, 1Pads during her
tenure. She believed that one of them might have been a gift. CLINTON used the iPad for reading news
articles but ABEDIN rarely saw CLINTON carrying or using the 1Pad. CLINTON was trained on how to
use the 1Pad byl:|while they were on traveling on a plane. ABEDIN stated that the iPad was
briefly used to send and receive emails following Hurricane Irene when CLINTON' s other email systems
were down. Although this was only intended as a temporary solution, this capability may have remained
after CLINTON's other systems were restored. ABEDIN noted that she was in Europe when Irene struck
and that HANLEY was responsible for handling the communication issues following the storm. ABEDIN
confirmed that CLINTON's email was also down for an extended period of time following Hurricane
Sandy. However, ABEDIN was in New York City, with her infant child, at the time and was not sure
what efforts were taken to restore or establish temporary email for CLINTON. ABEDIN was unaware of
any email accounts, Apple IDs, or cloud storage accounts associated with the iPads.

Email System During Tenure

(U//Fe56) ABEDIN contacted COOPER about getting a Blackberry for CLINTON while
CLINTON was still in the Senate. CLINTON then used the Blackberry when she transitioned to DoS. At
that time, her primary email address was hr15(@att.blackberry.net. Shortly after CLINTON became the
Secretary of State COOPER established the (@clintonemail.com domain and CLINTON began using
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hdr22@2clintonemail.com as her primary email. The only other person at DoS to receive an email account
on the domain was ABEDIN. Later in CLINTON's tenure she changed her email address to
hrod17@@clintonemail.com. ABEDIN was not familiar with the email address

hr15@mycingular blackberry net or with gmail.com.

(U//FeB0) Initially COOPER was the primary point of contact for anything related to the setup
and maintenance of the email system. ABEDIN was shown three separate email chains with COOPER
regarding the operation of the server during CLINTON's tenure. The first was sent on January 9, 2011
and had the subject “Re:”, the second was sent January 10, 2011 and had the subject “Don’t email hre
anything sensitive. [ can explain more in person” and the third was sent October 20 2011and had the
subject “Re”. ABEDIN provided that she did not recall any details surround these email exchanges but
noted that she trusted COOPER to fix any issues with the server. She did not recall the system ever being
hacked but assumed that she would have notified CLINTON of any current issues that they were
experiencing.

(U//FEH6) ABEDIN was shown an email chain dated March 17, 2011 with the subject
“Re:School”. Upon reviewing the email she provided that she was not familiar with the email or the
topics discussed within it. ABEDIN noted that her email address was misspelled on the chain and
therefore she would not have received the email. However, she was not aware of the (@clintonemail.com
system ever being hacked.

(U//F&E6) ABEDIN provided that BRY AN PAGLIANO had worked on the Information
Technology (IT) team for CLINTON's 2008 Presidential campaign and was hired at DoS after CLINTON
took office. Thereafter, BRYAN PAGLIANO became the new point of contact for issues with the email
system. ABEDIN did not specify when this occurred but stated that there was a transition period during
which she would contact COOPER and he would direct her to contact PAGLIANO.

(U//FO56) ABEDIN was shown an email chain dated December 24, 2012, with the subject “Fw:
Thank You”. After reviewing the emails ABEDIN provided that she did not recognize the
SMSGS@state.gov email address and was not aware of any other generic email accounts used by
CLINTON for DoS wide email communications.

(U/AOH0) ABEDIN was shown an email chain dated August 30, 2011, with the subject “Re: §
berry”. ABEDIN stated that she did not like the SSHRC(@state.gov email address because it was too
obvious of an email address. She noted that the email appeared to be related to discussions that occurred
when they were working to restore CLINTON's communications after Hurricane Irene. ABEDIN did not
know who JOHN A. BENTAL was but assumed that he worked in the IT department at DoS. When asked
about BENTAL's statement that SSHRC(@state gov would be subject to FOIA searches, ABEDIN stated
that she always assumed that all of CLINTON's communications, regardless of the account, were subject
to FOIA if they contained related material. ABEDIN did not recall ever having conversations with
CLINTON, or any other staff members, about the Federal Records Act and preserving relevant emails.
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ABEDIN provided that at the time, they believed relevant emails would be captured and preserved by
DoS if any of the senders or recipients were using an official DoS email account.

(U//FEH6) ABEDIN was shown an email chain dated December 16, 2010, with the subject “RE:
mail from clintonemail”. ABEDIN recalled that there had been a problem with emails from the
@clintonemail .com system being filtered out by the DoS email system, but she did not recall the specific
email exchange. ABEDIN noted that 1t appeared that it was SULLIVAN's emails that were affected and
that it would otherwise be uncommon for him to be invelved in discussions about email issues.

Email System Post Tenure

(U//FEH6) Following CLINTON' s tenure at DoS she established a personal office in New York
City for the purpose of writing her book and pursing other interests. Several members of CLINTON's

|

staff from DoS joined CLINTON's team in New York, They included: ABEDIN. HANLEY |_

land [believed to be] | also continued to support

CLINTON on a limited basis as consultants,

(U/FeP6) When CLINTON's team was fomed:lestablished temﬁoraz_z Gmail

accounts for members of the team using the naming convention hrco@gmail.com had been
CLINTON'g | at DoS and ABEDIN described him as being good with technology. He set
up the email accounts for the team so that they would have something more formal than their personal
ematls accounts.

(U/FOTO) When CLINTON left DoS she stopped using the clintonemail.com system and started
using hrcoffice com to formalize her transition. During this same time period, an outside IT company,
PLATTE RIVER NETWORKS (PRN}, was hired to maintain CLINTON's email system. ABEDIN stated
that PRN was initially hired to manage President CLINTON and| |emails. It was
then later decided that PRN should also manage CLINTON's email as well.

(U//FEH6) Once the hreoffice.com system was established, CLINTON' s staff was provided email

addresses on the new system. ABEDIN stated that| | from PRN, assisted with setting
up new accounts for CLINTON's staff] lalso provided guidance on how to use the Microsoft
Outlook based email system. ABEDIN did not know| or| ]

(U//FEH6) Prior to the transition to hreoffice.com, ABEDIN was advised that the
clintonemail.com system was “going away”. ABEDIN stated that she lost most of her old emails as a
result of the transition. She had only accessed clintonemail.com through a web portal and did not have a
method for archiving her old emails prior to the transition. ABEDIN did not know if the system
administrator had archived the mailboxes before the system was taken down.
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(U//FeH0) ABEDIN remembered having discussions with HANLEY about creating an archive of
CLINTON's emails. ABEDIN believed that the archive was placed on a laptop so that it could be
referenced while CLINTON worked on her bock. ABEDIN did not know that the laptop was sent to PRN,
nor did she know what ultimately happened to the laptop. ABEDIN was not aware that a copy of the
email archive may have been placed on a thumb drive.

Review and Production of ABEDIN Emails

(U/FOH0) ABEDIN provided that she learned that DoS was seeking her emails after she read
about 1t in the newspaper. DoS wanted ABEDIN's emails as part of an effort to ensure that DoS had a
complete record of documents from CLINTON's tenure. ABEDIN contacted DoS and confirmed that it
was seeking her emails. She noted that DoS' prior attempts to contact her were unsuccessful because DoS
had an old email account and an old mailing address on file. ABEDIN then turned over her laptop and
Blackberry to her attorneys so that they could conduct the review. ABEDIN was not directly involved in
the review and relied on the judgment of her attorneys. RODRIGUEZ and DUNN stated that they sought
additional guidance from DoS on how the review should be conducted but they never received a response.
RODRIGUEZ and DUNN therefore erred on the side of caution and opted to include anything that they
were unsure about. It was also noted that ABEDIN had previously responded to a similar request from the
Benghazi Committee.

(U//FOHO) ABEDIN was shown an email chain dated April 2, 2012, with the subject “May -
Asia”. ABEDIN confirmed that the email was related to her activities while at DoS and that it would be
considered a relevant record with respect to the DoS request. ABEDIN explained that this email was not
produced by her team during the review because she did not have access to her clintonemail com account
when the review was conducted. RODRIGUEZ and DUNN stated that the request from DoS only sought
records currently in ABEDIN's possession so they did not contact PRN to request other relevant records.

(U//FeH6) ABEDIN was not involved in the review and production of CLINTON's email, in
response to a similar request that CLINTON received from DoS. ABEDIN stated that the review was
conducted by CLINTON's attorneys and that she was not consulted during the process.

Private Residences

(U//F0H0) CLINTON' s residence in Washington, DC (Whitehaven) had a small office on the
third floor that was converted to a SCIF by DoS. DoS removed the original door and replaced it with a
metal door with a key code lock during the conversion. Inside the SCIF there was a desk where
CLINTON worked and a computer, printer, facsimile machine and a television. DoS also installed a STE,
a “yellow phone” and a video teleconference (VTC) system. ABEDIN provided that the door to the SCIF
was not always locked and that ABEDIN, HANLEY and the] | had
access to the SCIF.
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(U/A080) CLINTON's residence in Chappaqua, NY, was also outfitted with a small SCIF that
had the same equipment as the Whitehaven SCIF, less the television set. ABEDIN provided that
CLINTON was the only person to use the SCIF and that she routinely used the Cisco telephone to make
calls from Chappagua because the cellular coverage was not very good there. ABEDIN, HANLEY and

all had access to the SCIF. b6
b7c

(U/FOH0) CLINTON received diplomatic pouches each night that contained the briefing
material for the next day's meetings. When CLINTON was in Washington, she would be given the pouch
prior to leaving DoS. If the pouch was not ready when she left, or if she was in New York, the pouch
would be delivered to her residence by DS. The pouch would be received by the DS agent stationed at the
house and would then be placed on a bench inside the residence. In Whitehaven, the bench was located
outside of CLINTON's bedroom and in Chappaqua the bench was located near the main entrance.
ABEDIN stated that it was less commeon for the diplomatic pouch to be delivered to Chappaqua because
CLINTON would typically take the pouch with her when she was traveling. ABEDIN did not know if

ever received or transported the diplomatic pouch when it was delivered to the residence in b6

Chappaqua. ABEDIN stated that |did not handle the diplomatic pouch at the Whitehaven b7c
residence because her shift ended before the pouch was delivered at 5PM.

(U//F656) CLINTON typically received the Presidential Daily Briefing (PDB) in person at the
office. When she was not in the office the PDB would be delivered with the pouch or sent via secure
facsimile. If the content was particularly sensitive she might be briefed in person by a CIA officer.

(U//Fe56) CLINTON would periodically receive both secure and unsecure facsimiles at her

residence in Chappaqua. In order to receive a secure facsimile somebody would have to answer the phone
and then wait several minutes for the documents to arrive. Since it was a time consuming process,
would sometimes assist CLINTON by answering or hanging up the facsimile system but he i
would leave the documents on the machine for CLINTON or her staff to collect. ABEDIN provided that b7C
I would pick up documents from the non-secure facsimile machine, which was located in a

separate part of the residence. ABEDIN stated that they had numerous issues with the secure facsimile

system in the Whitehaven residence and that it was often quicker to have the documents couriered to the

house from DoS.

(U/FOHO) ABEDIN was shown an email chain dated March 20, 2009, with the subject “Re:
Tomorrow”. After reviewing the email ABEDIN stated that she knew for a fact that there were times
when I:lassisted with the facsimile machine and may have collected documents from the secure bé
facsimile machine for CLINTON. ABEDIN stated that the intention was to have CLINTON do it herself, b7C
but she wasn't very tech savvy and would get frustrated with the process. ABEDIN provided that the team
would also occasionally email things td Ior to print for CLINTON.

Miscellaneous
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U/FOHO) ABEDIN provided that when CLINTON needed to contact the President she would
have call the oval office to coordinate the meeting or call. ABEDIN believed that CLINTON
had the President' s email address but ABEDIN did not know what it was. ABEDIN noted that the
President could only receive emails from approved addresses. She recounted that when CLINTON
changed her primary email address they had to notify the White House so that CLINTON's emails would
not be rejected by the server. ABEDIN was not sure how often CLINTON emailed the President.
ABEDIN was shown an email chain dated June 28, 2012, with the subject “Re: Congratulations!™
ABEDIN did not recognize the name of the sender. Once informed that the sender’s name is believed to
be a pseudonym used by the President, ABEDIN exclaimed “How is this not ¢lassified?” ABEDIN then
expressed her amazement at the President' s use of a pseudonym and asked if she could have a copy of the
email. ABEDIN provided that she did not go on the trip to St. Petersburg and noted that security protocols
in St. Petersburg were not necessarily the same as they were in Moscow, where they were not allowed use
to their Blackberries.

(U//FOT0) ABEDIN was shown an email chain dated January 8, 2011, with the subject “Re: AG
points from]| After reviewing the email, ABEDIN provided that she vaguely recalled the email
exchange and that the original email was sent in preparation for a call between the Attorney General and
CLINTON. ABEDIN stated that she did not have concerns with the content because she was only a
conveyor of the information and that she relied on the sender to properly mark any sensitive information.
ABEDIN reiterated that she did not take it upon herself to question the sender' s judgment on how a
document should be marked. ABEDIN stated that people at DoS took the handling of classified
information very seriously. She never had any concerns with how classified material was handled by
individuals at DoS. Nor did she ever recall CLINTON expressing concerns over how classified
information was handled.

(U/ASHO) ABEDIN first met SYDNEY BLUMENTHAL in 1996 when she was a junior staffer
at the White House and BLUMENTHAL was a senior official. ABEDIN never worked directly with
BLUMENTHAL but when CLINTON was in the Senate he would send emails for ABEDIN to pass to
CLINTON. ABEDIN did not always forward the messages to CLINTON and BLUMENTHAL eventually
stopped emailing ABEDIN when he realized this. When ABEDIN was at DoS, CLINTON would
sometimes send ABEDIN emails from BLUMENTHAL for her to print. ABEDIN provided that she did
not read the content of the emails from BLUMENTHAL and had no knowledge of his sources.

(U/A00) ABEDIN provided that she was not involved in drafting talking points while at DoS.
The authors of the talking points depended on the content and were the responsibility of the appropriate
bureau.

(U/AoH0) ABEDIN was shown an email chain dated September 20, 2012, with the subject
“Re:”. After reviewing the email ABEDIN stated that it was not common to stash the diplomatic pouch in
the limousine but that it would have been secured by the DS or Secret Service (8S) agents that were with
the car. ABEDIN noted that if they were in CLINTON's car there would be two DS agents present and if
they took President CLINTON' s car there would be one DS agent and one SS agent.
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(U//FOX6) On November 20, 2015 | date of biﬁh:l was
interviewed at the| |by Federal Bureau of Investigation (FBI) ch
Special Agents (SA)] [and| | After being advised of the identity of the
interviewing agents, and the nature of the interview, provided the following
information:

(U/FOTe) | [joined the U.S. Department of State in and has o
held the following positions: p7¢

L J

L J

L

* b6
. b7C
L

L J

L J

L J

(U//FoH0)| |described the OpsCenter as the “eyes and ears” for the Secretary of
State. The Ops Center is staffed 24 hours a day and constantly monitors reporting from Department of
State cables, other government agencies and open source news outlets for information of interest to 22 c
Department of State leadership. The Ops Center 1s also responsible for coordinating communications
between senior leadership and foreign dignitaries. As a Senior Watch Officer (SWO)] |
was the most senior person in the Ops Center and was responsible for overseeing the activities of the
other personnel as they worked to identify and disseminate critical information to the Secretary of State
and Department of State leadership.

b6
Investigationon __ 1 1/20/2015 at | | p7C
Filc # | !»3()2 Date dictatcd N/A b3

b7E
By sa| | _sal | b

b7C
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(U//FOHO) There are approximately seven or eight individuals staffed in the Ops Center during a
normal day shift. In addition to the SWO, there are the following positions:

*  Watch Officer (WO) — The WO 1s typically a junior civil servant who 1s responsible for
gathering important information and disseminating it to Department of State leadership as
necessary. They are responsible for answering incoming calls, monitoring cable traffic and
scheduling phone calls for senior Department of State personnel as necessary.

+» Emergency Action Officer (EAQ) — The EAQ is responsible for monitoring international
hot spots and other current items of interest for the Department of State. They usually
work with the Crisis Management Support team, which is collocated in the Ops Center.

* Ops Specialist — The Ops Specialist primarily performs clerical work for personnel in the
Ops Center. This may include sending and receiving facsimiles or arranging the logistics
of meetings or calls for Department of State leadership.

o Consular Affairs Officer — The Consular Affairs Officer is responsible for addressing any
matters relevant to standard consular duties at foreign U.S. establishments.

* Diplomatic Security (DS) Officer — The DS Officer is a liaison between the Ops Center
and the .S, establishments and Regional Security Officers abroad.

+ Swing Station — The swing station 1s an extra body that provides support to the SWQO and
the watch team as necessary.

+ Bureau of Intelligence and Research (INR) Representative — The INR Rep is responsible
for acting on behalf of the INR and for liaising with the broader Intelligence Community as
necessary.

(U//FeH8) When urgent information or breaking news, which requires the immediate attention
of senior Department of State personnel, is identified during normal working hours, the Director of the
Ops Center is notified by the SWO. The Director communicates the information up the chain of
command as appropriate. If such information 1s identified afterhours, the SWO notifies the Deputy
Assistant Secretary {DAS) directly. The DAS will then provide the SWO with guidance on how the
information should be transmitted.

(U/FOHS) Dur"ing| ltenure as a SWO there were two different Directors for
the Ops Center. | fvas the Director for the majority of| [ime
in the Ops Center, and upon| |departure,| Ibecame the Director.

(Uf/-FGHGi |did not recall ever emailing the Secretary directly and had no
knowledge of the Secretary's personal email account or private email server. I Ionly

recalled receiving a few emails from the Secretary, such as mass emails at the holidays, which she
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presumed were sent from a Department of State email account. In instances where she needed to relay
information to the Secretary she would send the information to the Secretary's Chief of Staff (CoS), or to
HUMA ABEDIN.

(U/FOH0)| [was shown a copy of the email that she sent on July 3, 2009, with
the subject “Summary of 1055 EDT DPRK Conference Call”, which was flagged by the ICIG as possibly
containing classified information. | |recalled the events surrounding the email and
provided that she was the SWO on duty that day and had been directed to convene a call for key
Department of State officials to discuss the DPRK missile launches. The discussion was based on
afterhours reporting from the Intelligence Community that was at least confidential if not classified.

ould not definitively recall what agency owned the source reporting but believed that

it likely came from the Central Intelligence Agency. | |was on the conference call for the
purpose of taking notes but she was not an active participant in the discussion. | |could
not recall if the call was on a secure line but noted that it was commeon for such calls to be held on
unclassified phone lines because not all of the key participants would have access to a secure phone if
they were at home or traveling.

(U/FOH8) Following the call,' fwas responsible for summarizing the discussion
in the referenced email and then forwarding it to individuals within the Department of State who needed
to be aware of the situation. The email was sent on the unclassified system because not all of the intended
recipients had immediate access to classified email accounts | [noted that it was not
uncommon for the Ops Center to send such emails on the unclassified system. The specific content of the
email was based on| |notes and her judgment on what should be included in the
summary. There was no formal review of the email, for either its content or for the presence of classified
material, prior to it being sent. | Inoted that the Deputy Executive Secretary was an
Original Classification Authority (OCA) who would on occasion review material for the Ops Center.

(U/A080) The email recipients were based on an established call sheet that indicated who should
receive reporting on various topics. Also included were individuals added by the senior leadership.

lidentified the email recipients on the above cited email and provided the following

information about their roles at that time:

o | |was stationed in New York at the time. | |
could not recall her specific position but provided that she held a high ranking function
within the United Nations.
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hd could not recall her
specific position or title.

. |

. were staffers for other bureaus within
the Department of State.

(U/EeHen | [reviewed the subsequent emails in the chain and noted that

[was the SWO on duty on July 4" Based on the time difference between when the
conference call occurred and when the emails were sent,| |believed that there may have
been another SWO, or two, on duty between her shift and| [shift. | [could
not recall who relieved her at the end of her shift but stated that she would have briefed the incoming
SWO on the conference call and any necessary follow up items that the incoming SWO would need to
address during their shift.

(U//FeYes | |provided that the Ops Center maintains a Watch Log where the
details of any call arranged by the Ops Center are recorded. The log contains basic information about the
call to include the date, time, participants, and in some cases a brief synopsis of the subject of the call.
The Ops Center will log any calls that are facilitated by the Ops Center, which involve the Secretary of
State, or any Deputy Secretaries, Under Secretaries, Assistant Secretaries, or foreign dignitaries. The Ops
Center does not maintain a log for emails sent to, or from, the Ops Center.

(U/Aeue) was amenable to recontact if necessary.

(U/AOHO) Agent notes are included in an attached 1A,
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(U//FEY6) On May 28, 2016, CHERYL MILLS, date of birth] | was
interviewed by Federal Bureau of Investigation (FBI} Special Agent (SA) and SA
[ |at the law offices of Wilkinson Walsh + Eskovitz, 1900 M Street NW, Suite 800,
Washington, DC. Present for the interview was SAMUELSON' s counsel, Beth Wilkinson, Partner,
Alexandra Walsh, Partner, and Hal Brewster, Associate. Also present was FBI Section Chief Peter Strzok,
as well as David Laufman]| |and| | from the Department of Justice {DolJ)
Counterintelligence and Export Control Section. After being advised of the identities of the interviewing
agents and the purpose of the interview, MILLS provided the following information:

(U//FOT0) Immediately after completing her service at the United States Department of State
(State) in 2013, MILLS became personal counsel for HILLARY CLINTON. HEATHER SAMUELSON
joined MILLS' firm, located in Chevy Chase, MD, sometime in 2014.

Transition to Platte River Networks Server

(U//FEH8) When the respective offices of WILLIAM and HILLARY CLINTON began a search

for a company to operate and maintain an email server, the CLINTON's financial manager recommended
I |as a technology broker. There were no security concerns with the CLINTON' s then-

current email server operated by BRYAN PAGLIANO (Pagliano server). The CLINTON's wanted an

outsourced company accountable for the operation of the server. MILLS coordinated the needs for the
server by providing non-technical guidance to which was focused on the end user experience.
Afterlﬁidemiﬁed several companies as options, the Office of President CLINTON reviewed the
recommendations and selected Platte River Networks (PRN). After PRN was selected to procure,
operate, and maintain the server (PRN server), MILLS negotiated the final cost and addressed privacy
concerns with PRN. Throughout the negotiation process, MILLS consulted with PAGLIANO to ensure
the recommendations of PRN would meet the end user experience guidance she had provided to PRN.

(U/FOB8) When PRN completed the transition from the Pagliano server, MILLS did not know
if PRN transferred any email to the PRN Server. Additionally, MILLS did not know what PRN planned
to do with the Pagliano server after the transition was complete.

Investigationon _ 5/28/2(3[6 at Waslhington, DC
Fiie # _| ) Daic dictatcd ___ N/A
By SAJ | sal |

This document coniains neither recommendations nor conclusions of the FBIL [t is the property of the FBI and is loaned (o vour agency: it
and i1s contcns arc not 1o be distributed oniside yvour agency.
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Department of State Request

(U/FOT6) In the Summer of 2014, State was in the process of producing materials for the House

Select Committee on Benghazi and raised concerns with MILLS recarding the lack of email for

CLINTON. MILLS met with State personnel| | and]| I b6
who told MILLS State had no electronic records for CLINTON, other former Secretaries of State, b7C

and some other State personnel. MILLS understood the issue to be that State' s computer systems taped

over backup records after a period of time for all users not on the seventh floor and some users on the

seventh floor. MILLS suggested to State they search State systems for CLINTON's clintonemail.com

address, while State requested MILLS produce CLINTON's email. State provided no initial deadline in

the first meeting and followed up with a letter documenting the request. MILLS understood State's

request to be in relation to the Benghazi Committee and not a Freedom of Information Act (FOIA)

request.

(U/Ae56) CLINTON asked MILLS and DAVID KENDALL to oversee the process of
roviding State CLINTON' s emails from her tenure as Secretary of State. As the process was developed,
badvi sed MILLS 1t was CLINTON or MILLS' obligation to filter out personal emails from what b6

was provided to State. Additionally, if State received all CLINTON's emails involving .gov accounts, b7C
State would not filter out personal emails.
Collection of Relevant Email

(U/ESH8) Late in the Summer of 2014, MILLS contacted| |at PRN and b6
requested all CLINTON' s email involving a .gov account from her tenure as Secretary of State. MILLS b7c
believed search for .gov emall encompassed email headers, the body of emails, and any

forwarded emails. She was not aware of which mailboxes or other potential locations] |
searched for email responsive to her request. However, MILLS did not believe| |was asked
to search or searched HUMA ABEDIN's clintonemail.com account. After preparing a pst file of the .gov
emails (July Export) based on MILLS' request l |discussed diffe rent options on the transfer
of the July Export with MILLS, to include shipping DVDs, butl |recommended a secure
remote transfer. Based o1] | advice, MILLS neither requested nor received DVDs
containing the July Export.

(Uh’F‘G‘U‘G% After deciding on the remote transferJ:| provided MILLS with a link b8

which provided remote access to MILLS' computer. MILLS clicked on the initial link, p7e
then clicked an additional acknowledgement givingl |permissi0n to remotely access her

computer. I:l then transferred the July Export to MILLS' computer and imported it into

Outlook. Once the process was complete, MILLS reyoked| |permissi0n and the remote

session was terminated. MILLS did not know wherel [saved the .pst file on her computer or

if 1t was encrypted, however, MILLS did recall the .pst file was password protected. Sometime after
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MILLS received the transfer, HEATHER SAMUELSON received a similar transfer from PRN. MILLS
never made copies of the .pst file or transferred 1t to external media.

(U/Fe8e) MILLS' Dell laptop (Dell} was the computer that received the transfer described
above. The Dell was primarily used for work, but was sometimes used for personal reasons. It was
connected to the Internet and had up-to-date antivirus software installed. The Dell was not wiped, other
than PRN actions described later, or reset to a factory state. MILLS continued to use the Dell until it was
turned over to her attorney BETH WILKINSON. The Dell is currently in WILKINSON's possession.

(U/FSHO) Shortly after SAMUELSON began reviewing the July Export from PRN, she noticed
there was no email from approximately January 2009 — March 2009 in the data provided by PRN.
MILLS likely reached out to |regarding this matter. I:El)told MILLS PRN did not
have any email for CLINTON from the timeframe in question. Since CLINTON was using AT&T for
BlackBerry service during that time, MILLS recalled learning AT&T did not keep email records, but did
not recall when she became aware of that fact. MILLS did not contact any other email service providers,
such as Gmail, because she did not have knowledge of CLINTON using another email service.

Additionally, MILLS did not recall attempting to access an Apple server that was once in operation at the
CLINTON residence in Chappaqua, NY.

(U/ABUQ) After reviewing a document dated July 28, 2014 referencing a conference call

between MILLS | | and PAGLIANO regarding archived email options, MILLS stated she did
not recall the specific conversation. Other than the conversation described above, MILLS did not recall
any other conversations with about the request for CLINTON's email involving .gov
accounts.

(U/FeH9) After SAMUELSON began the review of the July Export, but before her review was
complete, MILLS contacted:l and requested a .pst file containing all of CLINTON's email
from her tenure as Secretary to review it for non .gov work related email (September Export). MILLS did
not instruct to search ABEDIN's email and did not know which mailboxes or email
addresses| | searched to produce the .pst file responsive to her request. PRN remotely
transferred the .pst file to SAMUELSON, however, MILLS did not recall if the .pst file was transferred to
MILLS' Dell. Other than the July Export and, possibly, the September Export, MILLS did not receive
any other pst file transfers from PRN. However, SAMUELSON, as the one conducting the review,
sometimes contacted] ,directly and received smaller transfers when she identified gaps in .pst
files from | MILLS never had direct access to CLINTON' s mailbox on the PRN server.

Cull and Review of Email
(U//FeH8) The review methodology employed by SAMUELSON was developed by

SAMUELSON, MILLS and KENDALL, but was executed by SAMUELSON. They did not consider
using any commercially available e-discovery tools for the review and did not consult any individuals
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who were not agents of Clinton during the review process. They also did not discuss how to handle
potentially classified emails during the review because they had no reason to believe any classified
material was contained in the emails. Additionally, no emails were 1dentified as containing potentially
classified or sensitive information, therefore, no emails were removed during the review process.

(U/A0H0) The review process called for all email from CLINTON's tenure to be filtered for
.gov email addresses, relevant keywords, and the names of government officials. The review took
SAMUELSON several months and occurred at MILLS' office in Chevy Chase, MD. SAMUELSON
used her own computer for the review and, as questions arose, SAUMELSON would print any email in
question and ask for guidance from MILLS. Emails that contained a mix of work-related and personal
content were treated as work related. Once the review was complete, SAMUELSON printed the
approximately 30,000 work-related emails identified in the review. The printed copies were then provided
to State in December 2014, SAMUELSON produced an electronic copy of the work-related emails which
was later provided to KENDALL at Williams and Connolly. MILLS was not aware of who produced the
electronic copy provided to the FBI or what the file was named. Other than emails where SAMUELSON
requested MILLS' guidance, MILLS did not review the emails identified by SAMUELSON as work-
related.

(U//Fe98) MILLS was unsure if SAMUELSON encountered duplicate emails during her
review. If she did, MILLS was not involved in any efforts to remove duplicates from the collection
provided to State. Regarding ABEDIN's account on clintonemail.com, MILLS did not know why no
email between ABEDIN's account and CLINTON's account was part of the production to State. There
was no distinction between the treatment of email to or from ABEDIN's clintonemail.com account and
ABEDIN's state.gov account.

(U/FOHO) After State began reviewing the emails printed by SAMUELSON, Stated advised
MILLS when specific emails were determined to be classified and instructed her to delete the emails in
her electronic copy, then empty her deleted items folder.

(U/FOHO) After reviewing an email dated November 24, 2014 referencing an “urgent call” with
“CESC,” MILLS stated she did not recall participating in a call with| | MILLS also did not
recall SAMUELSON having trouble with her connection to the .pst files in the same approximate
timeframe.

(U/ABH6) MILLS recalled a discussion with PRN where PRN explained, because of the way
Outlook functions, it displayed CLINTON's current email address instead of the email address CLINTON
used at the time each email was transmitted. This issue was not resolved and no emails produced to State
were altered.

Deletion of Email
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(U/AFH0) Inlate 2014 or early 2015, MILLS contacted:]and requested he remove
all .pst files from her computer. She was unsure if she discussed with PAGLIANO the software proposed
by:]to effect the deletion. In January 2015 jsent MILLS a link and, in a
process similar to the file transfer process described above, took control of her computer in a remote
session. checked the computer for the requested files and removed them using software
that permanently deleted the files. MILLS did not know if BleachBit was the software used by

| | After he completed the process, MILLS looked with |to verify the files were
deleted. MILLS did not discuss wiping or deletion software with anyone who was not an agent of
CLINTON at the time, nor did anyone other thaanl remove files from her computer.

(U/Ae88) In December 2014 or January 2015, CLINTON decided she did not want to retain
email beyond a 30 or 60 day retention policy, to include access to any historical content. MILLS
contactedlZland conveyed this change, but did not specifically instruct him to remove any pst
files or archived mailboxes.

(U//FeH8) In March 2015, after notifying PRN of obligations to preserve materials relevant to
CLINTON's email, MILLS contacted PRN to determine if any backups of CLINTON's email existed
and, if so, where those backups were located. After discussing the matter with PRN, she instructed PRN
to visit the datacenter where the Pagliano server was housed and review it to confirm no records existed
on the old system. PRN could not locate any backup data on the Pagliano server or any of the associated
equipment, however, MILLS instructed PRN to maintain the equipment. MILLS was not aware of PRN
deleting any data related to CLINTON's email in March 2015, nor did she request PRN delete any data, to
include .pst files or Datto backup files. Furthermore, MILLS did not instruct PRN to delete any data
using BleachBit on March 31, 2015.

(U//FeH0) MILLS had no knowledge regarding the following topics:

& At the time 1t was created, an email archive of CLINTON's email, including content from her
tenure as Secretary of State, created by MONICA HANLEY.

+ HANLEY providing the computer she created the archive on t0|:|in early 2014.

. |:|retuming the above computer containing the archive in 2014,

+ Any transfer of clintonemail.com content to hreoffice.com.

o CLINTON's access, or lack thereof, to her clintonemail.com content after CLINTON's
hrcoffice.com email address was created.

+ HUMA ABEDIN's method for accessing email.

+ A master copy containing all of CLINTON's email from her tenure as Secretary of State.

¢+ PRN email exports from September 2015.

(U//FEHP0) A copy of the original interview notes are enclosed in a TA envelope.
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Daitg o transeription _ /132016 -

AP0 On April 9. 2016, CHERYI. MILLS. was interviewed by Special Agent {SA)
| |and S;\] inside the FBI Washingion Ficld Office. 601 4" Strect NW.
Washington, DC 20535, Present {or the imerview were MILLS' attorneys Beth Wilkinsen, Alexandra M.
Walsh, and [Hal Brewster from Wilkinson, Walsh & Eskovit P o present was FBL Seciion Chief
Peter P Strzok. as well as David Laufman, and from
the Department of Justice (DOJ). Prior to the interview, Wilkinson. Walsh. and Brewster agreed w sign a
non-disclosure agrecment in anticipation of viewing documents during the interview that were classified
as part of a Spectal Aceess Program (SAP).

(LIABEE) Prior o Lhe interview. agents advised MILLS that while it was understood that the
inerviesw was heing limited to the period of her Department of State (DoS ) employvment. the B believed
it essential w the investigation o understand the sort process and the computers used in that process,
Furthermore, MILLS was advised the FBI expected to continue the interview after the details were
resolved by the attorneys. Aller being advised of the identities of the interviewing agents and the purposc
of the interview., MILLS provided the following information:

(LI/POT0) From 1992 10 1999, MILLS served in the White House as Associate Counsel to the
President. From 2002 o 2009, MILLS served as the Senior Viee President and Generad Counset at New
York University. MILLS also served as a consultant to HILLARY R. CLINTON's 2008 Presidential
Campaign. In 2009, MILLS transitioned with CLINTON from Lhe campaign to the Department of State
(Do8). Initially, Irom January 2009 until May 2009, MILLS served in a parl-time capacity as Acting
Chiet ol Studf. She converted to tudi-time Chiel of Staft and Counselor tor Policy velated to Food Seeurity
und Haiti thereatler. MILLS resigned from Do in February 2013,

(UARGEeT HUMA ABLDIN and JACOB SULLIVAN were also part oL CLINTONS oS

executive staff. ABEIXN served Tﬁ_].)_gu_m_\*_cm.cf_o_{'_sial'f for Operations and SULLIVAN served ax
Deputy Chicl of St {or Policy was also assipned to CEINTON'S exceutive stait as

| posttion was separate from that ol the
Investigation on __ RAOWI0TH af Washingten. $.0
File i J ! Dnte dictated A

B )J b'\l ]l .
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bl
b3

be
BpC

be
BIC

b3
b7E

b6
B7C

bl
b3



. bl
QI' b3

=300 1Ry JU-0-495

Contime of F13-302 of Inerview of Chers | Mills O BOWB016 L Page 2

{UREE0) MILLS held @ Top Secret/Sensitive Comparimented Information (SCH clearance
while at Do¥. MILLS believed she hikely had seewrity training from Diplomatic Security (DDS) upon
receiving her clearance. but didn't recall any specific training, MILLS was not aware. nor was she ever
tokl. she was a DoS original classilication authority.

(VAR MILLS did not recall receiving any specific training or puidance coneerning Pederal
Reconds retention policy or procedure during her Do8 tenure., but explained it could have happened,

(L/POHe) MILLS unclassified Do8 email account was MillsCDrarstate.rov. This account was
linked to her DoS issued Blackberry and could also be aceessed from her unclassificd DoS computer or
remotely viaa tob system. MILLS further stated that the DoS i.‘:.b_;ummst not abways reliable. and
sometimes “went down.” MILLS mamtained a Gmail sccount. cpmail.com. that she would
use when she could not aceess her DoS unclassified account. Said Gmail account was the only personal
acconnt used by MILLS during her DoS tenure.

bé
b7C

(LIPS MILLS was able to switch over to a classified network in her DoS office. She was
wisure as 1o what level of classification said network could handle. but knew that it could @ least handke
material deelared as Scerel.

{L7ASEE) When MILLS needed to review Top Secret materials, information was provided 1o her
i person and taken away aller she reviewed the materials, MELLS was not fanuliar with the JWICS
system, and was not sure who may have had a JWICS account at Do8.

(LHIFEHS) MILLS was asked to review an email dated 6472011 and with the subject hne
~Google emal hacking und woetl state of ¢ivilian wehnology.” [n response to the eonaill MIELLS stated
she did not recall the ematl, but the content was not unfamiliar to her. MILLS remembered hearing that
hackers may have been targeting Gmail accounts, and {urther recalied somebody suggesting her account
may have been targeted. but she was unsure of who provided her with this in['ormalim1.| I

the originator of said email. traveled a lot and had Irequent difficultics signing into the be
D08 network, so i was comumon for her 10 use personal email. b7c

(UIRados Agents asked MILLS Lo review a Do§ cable dated 6/28/2011 with the subject line
“Securing Personal Li-mail Accounts.” MILLS did not recall the cable, bun stated that it was probably
connected {o the 6/4/2011 emad] she previeusly reviewed. MILLS did not believe the refereneed cable
resulted in a “perfeet” change of behavior in regards 10 the use of personal email accounts by 1JoS
vmplovees.

(LAY MILLS was asked 1o review an email dated 7722/201 1 with the subject line “Draf
High-Level Narrative and Work Plan [Note Use of Personal/Guail] ™ MILLS stated she “did not recall
what she meant by (writing) 'Note Use of Personal/Gmuail."™ in the subject line.
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(UHFEREE) The only mobile Do device MILLS was issued was a Blackberry. Most, but not all.
people at Dol were assigned a Blackberry. MILLS was not assigned a mobile secure phone, but she was
able to check one out from the DoS communication teain il/when needed,

(LSO MILLS did not travel with CLINTON as often as ABEDIN and/or SULLIVAN,
MILLS only raveled with CLINTON on occasion when she visited Caribbean, Alrican, or South
American countries. When CLINTON taveled. MIULLS ordinanly staved back in Washington. DC| 10
mange oS in her absence. MILLS reculied receiving travel briclings (rom DS prioy 1o her DoS related
traved,

(L//RE6r) MILLS was invelved with the wam that helped CLINTON runsiton to DoS. MULLS'
role was o help CLINTOMN identify the priorities she wanted 1o address as Seeretary. MILLS also
identitied mdividuals for CLINTON's staft, MILLS Rarther saw her role as helpiag CLINTON “halance
her i o regards to the tansition.” MILLS had no recollection of heing involved with discussions
concerning the structure of CLINTON's Information Technology (1T platform during or after the
transition.

{(L/HFOHH) Agents asked MILLS to review two emails {rom February 2009 with the subject fines
“Uipdake™ and “Recap - Meeting re:Blackberries.” White MILLS did not recall the specific emails, she
stated she recalled the issue the emails referenced. MILLS explained CLINTON used a Biackbeny 1o
communicaie prior (o coning W DoS. CLINTON was not computer savvy and thus was not accustomed
W using a computer. so offorts were made 1o wry to figure out a system thal would allow CLINTON to
operate as she did before DoS. CLINTON did not have @ computer in her Do8 office. MILLS recalled
hearing that the National Security Agency (NSA) had secure Blackbeorry technology that would allow lor
the use of such devices in 2 SCIEF. MILLS requested Do8 communication und seeurity personne] rescarch
the possibility of implementing suid technology at DoS. Ultimately it was decided that although the
wechnology existed. it was not leasible to implement the same technology at DoS,

(LAY When asked what her understanding was in regards to who the six proposed secure
Blackberry users were at Do8, us relerenced in the ematl, MILLS explained that the goal was to obtuin the
wehnology for CLINTON because she did not have a computer. MILLS was not aware of who else at
Doe8 may have received a seeure Blacekberry had the wechnology been approved fur use wt DoS.

(LG The executive sute at Dol was termed “Malogany Row.” hecause of the wood
paneling throughout Lhe space. Mahogany Row was a SCIF. so the use of Blackberries was not
authorized. MILLS was not familiar with waivers issued to previous Secretaries of State. which allowed
for use ol Bluckberries in a Do8S SCIF.

(LA MILLS was asked 1o review a March 2009 Do8 Memo with the subject line “Use of
Blackberries in Mahogany Row.” The memo, from ERIC J. BOSWELL, was addressed to MILLS,
MILLS staied she did not recall the memuo. but 1t was net uniamiliar.”™ MILLS believed the memo was in
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response to inguiries and discussions held carly on in CLINTON's DoS$ tenure concerning the possible use
of Biackberries in sensitive DoS spaces. However, MILLS funher explained thar CLINTON and her
exceutive staff did not use Blackberries on Muhogany Row because they were never authortzed to do so.

(LIRS When CLINTON wanted to eimail, she would have o leave Mahopany Row 10
retrieve amd use her Blackberry, When CLINTON was inside of Do Headguarters. most information
wis refaved to her Face o tace or on the phone. CLINTON also liked to receive und read a lot of
information in paper documents, shich is why she would often forward emails 1o her exceutive stafT wilh
instructions 1o prinl. MILLS was notl aware of anyone other than CLINTON who had access to
CLINTON'S emait account.

(LIAEASs MILLYS was not aware ol CLINTON ever being issued a DoS Blackberry. nor could
she recall any official request made for CLINTON to receive one. Agents asked MULLS o review an
ematl dated 8/30/201 1 with the subject line “Commumnications.”™ After viewing the email. MILLS stated
that she believed the exchange was in relerence (o conversations about communication issues during
Hwrricane frene. MILLS recalled CLINTON's cmail was down during that time. Agents asked MILLS
what was meant in the emaif by discussing the creation of a DoS ematl account that could “mask her
tdentity, but which would also be subject 10 FOLA requests.” MILLS explained she assumed “masking
her identity™ was in referenec to the ability 1o give CLINTON a pseudonym so her account was not
abvious to outside partics. MHLLS also explained she thought that the FOIA relerence meant that
CLINTON's emails [rom the potential account would be subject to FOIA i the [ing party knew the
pucudonym.

(LIPS Agents asked MILLS 1o review an email dated 1/24/2009 with the subject line “Seres
of Questions.” MILLS stated she recalled the context of the cmail. As MILLS previously mentioned.
CLINTON did not know how to use a computer. so the suggestion of a stand alone computer for
CLINTON was not an appropriate solution.

tLFeEE) CLINTON'S oftice was conncected to MILLS' office. so she would generally walk into
CLINTON’s office to share information MILLS received From relevant emails. MILLS wanted to create
the best Now of information to the Seeretary possible. MILLS stated she had no general concerns on how
D08 business was handled on unclassified systems.

(LI/EEEE) When CLINTON first came to D08, she was wsing an email account associated with
her AT&T Blackberry (il Yastt.blackbersv et ). and a few months later, CLINTON transitioned ever o
the «iclintonemail domain, MIELS did not know why CLINTON transitioncd. but was aware of the
trunsition because she was notified of the change in CLINTON's ematil address. MILLS turther stated she
was nol aware of anyone at the time. [rom DoS or otherwise, who was respoasible for the email transition.

(LR [0 was MILLS practice to use her State.gov emall when conducting [Do8 business.
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{U/-eE0) MILLS was not aware of any eftorts to archive emails for federal records relention

reguirements or otherwise while she was at DoS. MILLS may have had conversations with BRYAN

PAGLIANGO concerning the Federal Records Act, but she was not sure. MILLS met with PAGLIANO

frequently. MILLS did not recall any conversations witle| |congernine bé

CLINTON'S use of a private server and/or the Federal Records Act. MILLS swated that b7c

namye was familiar but she did not reeall any interactions she may have had with him.

(UA7FREE MILLS recalled CLINTON using an iPad to review news articles. MILES did not
know H CLINTON used her 1Pad to email. MILLS was not aware of how many iPads CLINTON may
have had during her DoS tenure. MILLS did not recall CLINTON using a “flip phone.” MILLS was only
aware of one mobile phone number tor CLINTON.

(LA MILLS did not recall any temporary emiil aceounts or phone numbers being set up
lor CLINTON during Hurncane Sandy.

(UiAeBe ) MILLS did not learn CLINTON was using a private server until atter CLINTON's

308 enure. MILLS stated she was not even sure she knew what a server was at the time, MILLS had no
insight as to who came up with the idea of using the private server. nor was she aware of who made the
linal deciston 1o use said server. However, MILLS believed the idea was o “piggyback™ on the already
existing server being utilized by President WILLIAM J. CLINTON. MILLS stated that there may have
been techaical people at Do8 who were aware the Secretary was using a private server, but MILLS was
only speculating. MILLS was not aware of any Do8 procedures to approve the setup and use of a private
server by CLINTON.

{U/AERHEE ABEDIN also had an account on the chintonemail.com domain. MILLS was not sure
why she was not oftered an aceount on the clintonemail.com domain. but stated that she was now “glad
(shet did nat have one”™

(L /PEEE) MILLS was not familiar with the emai] address hridcatt.ompeulaynet. MILLS also
statted she was “not sware of the emai! account o omail.com while at Dos.” bé
b7C

(LisAReE e Tt was MILLS' beliel that the Tront elfice at DoS had a strong understanding of the
need 1o maintain federal records. Agents asked MILLS to review an email dated 1271172012 with the
subject “Signiticant FOIA Report.™ After reviewing the email. MILLS stated she was not sure i she was
mvolved in the FOLA request filed by Citivens for Responsibility and Ethics in Washington (CREW) ay
discussed in the emaii. MILLS further explained there was a tacge volume of FOIA requests while she
was al DoS. Do8 Executives were made aware of significant FOIA requests. but it was not typical for
MILLS to respond o FOLA because 1t was not in her realm.™ MILLS also stated she “couldn't say whe
(at Jas) FOLA responses fell on”
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(U/FOHE) MILLS did not have knowledge of any backups or migrations of clintoncmail.com

accounts, nor was she aware of who might have knowledge of such events. MILLS was not aware of any

emails being deleted or wiped from CLINTON's private email server prior o CLINTON leaving DoS.

{(U/HFBEE) Agents asked MILLS to review an email dated 10/13/2012 with the subject line ~This
am Green on Blue.” After reviewing the email, MILLS stated she remembered the event, but not the

speeific email. MILLS did not know why might have forwarded her the email in question, but
assumed 1t was “because he wanted her to read it.” MILLS also noted the ¢mail was sent on a Saturday. so
she was probably not in the office to receive the information directly from MIELLS further

stated she did not have any concerns over the classification of the content of the email. aor that it was sem
via un unclussiied email.

{UFOE0) Agents asked MILLLS 1o review an email dated 2/20/201 1 with the subject line
“Follow Up 1o Davinophu Call.™ After reviewing the email, MILLS stated she did not recall the email, nor
could she speak as to reason for drafiing the email and sending it to hev. MILLS
further explained 1 the media was interested in a story related w DoS. Iwnuld have notificd
MILLS regurdiess of the sensitivily.

(L UABHE) Agents asked MILLS to review an email dated 3/12/2011 with the subicet line
“radiation - fyi.” Afler reviewipg (he email, MILLS stated she was

r;,_m.u_s_urt: why
would have s ot the email, was o privale citizen |
[ MILLS stated she 2l

what she meant when she typed “sending for info not for forwarding™ before sharing, emuil
with CLINTON. MILLS had no concerns over her decision to forward the email on o
STEPHIEN MULL. or CLINTON.

IMILI.S recalled being read tnto Special Aceess Programs
(SAP) during het Dos tenure, oat aid not recall the specifics concerning the SAPsS or read-on process.

'\Eh TSN MILLS was asked to review an cmail dalfrj_lmu_l_wjih_th.gsujjcct “(SBUYT Afler
reading the email, MILLS stated the ematl ortginated o s

and was forwarded tol [ who was | I

[and Tatcr] |

[MILLS statcd she was 1ot surprised 1o see an email like this.” She further stated that

nothing in the email concerned her in regards to its classitication. MILLS was not surc why,
would have sent the email string 10 MILLS' Gmail account rather than to MILLS' DoS account. MILLS
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further stated she did not recall if it was commeon to receive emails similar to the email in question in her
Gmail account. MILLS was not aware of a formal process for providing notification of concurrence
related to & High Value Target (HVT) to DoS Headquarters.

(U/AFOH6) Agents asked MILLS to review an email dated 12/27/2011 with the subject “{SBU).”
After reading the email, MILLS stated that she had no concerns regarding the classification of the email be
and her decision to forward CLINTON the email she received from MILLS explained the b7C
goal was to observe what was going on in local media at the time, and she believed the email was related
to that purpose.

| IAgents asked MILLS to revie
with the title| [and another dated| with the title The first of
the two emails was sent on the DoS Secret network, whereas the latter of the two documents was sent via bl
unciassified DoS email. Both emails pertained to| MILLS b3
stated that she did not recall the originator of the document | nor did she
remember the email, nor how the information contained in the email would have been relayed to
CLINTON. At the prompting of her counsel, MILLS also stated she received between 400 and 700
ematils a day while at DoS, and thus could not remember specific emails. MILLS stated she could not

confirm if the information contained in the email agents asked her to review would have been relayed to
CLINTON. | |

| MILLS did not have

any concern over the content of the information in the email being sent en an unclassified system.

(U/FOB6) MILLS was involved in the development and draft process of some DoS policy
memos, but it depended on the topic. Agents asked MILLS to review two of the same email dated
10/4/2009 with the subject “Draft Holbrooke Team” and an attachment titled “Pak Paper 10-
03dcjjs.docx.” One of the two emails was redacted by DoS in response to FOIA production, whereas the
other was shown in an non-redacted format. MILLS stated she did not recall the information contained  bé
in the email she reviewed, MILLS did not know who would have drafted the memo. MILLS stated she b7C

was not familiar with the 1 Report.”

(U/A6H6) According to MILLS, something might start in an unclassified format at DoS, but later
be reclassified at a higher level when that information related to policy matters, MILLS was not sure who
at DoS made the determination to change the classification.

{U/FOHO) MILLS did not recall any instances wherein she had concern over the way sensitive or
classified information was handled at DoS. MILLS aiso did not recall any instances wherein CLINTON

shared (with MILLS) any concerns over the way sensitive or classified information was handled at DoS.

(UHFEHE) A copy of the original interview notes is enclosed in a 1 A envelope.
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(U//FOH6) On February 1, 2016, STEPHEN D. MULL, DOB,I [was interviewed by b6
Federal Bureau of Investigation (FBI) Special Agents| and] |in his office b7c
at the United States Department of State (DoS), 320 21 Street NW, Washington, DC, Room 3417A.

After being advised of the identities of the interviewing agents, and the purpose of the interview, MULL
provided the following information:

(U//FH6) MULL is a career DoS Foreign Service Officer. From 2009 until June of 2010, MULL
served as a Senior Advisor to the Secretary of State on Political Affairs. In June 2010, MULL was
appointed DoS Executive Secretary, a position in which he served until October 2012.

(U/AeH6) MULL later served as the United States Ambassador to Poland from November 2012
until September 2015. Thereafter, MULL was appointed to his current position, Coordinator for Iran
Nuclear Implementation.

(U/FOHO) As Executive Secretary, MULL oversaw the entire DoS Executive Secretariat in
regards to information processing, crisis management, travel support, and Information Technology (IT).
MULL was more specifically tasked with overseeing the formal processing of information to and from the
Secretary of State, HILLARY CLINTON, and her executive staff, to include the DoS Operations Center.
This also included providing both mobile and 1n office IT support to the Secretariat.

(U/AFBH6) While serving as Executive Secretary, MULL had very little direct interaction with the
Secretary of State. MULL mostly interacted with the Secretary's Chief of Staff (COS) CHERYL MILLS.

(U//FeH8) Everybody in CLINTON's front office, except CLINTON herself, was on the
Principal Officer Electronic Messaging System (POEMS) system. MULL communicated with
CLINTON's executive staff via POEMS., MULL was not aware how messages sent to CLINTON's
executive staff were relayed to CLINTON, but assumed they were orally briefed.

(U//POB8) MULL was aware CLINTON was using a personal email account while at DoS.
However, MULL had no role in setting up or maintaining CLINTON's personal account. MULL stated
he did not know if the use of personal email accounts was common practice for previous Secretaries of
State. MULL was not aware of a DOS policy at the time prohibiting the use of personal email accounts or
servers, MULL further explained as Executive Secretary, he was responsible for overseeing the formal
communications of the Executive Secretariat, but would not have been involved with providing and/or

Imvestigation on __2/1/2016_ at Washingion, D.C. b3
bL7E

File # | !3{)2 Daic dictaicd N/A

By sA[ [ | b6
b7C

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it

and its contems are not 1o be distributed outside your ageney,



FD-302a (Rev, 10-0-95)

Continuation of FD-302 of [ntenview of Steven Mull .On /12016 | Page 2

maintaining information communication platforms. MULL did not know who assisted CLINTON in
setting up the private email account and server she utilized at DoS. MULL did not know who was
responsible for maintaining CLINTON' s personal mobile communications devices, nor who was
responsible for making sure the installation and use of said devices were within DoS policy.

(U/AOHO) Early into CLINTON's tenure as Secretary, MULL recalled being contacted by either
MILLS or HUMA ABEDIN who asked about the possibility of the Secretary using an iPad to receive
communications in her office. MULL recalled following up on their iPad inquiry, but explained he
believed it was ultimately decided that CLINTON could not have the iPad in her office because of
restrictions associated with her office being a Sensitive Compartment Information Facility (SCIF).

(U/Fe896) MULL never observed CLINTON using a mobile device in her office, but recalled
seeing a picture of CLINTON using her Blackberry device on her DoS plane. MULL was unaware if
there was any prohibition concerning the use of a Blackberry on the DoS plane.

(U//FeB8) MULL assumed Bluetooth capabilities were disabled on DoS 1ssued mabile devices.
MULL was not sure if CLINTON's private devices were configured the same way.

(U/Fe88) Agents asked MULL to review an email titled “S Communications,” dated 8/30/2011,

wherein it appears MILLS and ABEDIN ask MULL about the possibility of the Executive Secretariat
issuing CLINTON a DoS Blackberry to use while her personal Blackberry was malfunctioning. MULL
recalled informing ABEDIN and MILLS that while the Executive Secretariat could issue a DoS device,
the DosS 1ssued Blackberry would be subject to FOIA requests. MULL further recalled it was eventually
decided CLINTON no longer needed the DoS device, and thus her request for a DOS Blackberry was
never fulfilled.

(U/AFeH6) MULL recalled receiving information from DoS Securityl I
sometime in 2011, indicating there was concern over the possibility that some personal email accounts of
DoS employees were hacked. MULL specifically recalled hearing CLINTON's Deputy Chief of Staff
(COS) JACOB SULLIVAN's personal email account was amongst those compromised. 1S
currently assigned to the U.S. Embassy in

(U/AFOHO) MULL also provided the following names of individuals at DoS who had knowledge
of CLINTON's IT setup during her tenure as Secretary of State:

(UHF‘G'HG)I | who worked under MULL was the| |

for the Secretary and her executive staff.

(U/FeE0) TULINABO (TULI) MUSHINGI was the DoS Deputy Director for Administrative
Suppeort and supervised the DoS Mobile Communications Team. MUSHINGI is now the United States
Ambassador to Burkina Faso.
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(U//FO0) JOHN BENTEL managed the DoS POEMS system.

(U//Fe56) A copy of the original interview notes are attached in a 1A envelope.
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(U/FOHO) date of biﬂh] , was interviewed at his office at The
I |
Washington, D.C| [ mobile telephone number, by Federal Bureau of Investigation
(FBI) Special Agents (SA)l land After being advised of the identity of
the interviewing agents, and the nature of the interview] |pr0vided the following information:

UiFere)_ Ferved as the at the U.S,

Department of State, under the former Secretary of State HILLARY CLINTON, from |unti1
the end of CLINTON's term in February of 2013, l lis a self described “Clintonista.” His
_relationship with the CLINTONS dates back to|
under President Clinton. In 2009

|

(U//FOH6) As the held a TS/SCI clearance
and was responsible for] pny current
Department of State matters. Each morming [worked with his staff to generate unclassified
talking points and responses to| | This process often required the team

to reference classified reporting to ensure that they had the proper context when formulating the response.
The talking points were generated on the low side and were often based on reporting from the relevant
country desk officer. Desk officers were responsible for coordinating information with external agencies
as necessary, and were knowledgeable in how to protect sensitive sources and methods within their
reporfing,

(U//FeB8) Composing unclassified talking points required a continuous and conscious effort to
evaluate 1f a given piece of information was derived from a classified or unclassified source.
described this process as an ongoing dilemma that they had to work through — How do you talk about
diplomatic conversations in the public sphere without getting into details that may be confidential or
protected? However, he noted that, they had grown up in this environment and knew how to separate
classified information from unclassified statements. I_:Iprovided that he and his team had
received training on the handling of classified information,

Investigationon __ | 1/33/2015 at Washington, D.C.

Fiic # | !»3()2 Datc dictated N/A
By s4| | sq| !

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it
and its contems are not 1o be distributed outside your ageney,
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(U/AFeBe) worked very closely with CLINTON and would meet with her four or

five times a day to ensure that|

lwere consistent with

the thoughts and statements of CLINTON. | |ir1itially traveled with CLI
she became comfortable with the position he stopped traveling to manage his team

NTON and then when
in Washington D.C.

would typically communicate with CLINTON via the Ops Center when she was traveling.
described CLINTON as a “paper person” noting that she preferred paper documents over

electronic communications but he would ematl CLINTON when necessary. In these instances he would
usually send the email to CHERYL MILLS who would either forward the message to CLINTON or

respond on her behalf. On occasion he would email CLINTON directly.

did not receive any

formal guidance on what, or when, to email CLINTON directly. This decision was based on his

judgment.

(U/FEH0) | li

n the recent CLINTON

email releases, many of which were related to the posting of diplomatic cables by Wikileaks in 2010. In

April of 20'10' |ﬁrst began to get a sense of Wikileaks as it beg
Defense information. Then in November of 2010 he was notified by

hat the New York Times was preparing to publish a large number of diflomatic cables in

conjunction with a Wikileaks release. Over the next several months
tl as well as| ] to discuss cables that

ad regular contact with
there about to be

released. Upon receiving a media inquiry or a notification of an upcoming release,

would review the cable(s) in question and then make requests to the media outlet(s) to omit or redact

specitic information that was deemed sensitive for aperational or diplomatic reasons. These requests
were not always honored and: estimated that they had a .250 or .300 batting average. The
Department of State had a rule by which they would not discuss any classified information in the cables
but in instances where the cable was being incorrectly portrayed, or could easily be misconstrued by the
reader,|:|would %rovide additional unclassified background information to set the proper

context for the cable. outinely worked with MILLS, and any agency
the specific cable, to formulate the response to the media outlet.

(U/AFeH8) Wikileaks, and other media leaks, posed a difficult problem fo
State because the information was already outside of the control of the Department

that had an equity in

r the Department of
of State and was often

about to be published. While the Department of State could say nothing in response to a media
notification or inquiry, the stance of the Department of State was to play defense and try to limit the

potential damage by engaging the media outlet and providing a justification for wh
should be omitted or redacted.

y sensitive information

(U/FeH6) first became aware of CLINTON's private email account when he
received an email where “H” was the sender. He initially thought the email was spam but upon reading
the message quickly realized that it was from CLINTON. Aside from the ambiguous username,
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I:lwas not surprised that CLINTON was using a personal email account because it 1s a common
practice within the Department of State. I:lhad no knowledge about the setup of CLINTON's
private server but assumed that Under Secretary PATRICK KENNEDY and MILLS would have been
involved in that process.

(U/FEHe) had no concerns about how CLINTON handled her communications
during her tenure as Secretary of State. Nor did:l have security concerns about anybody on
CLINTON's team. He did not recall any instances where classified information was intentionally sent to,
or from, CLINTON's email account. However, with respect to the emails on Benghazi, he noted that in
hindsight some of the content should have been classified even though they did not believe it was
classified at the time it was sent.

FOH6) Due to the sensitivity of the matter, the interviewing agents verbally requested that
keep the interview and the nature of the discussion confidential. verbally
agreed that he would not discuss the interview with other parties.

(U/FoY0) was amenable to recontact regarding this matter, if necessary.

(U//FOH8) Agent notes are included in an attached 1A.
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(LN On March 15, 2016,
was interviewd by Special Agent (8A}]
at the PBE Washingon Field Qilice (WO
forvivwing sgonds and tw purpose of e nterview,

Page o inmnariptbeny | 301

E felephone pantbs

Atfter

ey, nf advized of the Glentitivs of the

provided the folfowing information:

sorved g ihs:l

L i\-—'&t»‘, oo |

I :'emsnnc:i‘ |

[ wher be hecaine

l

Naic (DoR) ir&] I

when it was widely known “you didat 20 direct with the Se
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sreiary, Purthormore, there were coneoms

(LIS

i1 .

R8RS -+ Durine his o
Seeretary of State.

addross tor Dl business, nor that she was operating of o private vl server while she was Seerctary of
aveded W relay oomessage tug reguived the attention of N
would follow the chain of command and go through an Assistam Recretary of Stste.

S, When
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e
om0V FL-307 0t biservdew ei'l I _______ AL O EAGYG | e :
(Lot |urdersione :

wndersiood any emaily he sent to or other pontacts a 370\

caukd be forwarded. He did mot recal] ever copying JACOB SULLIVAN. HUMA ABEDIN. or CHERYL bé
MELLS. om emgdly because they were not in his chain of conanand. For urgent matiers, b7cC
wanld felfow protoecol and contact the necessary parties via the Do% command conter,

B iarim))| ,m,aiim communicating directly with b6

|prms b Secretary CLINTON's visit 1o Kazakhstan T 2010, bul (13t svas 1he only b7c
e I couid recall going cuside of his norant command channsls.

bl
b3

hisd secess 10 both DoS unclasvifiod and sceret networkys g the B mbassy in bb
“he had access 1o JWICS or a top seeret petwark, but stted he did not use u b7C

He could not rerail i
W seeret nvbwork.

’_I_' | oot gt |i(§ review an ermail dawd
Lwith the subjevt

After reviewing the vmail,

e emamwheres he (ypes, My bigh m’dt‘: is dovwn, so
explained it wasn't conuman for the high side w o

down s the Embassy, but it sometinies happened. He furthor expldned aliemative DpRIonS far bl
comimicating classiiiod infownation \smzid have been a secure call v the DoS Operations Cen

T OF i b3
varciully warded amnman fike thas ons <7 (R n; erence 10 the emall he reviewed), | _s::iiad i
fonnd the eprdd “Mscinatim™ heemosg a1 i folowine the saud on the sama Bin Laden {133}
Cirnpouid further stated the email was
T However, e was aot concerned ahout the email because i was st
aanoys s vl for he and niims 10 fave W commuicate sensiiive matters tis way
rever recesved tormad guidance wat bow o communicate information concerning
however, he stated thas "1 you are o professionat. you know how o do it and how ek To do

faughed and TRTITT 00 L OB 10 T
Cr samnuwizing tis on thix system.”

Cacthing close W ihe e, obvioushy

. bl
B b3
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Agents asked|

10 FOVISW Bt

emaif dated

L ,
| priths the subesy 3

o

Tor reviewing the enuatl,

expiained be did

ol reoail the cOmext o the emaid ] ferther conlained o shys ni»"_)g}}g 1 “‘hi}ﬂ} the emai was bl

pddressed were aware

Furthersw

o, he hud no b3

voscerns with sending TR quonmaiion cimiaimed i 1he emai over an unclass ed network becatse
behreved he drafted the enail yo that it did not contain specific seasitive d@tais,

r

Apents ztskedZ}i ) ¥
with the sabject | After reviewing the email.

S e

ail dated
xpiaiped by did b1

rudt recat! the coneexd because there wesel

b3

with the subject]

[ rl Agents askedl [m review an emaid dated
After reviewing the email |

exclaimed "again. b1

iy 1s Fight on the ine.” While| did not revall the spevifieos conceramy the context of the b3

2353 HiWRI

vith the subject | After reviewing the enuil,

v woukd have heen sent wound Ge Lme Pakistan closed off bosder cross
witivh thure was incressed ension between Pakistan and the United States,

Loed there svere m details curtained in the email that would compromise a sensitive frogram,
also pointed ot that there were only three people nvalved in bis ovighaad email,

l*\gﬁ‘.is askcdl |£o review av email dated

. :;__lewd that the b1

"

_h:.:i:'nswn\ t‘i‘m‘s;'t;;. b3
i aor Seleee

iy intormation vontinged i the emast was of coneern

I;kszc:zts asked

sotwirk snd inarked SECRETINOFORN | Isl:ﬁcﬁi trar he sent thie emat o the Seerat
setwork beetuse B owas still during working houes in Washington, DC. compared 0 the previoas cmails

to review an erwil dated
FEHL e sahyect l’\uenlg noted that the ormall was sent on a clussified

bl
b3

he viewed that were sent aftor hours, and 1t made more sense For accessibitity, The right method of

wending & conununication. according to s whalever method sflowed for the fasies
the SECRET/NOFORN marking and

possible dissemipation of the message. Avcording to

Y

the senstlivity marking on the eawil he reviewed were awtomatically inserted as & default

Agents aske{i:]m review an el dated

22083 widy the sublect “US drone strike kiils 4 msbitant in Pakistan.” ABer roviewine the email

statesd “that's ioteresine 7

bl

Dos] [rstod that | [sent the news alert

L
RENDON (hedi/news serviee ) wits hired by b3
cand Auther compluined Gt she was

abways “sticking bey nose 1w where i didnt bcimtg."l

noted the infvnnaiion he added w dwe

bl
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Prage of irscrpten Q082086

L//BEHO) On March 10, 2016] | farmer

was interviewed by Special Agent (SA}] pnd SA| [in an P13
office in New Yok NY . Afler being advised ol the identities ol the interviewing agents and the purpose
ot the interview| provided the following information:

(Li/AFEHO l , was lth
Prior o his lcmlrel I
I Lretived from
Foreien Service, Following his retirement Iscrved as a yisiting Prolessod
is currently

| a non-government orgunization {(NGO).

(LRGeS During his Depariment of State (Do$) I_enure-l Ihad very Hmited interaclion
with the Secretary of State] [assessed he likely only met
seeretary HELLARY R CLINTON in person on six oceasions. These contacts occurred when

traveled back 1o Washington. DC. for various mectings. or when the Secrctary visited

lurther assessed that during the same time period he only spoke with Seeretary CLINTON via telephone
on two to Lhree uccasinns,:I also participated in monthly Seeure Video Teleconferences (SVTO)
with the Secretary.,

(ilflr‘(')t!ﬁjI:l was aever i direel emai act with Secretary CLINTON and did not
know Secretary CLINTON's emai! address. When %needcd to relay a quick message back to
oS Headguariers, he would generally unazl direet w:lh Deputy Ru,ma c ol State JAC ()B SULL W/\!\
ar tiw Special Representative (o Algh; ; :

included RICHARD HOLBROOKI:,
and kilso sent a regular Secret cable to Sceretary CLINTON onee a
week. On rare occasions, | [ jled the SRAP office or SULLIVAN wviz unclassilied
email to alert them to a clasgified cable
to Seerctary CLINTON. bu

“assumed the SRAP would briel at the levet they saw fit.”

Investigation on __ U3 UK2GI6 it New Yoek, NY S
Fily # J I Prare diviated Nid

s | s\ | I

Pl document contans neither regommendations nor conelusions ol the Fi3L 1 is the property of e FELand 5 loaned w your agencs i
o s Comtents vy nad W be disteibuted omlside s owr ggengs,

was not sure how information he provided was bricfed
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Comnestion of i1-302 of Injerview u!| ! COn B30I | Page

{L/AOEO) There were three nuain ways could report information back 10 oS
[ teadguaricers:

t

5

3.

IQMN-}-" [did pot recall havine aecess 10 J'WICS or a Top Secret network]

b

Cable

Classificd emai! — usually for lgterad information to other Ambassadors or o the National
Security Council and

Unclassified email - for day to day interaction

}Whilc hel

| H AR

Iﬂ[ access proprams {SAPS]I
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Contiomaiton of F13-302 of fnters iow cl [

(vt Iwas asked to review al cmaill |wi1h the subject
line [)pon reviewing the email,| [commented “wow... ] don't recad! this
emitll Chain... Tm sUrprisec to see it amd prefer aot 1o comment.”

LOn Q3020100 . Page 3

(senon| luas subsequently asked 1o review 5ﬂ cmuilsl

tpon reviewing cach document, agatn Indicated he did not

wihi o comment.

(LIFOHO) :]smlcd that the reference Liz iflffff in referenced docu:ncntI:Irclulcd
w “talking peims™ for [oreipn government discussions. | also explained the “SBU™ caveat in the
emait meant “Sensitive but Unctassilied™ was a selected classilication option in his unclassitied email.
Other classification options included “U™ for unclassified. or “LU/SIU™ Limited Use/Sensitive but
nelassified.”

(U/AEEET While being escorted to the elevator by SAl L‘lalcd he recently
read @ news article about the investigation inte Secretary CLINTON'y pers el server that opined
that most of the ciassilied documents were over classilied. However, stated that afler seeing
the abuve referenced documents, he now understood why people were concerned about this matier,

(L350 A copy of the onginal interview noles 15 enclosed in a 1A envelope.
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Dhate of transcription _ 2772006

JAEEE) On April 25,2016, Yormer
vas inlerviewed by Special Agent (SA) and SA in the ¥Bi

Washinglon I",'%WFU). 601 4" Sireet NV, Washington, DC 20533 Also present for the b&

interview was] counsel, as well asl Iandl | from b7C
> Depariment of Justice (D T micrview was conducted as a follow up to an inerview of

| [conducted by SA od SAl lon March 1. 2016, Prior o the interview.

agreed to sign a non-disclosure agreemenlt in anticipation of viewing documents during the interview that

were classilied as part of 2 Specid Access Program (SAP), Aller betng advised of the identities of the

interviewing agents and the purpose of the inicr\'icw.] | provided the following, information’
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Investugatunr on 937002010 ul Woishingeton, 13 N : - .
b3
v s | | Dute dictiied ____N/A - _ b7E
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arkl s contenis ane ot (o be diintbated oueside sour agencs
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b1

PP SERPRT T I3 b3
13020 Rev, 1-6-935) -
be
I—l b7C
L aaitnzuaizon of FI=302 ol folerview o LOn BEISA00, Page 2
bl
b3
bl
b3
As a matter of practice l Liried to meet the needs of
Jonly redayed mtormation to mdividusls bl
at DoS Headyguarters it high levels ~on the 7 floor™ (a reference (o the PoS executive suite referred to as b3
Mahogany Row), As an alternative to unclagsified cmail. stated he has access w both Dok
classified email and cable svstem. However, the process i«]).Lamd.im’_a.(.a.b.ls_muuanLm.!
were execulives gs fikelv to et a elagsified email in 4 tmely manor
L
Jexprained that he tried o use his best judgrent,
| lAgcnts zlskcdl 10 review an omatl duch:l
with the suhject] Alter reviewing the email
exnlained bie recatled the situation surroundinge the emaill |
[The
Pakistanis were seeking an apology lor a November 2011 cvent wlurcm U.5. Special ()pcmtmm cressed bl
the Pakistani border and killed Pakistani berder gii ‘he Pakistani's re : : b3
apajor supply routes used by U8, military forces.
‘1150 L\(plamcd the “(SBUY" reference in the subject line of the email
related to one of twa sensitivity choiges gvailable in the unclassilied DoS system: inclassified or
Sensitive But Unclussified {S3U). |used SBU when he “wanted o point out that while
something was unclassitied. 1 should still be reated as senstiive.”
. . bl
Agents asked to review an ematl dated o3
mth the subjec 30 inforimed the email in guestion was sent onf
dussified network, | stoted thie email was sent
l and before the NATO Summilt. did not recall the specific email, but remembered
conversations around the time regarding attiempts o persuade the Pakistuni's to Hit the supply rowte ban.
LS Ny N bl
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Contitmatins of FIR302 6l Interview u!l ! COn Q42500316 . Page 3 b7C
I lusually communic

gkistan (SRAPYL

| and but assumed he mus
wave wso wanted to SULLIVAN 10 know. as e nofed SULLTVAN was onc ol the recipients. i bl
assumed SULLIVAN would relay information o “anyone at Do$ who needed 10 know:” the b3
secretary of State, Deputy Secretary ol States, ete. SULLIVAN svis not given gutdance un how 1o reday
stich informution back 10 DoS Headquarters, but stated the email in question was sent at a time swhersin n
was Important to report, was nol sure why he chose w send the email in question on a
classificd network.

Agents askedl ko review wit email dated

122772017 with the subiect HSBUNY.™ Afler reviewing the cmail.l chpluincd he did not recall

the context. However| stated that the previously explained “cross border event™ toolk place gt
] November 2 50 the email | x5t ni shortly thereatier bl
b3
| lAgenls askcd bo review an cmall date 2012,
with the subjecet LIS drone sirike kills ilitants in PaKistan.” Alter reviewing the cmzzilw
explained the emai] wits sent The email originated irom an AP anticke found
and forwarded to lsubsequent]y {orwarded the article 1o the Deputy bl
Chief of Mission b3

kso stated thagat the ime he sent
the ematl. he Jdid not think the information he provided jeopurdized anyone involved.
who was C¢'d on an email in the exchange was 111@[ for the ULS. 10 Pakistan.

(LA A copy of the original interview notes is enclosed in @ 1A envelope.
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Daic of transcription _12/11/2015

(U//FOH) On December 11, 2015] | b6
| |U.S. Department of State,_was interviewed by Federal Bureau b7c
of Investigation (FBI) Special Agents| and| | After being advised
of the 1dentities of the interviewing agents, and the purpose of the interview,l tprovided the
following information:

(U//EeBe) |for the U S. Department of State, from| |
[where she was responsible forf [
| She assumed the role when| [Teft the position. On a typical day
ould meet with the then Secretary of State HILLARY CLINTON at the daily 8:30 A.M.
meeting to discuss key issues| | During the meeting CLINTON b6
would provide guidance on what should be communicated| | Prior to finalizing s7C

the briefing materi als:Iwould then work with the relevant Department of State components to
verify the message and to add any necessary details. | ldid not deal with the U S. Intelligence
Community (USIC) aside from a daily interagencyl |
[traveled with
CLINTON on all of her foreign trips, during which| [were handled by one of
deputies.

(U;’;’F@H@)I:lstated that she saw CLINTON frequently throughout the day and as a b6
result most of her communications with CLINTON were spoken. | i:ould only recall one time p7e
when CLINTON emailed her directly and that was on the night of the Benghazi attack. stated
that at that time she had no knowledge that CLINTON was using a private email server. noted

that CLINTON was not an email person and therefore assumed that CLINTON was conducting personal
business when she was on her Blackberry.

(UFeEe)__ lalso worked closely with JAKE SULLIVAN, CLINTON's Chief of Staff b6
for Political Affairs, for routine matters. understood that SULLIVAN would relay pertainent ®7C
information to CLINTON but she did not know i1f SULLIVAN directly forwarded her emails to
CLINTON or not. provided that she occasionally interacted with CHERYL MILLS but did

not have regular contact with HUMA ABEDIN.

[mvestigation on __ 12/11/2015 al Washingion. D.C. b3
b7E
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b7C
(UKFFGHG‘ ,reviewed an email | | that she sent on
| fwith the subject | |piece.” She confirmed that she
remembered the events surrounding the email. After carefully reviewing the entire email string };3 c
gave a brief overview of the Benghazi attack and provided that this email was sent after she
learned that the New York Times was planning to publish an article about the Benghazi attack and the
annex. The topic was of particular interest because at that time the media only knew of the Consulate in
Benghazi and information on the annex had not yet been publicly released.
(U/FOHSs ] |further explained that] |
I | was to notify Department of State leadership when the media was preparing to b6
release information on sensitive or controversial topics. Alerting leadership allowed the Department of b7C
State an opportunity to engage the media outlet to negotiate what details should be released and to prepare
an appropriate public response. stated that she sent the email in question to alert Department

of State leadership and National Security Council personnel of the upcoming article because of potential
sensitivies around disclosing the existence of the annex. The subsequent messages in the email chain are
responses from other individuals as they discussed a subsequent call that occurred with the New York
Times that afternoon.

(U/AeH8) During the discussion:provided that she 1s participating in the Freedom of b6
Information Act {FOIA) review process for the ongoing release of CLINTON's emails. | | b7c
| has a team of individuals who are reviewing all
emails pertinent to| [ prior to their release, to assess if they contain
information that is either classified or represents an internal Department of State deliberation.

(Uf/'FGU-@-i:lexplained that internal deliberations are internal discussions about various
international affairs and policies. These conversations do not necessarily reflect the official, or final,
stance of the Department of State on a specific topic. Additionally, the information may be misconstrued
by the casual reader or cause embarrassment to the Department of State if it 1s released in its original
form. When her team finds an email containing a deliberative discussion they mark the relevant sections B7C
for redaction under the BS exception. ilreviews the team's work before it is passed to the next
phase of the review process within the Department of State. I:]noted that a significant number of
the 1tems that her group recommended for redaction because they were deliberative products were

] arked for redaction, by internal counsel, using the classified material (B1) exception.
%id not know why internal counsel elected not to follow her group' s recommendations but
noted that as a result a significant number of FOIA released documents that are marked as containing
classified information really only contain deliberative material.

(U/Fed6) I:bcknowledged that some of the emails marked as containing classified b6
information did in fact have classified material. However, she quickly noted that she did not recall seeing b7C
anything that would potentially compromise national security or be considered criminal in nature.
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(U/Fedes explained that the UJ.S. Department of State personnel commonly operate
on the unclassified system. She gave the example of a diplomat who summarizes a diplomatic
conversation on the unclassified computer system. In general, they don't believe such diplomatic
conversations are classified because it 1s usually obtained through diplomatic discussions and not from
sensitive sources. They would consider the discussion to be Sensitive But Unclassified (SBU) and
transmitted on OpenNet with the expectation that it would be contained on the Department of State
system and only accessed by legitimate users.

(fo‘FeH@-)l |was aware of the counterintelligence threats facing the Department of State

and noted| I

| Based on these experiences she is careful not to transmit sensitive information on the

unclassified or unsecured systems and she advised her subordinates to do the same. However, despite her
security posture she did not find fault with her colleagues who did otherwise.

(U/A88) A copy of the original interview notes are attached in a 1A envelope.

b6
b7C
b6
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(U/FSHE)Y On January 7. 2016, SIDNEY BLUMENTHAL was interviewed at the law offices of

Washington, DC 20005 by Federal Bureau of Investigation (FBI)

I
Special Agent (SA] and S Also present for the interview

was BLUMENTHAL's attorney/ | office telephone email address

l as well as Department of Justice attorneys and

l

| After being advised of the identity of the interviewing agents and the nature of the

interview, BLUMENTHAL provided the following:

(U/AeH0) BLUMENTHAL 1s a friend of HILLARY CLINTON (CLINTON). During her
tenure as Secretary of State from 2009-2013, he served as an informal political advisor by sending emails
containing information he deemed to be helpful and interesting topics. BLUMENTHAL did not recall
sending any such emails prior to CLINTON becoming Secretary of State. There was no set schedule for
these emails, BLUMENTHAL was never paid for his advisory services, and there was no specific
conversation with CLINTON regarding his informal role. However, CLINTON would occasionally
acknowledge the value of his emails in a response to BLUMENTHAL. During this time,
BLUMENTHAL was also employed by the Clinton Foundation where his duties were related to former
President BILL CLINTON, his [egacy. and some communications of the Foundation. BLUMENTHAL
reported to| and does not recall what HILLARY
CLINTON's role was in defining his role at the Foundation. During this timeframe, BLUMENTHAL
was also involved with the Clinton Global Initiative.

(SIM TYLER DRUMHELLER was a career Central Intellicence Agency {CIA) emplovee who
served in a number of capacities during his tenure | |

| During the timeframe in which

BLUMENTHAL used DRUMHELLER as a source for information provided to CLINTON,
DRUMHELLER was retired from the CIA. DRUMHELLER knew the information he provided would be
forwarded to CLINTON and provided it because he thought the information would be useful and helpful
to the United States Government (USG). He did not receive any compensation for the information. The
caveats provided regarding the source of the information were directly from DRUMHELLER, with the
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exception of the CONFIDENTIAL marking BLUMENTHAL would frequently place at the top of his
communications with CLINTON. The CONFIDENTIAL marking was meant to imply the email was of a
personal nature from BLUMENTHAL and did not refer to classified USG information.

(U/A986) DRUMHELLER had a business with large corporate contracts, but BLUMENTHAL
did not know specifically who these contracts were with or what they were for. During a conversation
with DRUMHELLER regarding humanitarian aid projects, BLUMENTHAL conceived of a project that
would provide field hospitals and aid to Libyan refugees. DRUMHELLER stated BLUMENTHAL
would receive a finder's fee if the project materialized, but it did not come to fruition. This potential
finder's fee was the only financial relationship between DRUMHELLER and BLUMENTHAL.

(UHeHer I |has been a friend of BLUMENTHAL for several years and was P8
retired during the time when BLUMENTHAL used him as a source. BLUMENTHAL does not know b7c
wherei}would get the information he provided.

b6
(U/FeHe) l lis a journalist involved in international education and hasbeena ¢
friend of BLUMENTHAL's for decades.
4z ¥S/AH GARY BERNTSEN is a retired CIA officer who BLUMENTHAL met through LARRY
JOHNSON, another former CIA officer. JOHNSON wanted BLUMENTHAL to hear BERNTSEN's
story as described in BERNTSEN's book JAWBREAKER. Neither BERNTSEN nor JOHNSON ever
stated they were providing classified information or that they obtained any information from the CIA.
BLUMENTHAL did not ask if the information was classified.
(U/reHen | lis 2 former| |who BLUMENTHAL BS_
met when| [was assigned to| |in the 1980s.
Ui ¥§/A¥3 BILL MURRAY is a former CIA Chief of Station and a friend of DRUMHELLER.
(U/FH0) | | was the |during the ¢

GORDON BROWN and TONY BLAIR administrations. He is an old friend of BLUMENTHAL'sand  p7c
provided information on British politics and personalities,

(U/FOH0)| lwas al |J who b6
BLUMENTHAL met through| BASHAR AL- b7C
ASSAD, as well as others in thel |g0vernment personally. He provided BLUMENTHAL with
information on the ASSAD regime.

(U/F6H0) | lis an| |with experience in| | b6
| [provided information he picked up and sometimes knew the information b7C
would be provided to CLINTON.

?jﬁlﬁ/ [RETORN
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(U//FO560) BLUMENTHAL had no concerns regarding the sensitivity of the information he
provided to CLINTON during her term as Secretary of State. Additionally, he does not believe any of it
was classified.

(U/AFe860) BLUMENTHAL held a clearance in the 1997-2001 timeframe when he was an
assistant to President BILL CLINTON. He recalled a quick briefing on security and clearances, but has
no recollection of being read-on to any special programs.

W/ﬁefemq-
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(U/F6P6) On December 31, 2015, | ofl_| [was
interviewed by Federal Bureau of Investigation (FBI) Special Agents land| |
Also present were Beth Wilkinson, Partner, and| ]Attomey at Law, at Paul,

Weiss, Rifkind, Wharton & Garrigon LLP, 2001 K Street, NW, Washington, D.C., 20006, and

I U.S. Department of Justice. After being advised of the identities of the

interviewing agents, and the purpose of the intewiew,:lprovided the following information:

(Uf/‘F-QH-Q—i_l has worked for HILLARY CLINTON since] lwhen he was hired as her

| In this role he served asi

‘ [worked on her campaign and was subsequently named]| |
when CLINTON became the Secretary of State {Secretary). atthe U S_Department of State (State).

urrently works af] [but noted that he still acts as a
part time advisor to CLINTON.

(U/Feue) |
reported to] |and was primarily responsible for leading the] [team
and for acting as the Secretary' |traveled with the Secretary on all of her

trips, with the exception of two or three trips. ] Inoted that zero percent of his official job function
was related to Information Technology (IT) or the maintenance of the Secretary's phones or computers.
However,:}was technically savvy and was frequently in contact with the Secretary and as a result
she often asked him for assistance with such matters.lﬂil likened 1t to your parents asking for
technical help with their phone or computer.

(U001 |had regular and ongoing contact with the
Secretary and, as such, the majority of their communications occurred in person. However, he would
communicate with her via phone or email when necessary. :l stated that he received his first email
from CLINTON in 2007 and confirmed that she used the following email accounts:
h15@@att blackberry net, hdr22@clint0nemail.com:@gmail.com during her tenure.

(U;’;‘FG'H'S‘):]Stated that he had no knowledge of CLINTON' s private email server until it
recently became public knowledge.] [knew JUSTIN COOPER because Cooper was a long time
aide for Bill Clinton. | Inever discussed the private server with COOPER until after 1t was

[mvestigation on __ 12/31/2015 al Washingion. D.C.
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documented in the press. Similarly,:knew BRYAN PAGLIANO but never discussed the email
setup or any other IT matters with him.

(U/ABH8) Upon starting at State in 2009':l'eceived a security clearance and received
training on the handling of classified information. He was provided with a classified terminal at his desk
but didn’t have a reason to communicate classified information via email given his position. He could not
recall any specific instances of using the classified email system and stated that he never transmitted
anything marked as classified on an unclassified system.

(Uf/FGHG):did not recall receiving any guidance from State on records management or
the use of private email for official business. However, he noted that it may have been included in one of
the numerous documents that he was required to sign when he first started at State. Nonetheless, he tried
to use his official email for official business and his personal email for personal business. noted
that there were some instances where he would email the Secretary from his personal email account such
as when he was at home or traveling and wanted to send an article or press clipping of interest to the
Secretary. Other examples of when he did this included when he first started and did not have a
government email account, times when there were system outages, or when he had difficulty remotely
accessing the system.lil provided that the Secretary neither approved of, or discouraged, the use of
his private email account in these instances. | lhad no knowledge of any intrusions or attacks
against either his personal or government email accounts,

(U/FoHo [isted the Secretary as 'EVERGREEN' in his personal email contact list. He
explained that this had been the codename used by the Secret Service since she was the first lady.

(U//FEOHE) During the interview :IN&S shown several emails that he had authored during
his tenure at State while providing technical support to the Secretary. I:l reviewed each email and
provided the following context:

1. The first email was sent in approximately 2010 after he purchased the first iPad for the
Secretary. 1d not recall the specifications for the device but believed it was the
latest model available at that time [ Jpurchased the iPad and configured it to use
thel |(1‘)§_r,mail.com email account so that he could send articles of interest to the
Secretary. | |stated that she could not view the articles on her Blackberry and the
1Pad and email account were setup as a way to test a different delivery method. l
did not recall the email account being used thereafter and was “fairly sure it wasn't used”
after the initial setup.

2. The second email was sent just prior to the end of the Secretary's term butl |could
not recall any further details about the context of the email.l Istated that he only
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L)

purchased one iPad for the Secretary and could not remember a second iPad, or any details
of a recovery email account. recounted how after he gave the Secretary the 1Pad,
the Secretary fell asleep holding the unopened packaging in her arms. This struck
as funny because, in contrast, he would not be able to sleep if he had just received a new

iPad. He noted that this episode was foreshadowing for how little she would use the 1Pad.

The third email referred to the cover of a People Magazine edition from August 2010 and
was an example of when:lwould use his personal email to send a message to the
Secretary.

: I:lcould not recall any specific details regarding the fourth email but speculated that

it referred to the collating of relevant news clips.

In the fifth email the term “Dirty Space” refers to a non SCIF space, where unsecured
communications could be used.

The sixth email references the Secretary's transition between Blackberry devicesl:
remembered that her first device was blue in color but he could not recall the make or
model.lIlstated that her second Blackberry was “not blue” but again could not

recall any additional details. The second device was remotely activated by COOPER and
then provided it to the Secretary once it was activated. He was unsure if she had
additional Blackberry devices thereafter.

The seventh email references a photograph that the Secretary took of the reporters
traveling with her while they were in Greenland or Iceland. The Secretary wanted to share
the photo with the individuals in the picture and askedl io remove any
“identifiers” before sending the picture to them. I |stated that “1dentifiers” simply
referred to the Secretary's email address as she did not want to inadvertently give out her
email address.

The eighth email refers to the Secretary’s house in Washington, D.C., on Whitehaven St.
While discussing the email provided that he did not recall any other emails being
configured on the iPad besides joegmail.com. Nor did he see her use any other
devices to access the clintonemail . com domain, aside from her Blackberry. He did not
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recall her traveling with a laptop or other personal computers.
9. The ninth email references the switch to a personal office email system that was created
after the Secretary left State. I:Istated that he had no involvement in the process zgc
aside from what 1s described in the email and that he did not have any other interactions
with Platte River Networks. He was unsure who secured the hreoffice.com domain but did
not believe that it was| Further provided that after leaving State
he acted as a patd advisor to the Secretary while she was promoting her book. During this
time he used a personal Gmall account until the hrcoffice domain was stood up.
(U/AFeH6) provided that he was not directly involved in culling the Secretary's 60,000 emails igc

aside from reviewing approximately half a dozen emails. In those instances, he was asked to provide the
reviewers with additional context about the emails.

(U/AeH8) A copy of the above referenced emails and the original interview notes are attached in
a 1A envelope.
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(U/FEH8) On June 21, 2016 DOBI | was interviewed by
Federal Bureau of Investigation (FBI) Special Agentd [and| [in his
| | Washington, DC._After being advised of the
identities of the interviewing agents, and the purpose of the interview,r:] provided the following
information:

(U/AFSHO) From January, 2009, until January, 201 1:|was thel |
at the United States Department of State (DoS). In this capacity,

'_ [reported to| ]

(U//FO6) Following his tenure at DOS,I |w0rked at thel |
| las 4 | In June of 2012 |transitioned from the{ |t0
thd fwhere he served as the| |

| [Tef] [in 2015 for his current position with the| ]

(U//rFet8) I:lheld a Top Secret (TS)/Sensitive Compartmented Information {SCI)
clearance while at DoS. He interacted regularly with Secretary of State HILLARY R. CLINTON, and
accompanied her on a few international trips. I-:lwas not in direct email contact with CLINTON,
and was not aware until recently how much of the information he emailed to her staff was forwarded up to
CLINTON. I:recalled knowing CLINTON had a “different” account than others at DoS, but
did not know it was a “private” email account.

(U//F&BO) While at DoS|_______ |“irrecularly” attended Deputies Committee (DC) and
Principal Committee (PC) meetings. However was present for more PC and DC meetings
when he was working| | The NSC hosted all PC and DC meetings, which were
convened by either the National Security Advisor or Deputy National Security Advisor. DoS was not
present at every PC or DC meeting. Invitations and attendance depended on the topic. When DoS was
invited to a PC or DC meeting, it was not uncommon for the DoS Regional Bureaus to send
representation relevant to the topic of discussion.
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(UifFGHG)l:lwas familiar with the [ |Report,” and recalled] fwas b6

tasked with conducting a policy review of Afghanistan and Pakistan early in President OBAMA's b7c
administration. I_—LLhid not recall how many different versions of the:lReport were
generated.

(U/FEH6) Agents askedlIlto review an email and attachment dated 10/4/2009 and with be
the Subject: “draft” and an attachment title “Pak Paper 10-03dc.docx.” After reviewing the email and p7C
attachment: explained he vaguely remembered the period of time surrounding the email, but
did not specifically recall the email or attachment. I:ﬁzssessed he would not have been one to
write the document attached to the email, and believed 1t was likely drafted by somebody in the Special
Representative to Afghanistan and Pakistan's (SRAP) Office. | Jwould have likely been one of
the final reviewers of the document, describing himself as the “Clean up guy.”| |
who was in the DoS Policy Planning Office, may have also been involved in drafting the document.

(U/FeH6) Agents drew:lattention to the fact that information contained in the b6
referenced 10/4/2009 email attachment also appeared as SECRET//NOFORN in a March, 2009, version b7¢
of the:Report.l |did not know who at DoS would have ultimately determined the
classification of the document. | |assessed either CLINTON or someone in her front office

would have classified the document. | [believed CLINTON and RICHARD HOLBROOKE
would have at least read the contents of the report prior to finalization. Specific information contained in
the report was publically discussed at the time, so in opinion, the document was not
classified. Much of the information contained in the report was originally based from various
contributors’ expertise; therefore it would not have been classified. He further stated that while he had no
visibility into the DoS classification approval chain,i assessed the report might have been
considered Unclassified while 1t was a working document, and later classified when it became an official
record. It also could have been marked classified because almost all documents intended for the NSC are
classified for transmission.
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(U//FOHO) Notes of the interview and the documents displayed for:l will be maintained
in an FD340 envelope and filed with the captioned investigation.
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(U/EQYO) On 11/23/2013] | b6
was interviewed in his office at thq | by Federal Bureau of b7C
Investigation (FBI) Special Agents (SAi |and| | After being advised of

the identity of the interviewing agents, and the nature of the interview| Iprovided the
following information:

(U/AOY63 From 2010 through 2012]____ Jserved as the] | b6
I lin the Department of State (DoS) Bureau of Near Eastern Affairs (NEA). | | b7c
oversaw the office which focused on DoS interests in North Africal:lwas the DoS senior level
expert on| |

(U/FeH0 did not directly communicate with Secretary of State HILLARY R. bé

CLINTON, in fact, did not recall ever communicating directly with any Secretary of State. b7C
| |did not recall ever communicating directly with CLINTON's executive staff. tl

may have exchanged an email with CLINTON's Chief of Staff for Public Affairs, JACOB SULLIVAN,

0N One Or tWo 0CCasions. I:ldid not recall ever communicating directly with CLINTON's Chief

of Staff for Operations, CHERYL MILLS.

(U/HReYO interfaced with DoS executive management predominately through his b6
superiors in NEA, would communicate to Deputy Assistant Secretary (DAS) JANET b7c
SANDERSON and RAY MAXWELL or Assistant Secretary JEFFREY D. FELTMAN, who was later
replaced by BETH JONES.

(U;’fFGHGj:land NEA management had separate computer terminals for handling b6
Unclassified and Classified materials. b7c

(U/A980) During his tenure as the] | was i
on the phone daily with the then Ambassador of Libya, CHRISTOPHER J. STEVENS, who was later b7c
killed in the September 12, 2012 attacks on the U.S. consulate in Benghazi, Libya. would
come into work early and talk to STEVENS on the phone. |and STEVENS would
communicate through both open and classified means of communication. However, the classified
communication capabilities were limited in Libya.

Investigationon __ 11/23/2013 at Washington, D.C. b3

File # _| 202 Date dictated ___N/A b7E

By &I I sal I b6
b7C

This docnment contains neither reconmendations nor conclusions of the FBL It is the property of the FBI and is loancd 1o your agency: it
and its contems are not 1o be distributed outside your ageney,



FD-302a (Rev, 10-0-95)

Continuation of FD-302 of [ntenview od_ | LOn _L1/23/2015 . Page 2

(U//Ee88) Following his conversations with STEVENS' Lvould orally brief the NEA

_DAS. If'the information was particularly time sensitive,| [would sometimes write an email.

assumed the NEA DAS briefed up whatever information they deemed important from

briefings to SULLIVAN and/or MILLS. Questions regarding the information
provided came back down through his chain of command.ljdid not recall ever being directly
questioned by CLINTON, MILLS or SULLIVAN regarding any of his reporting,

(UK/FGHGI |was not aware CLINTON was using a private email account not assigned
by DoS, nor did| [have knowledge that CLINTON' s email was hosted on a private, non-DoS,
server.l |did not recall ever receiving a direct email from CLINTON, other than an email or
two that would have been sent to the entire DoS.[_______Jonly learned of CLINTON's private email
and server when the story broke in the Press earlier this year.

(U/FEH6) Agents asked:|‘m review an emaﬂI:bated 11/18/2012 with the

Subject line “FYI — Reports of arrests — possible Benghazi connection.” The email was shown to

as 1t was released by DoS FOIA office, and as it appeared on the DoS Reading Room.
’ noted that the email

was sent on a Sunday evening, and it would not have been unusual for |to be in his office
during that time.lZlassessed that he likely sent the email from the office, but sent it via
unclassified email, as most of the people who needed to be briefed on the information were not in the
office and did not have access to classified communications at the time.

(U/FOP6) The individuals addressed the email 1n question to were as follows:

BETH E. JONES, Assistant Secretary NEA
RAYMOND D. MAXWELL, Deputy Assistant Secretary NEA

(U/EOHO] noted that] l

land] lspoke nearly

daily during tenure ag | The two would converse
via high side email or orally. | |assessed that the information he typed in the email concerning

was received via an unclassified telephone conversation. He further assessed
received the information from the RSO or Legal Attach¢ (LEGAT) visiting from Cairo.

(UffP@HG)I:lhad no knowledge of his email being forwarded, but assumed that the
individuals he emailed direct would either forward the information on to the appropriate executives or
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brief them orally.:no’[ed that 1n general if information is sent to SULLIVAN, he assumed 1t
would be forwarded or briefed to CLINTON.

(U/Foto

noted that some of the language contained in the email may have later

been classified, but due to special circumstances surrounding the situation at the time he received the
information, there was a necessity to share the information quickly.

(U;’;‘FGHG)I:lkept notes with his calendar, and may have recorded some information
concerning the call that preceded the email in question.l indicated he would attempt to locate
his calendar/notes from that time period if requested. '

(Uf/-FQUOJI:linteracted with the DoS Ops Center a few times a week during the Libya
crisis. The Ops Center would set up management level conference calls. DoS's Crisis Management
Group was also collocated in the Ops Center during the crisis in Libya,

prefers oral briefings over email, and noted he did not grow up in the age

(U/FOHS
of ematil. oes not mark his DoS emails for the record, but maintains an archive of his

personal DoS email account when his mailbox fills up and he needs to free-up more space.

(U/FeY0)

never used a non-DoS email account for work related communications,

wrevel ]

was never asked to move something from the high side to the low side in

a way that seemed inappropriate.

(U//FOH0) Agents notes are maintained in a 1A envelope.
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(U/FeH8) On May 24, 2016, HEATHER SAMUELSON, Date of Birth (DOB)| |

was interviewed by Federal Bureau of Investigation (FBI) Special Agenty [and
| lat the law offices of Wilkinson Walsh + Eskovitz, 1900 M Street NW, Suite 800,
Washington, DC. Present for the interview was SAMUELSON' s counsel, Beth Wilkinson, Partner,

Alexandra Walsh, Partner, and Hal Brewster, Associate. Also present was FBI Section Chief Peter Strzok,

as well as| land| | from the Department of Justice (DoJ) Counterintelligence
and Export Control Section. After being advised of the identities of the interviewing agents and the
purpose of the interview SAMUELSON provided the following information:

(U/AeH0) SAMUELSON is currently serving as a personal attorney for HILLARY CLINTON.,
She previously worked at the Department of State (DOS) during CLINTON's tenure as the Secretary of
State. SAMUELSON initially worked as an assistant in the White House Liaison Office at DOS and then
was promoted to the head of the office. SAMUELSON had infrequent interaction with CLINTON while
she was at DOS and primarily interacted with CHERYL MILLS. Following the completion of
CLINTON's tenure, SAMUELSON worked for one year in the office of the White House Counsel before
becoming CLINTON's personal attorney.

(U/FOHO) SAMUELSON held a TS/SCI security clearance while she was at DOS. She
maintained the clearance when she left DOS and still holds the clearance today. SAMUELSON's
clearance was reinvestigated in 2014 per standard procedures. SAMUELSON received training on the
handling of classified information when she received her clearance and after the reinvestigation but she
did not recall the specifics of the training. SAMUELSON did not receive training on the Freedom of
Information Act (FOIA) or the Federal Records Act while at DOS. However, she did receive training on
the Presidential Records Act while she was at the White House. SAMUELSON did not receive any
specific guidance on what documents she should retain when she left DOS.

(U//FOO) SAMUELSON provided that she only received two emails from CLINTON while she
was at DOS; one on her birthday and another following the death of SAMUELSON's grandmother.
SAMUELSON did not become aware of CLINTON's use of a private email account and server until she
was serving as CLINTON's personal attorney.

[mvestigation on __ 5/242{16 al Washingion, DC
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(U/AoH0) SAMUELSON had no contemporaneous knowledge of the decision to transition from
the private server in Chappaqua, NY to the services of Platte River Networks {PRN). Nor did
SAMUELSON have contemporaneous knowledge that an archive of CLINTON's emails was created by
MONICA HANLEY following CLINTON's tenure at DOS. SAMUELSON did not know the location of
the laptop, or thumb drive, containing the archive created by HANLEY,

(U/Fe98) SAMUELSON knew CLINTON transitioned her email to an (@hrcoffice.com domain
following her tenure at DOS. SAMUELSON believed no old emails were transferred from the
@clintonemail.com to the new domain. SAMUELSON did not know how CLINTON or HUMA
ABEDIN accessed old emails after the new domain was established.

Request from DOS

(U/F0H0) SAMUELSON provided that she was not involved 1n the initial discussions with DOS
regarding the production of records from CLINTON's tenure. SAMUELSON believed DOS had noticed
gaps in its records and had reached out to CLINTON, and other former Secretaries of State, to request that
they produce any relevant records in their possession. MILLS spoke with the department about this
request in late July or early August 2014 and then asked SAMUELSON to assist with the effort. MILLS
also received a formal letter from DOS Under Secretary PATRICK KENNEDY, in October 2014
regarding the request.

(U/ASHO) To SAMUELSON's knowledge DOS did not provide any formal guidance on how to
conduct the search aside from indicating that it was CLINTON' s responsibility to assess which products
were work related and which were personal. SAMUELSON stated that DAVID KENDALL and others
from Williams & Connolly LLP served as external representation for CLINTON in this matter.

Collection of Relevant Emails

(U//FOHO) SAMUELSON had no emails that were responsive to the DOS request before she
contacted PRN. In late July or early August of 2014 she requested PRN provide all emails from
CLINTON' s tenure that were sent to, or received from, a “.gov” email address| |of
PRN. extracted the relevant files and then transferred them to SAMUELSON. To transfer the files,

| |sent SAMUELSON an email link that gave him access to her computer after she clicked on
it.I |then downloaded the email files onto her laptop and configured them so she could access
the password protected emails via Microsoft OQutlock. SAMUELSON described herself as “technically
deficient” and stated she was near her computer while this transfer occurred but she did not pay close
attention to what he was doing. She did not recall the name of the file he transferred to her computer, the
location on her computer where it was placed, or if| [took any steps to encrypt the file before
transferring it.

(U/AeH6) SAMUELSON was not aware of how queried the files or what
mailboxes on the PRN server were searched. More specifically, she did not know if the emails were taken
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from the live mailbox or from the HRC archive that had previously been provided to PRN by HANLEY.
SAMUELSON stated that she just asked PRN for the “ gov” emails andtl gave them to her.

(U//FeB8) In late September or early October of 2014, SAMUELSON requested that PRN
provide a full export of all of the emails from CLINTON's tenure to ensure they captured all relevant
emails. SAMUELSON stated this request was not done in response to any identified gaps, but in an effort
to produce all relevant emails. brovided the full export to SAMUELSON using the same
remote access process as described above. While providing the full email export to SAMUELSON, he
removed the previously provided “.gov” emails. Upon realizing this SAMUELSON asked] |
to give her the “ gov” export files again because she wanted to use it as the starting point for her
collection of responsive records. Upon receiving the “.gov” export for a second time, SAMUELSON
noticed that some of the emails from the initial export were no longer included. SAMUELSON recalled
that there seemed to be a pattern with the missing emails and it involved *.gov’" addresses that were in the
carbon copy (CC) line of the email. SAMUELSON again contacted PRN and requested that they provide
the missing documents and in response ijrovided several smaller .pst exports to fill the
identified gaps.

(U/AFOHS) SAMUELSON had requested PRN pull all emails from Clinton's tenure, January
2009 to February 2013. However, upon receiving the above described exports she noticed emails were
missing for the period of January 2009 to March 2009. She asked PRN to double check for emails from
that time period but they were unable to locate any responsive emails. SAMUELSON came to believe that
those emails were not backed up on any server and had only resided on the Blackberry CLINTON was
using at that time, thus making them un-retrievable. SAMUELSON did not have contemporaneous
knowledge of the Apple server and therefore did not make an effort to check it for relevant records. In
searching for other relevant records, SAMUELSON checked the:@gmail.com account and
found one emall exchange. SAMUELSON did not contact other associates of CLINTON, to include
HANLEY, to request any records they might have.

(U/F6H0) SAMUELSON was shown a PRN invoice #37068, dated August 16, 2014, which
contains the work description “Worked with Heather via phone/remote session to restore access to
archived emails per CDM.” In response, SAMUELSON stated that she did not know what that work
description meant and that she didn't recall ever losing access to the exported emails, aside from when the
initial “ gov” export was removed by]| |

(U/AAe8e SAMUELSON was shown an internal PRN email from I:lreferencing an
urgent phone call with CESC on November 24, 2104, to which she provided she had no recollection of
what the call was about. SAMUELSON was then shown a PRN work ticket report from November 24,
2014, which contains the summary note “Worked with Heather via phone/remote control session on more
specific export requirements.” In response, SAMUELSON stated she could not speculate on what those
notes meant and she was unaware of any activities by PRN to “re-establish connection to HRC emails™ in
November of 2014,
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(U/AFOH0) SAMUELSON was never given direct access to the mailboxes on the server and she
was not aware of anybody else being granted such access. SAMUELSON was never given administrative
access to the server and she was not aware of anybody else being granted administrative access.

Cull and Review of Emails

(U//Fe88) SAMUELSON stated she was primarily responsible for conducting the review at the
direction of MILLS and KENDALL. She conducted the review over the course of several months and
completed it just prior to December 5, 2014, when the documents were turned over to DOS.
SAMUELSON conducted the review on her laptop, both in her apartment and in MILLS' office 1n
Friendship Heights, Washington DC.

(U/FeH0) SAMUELSON reviewed the emails provided by PRN in Microsoft Qutlook and
placed any responsive emails in a separate folder. She began by adding all of the *.gov’” emails and any
email to or from a “ mil” email address to the folder. She then searched the emails provided by PRN for
any email to or from senior leadership at DOS. This included key individuals such as Under Secretaries,
Assistant Secretaries, Ambassadors, Department Heads, and Senior DOS Aides. SAMUELSON then
reviewed the sender and receivers of the remaining emails to identify any congress members, foreign
leaders, or other official contacts. Lastly, she searched the remaining emails for key words that included
terms such as Afghanistan, Libya, and Benghazi.

(U/AeH0) SAMUELSON reviewed the sender, receiver and subject line of every single email
during the review. However, she stated that she did not read the content of each individual email if she
could determine 1t was a work or personal email from the sender, receiver or subject line. SAMUELSON
provided that she did her best to review and identify any emails that were potentially a mix of work and
personal content. When asked how work related emails between ABEDIN and CLINTON may have been
missed, SAMUELSON stated ABEDIN may have kept emails that CLINTON did not.

(U/A9H9) SAMUELSON did not have a formal process for removing duplicate copies of the
same email from the set of work related emails. She did not ask PRN to assist with this process.
SAMUELSON stated she would remove a copy of the email if she noticed that 1t was a duplicate but she
did not have a formalized or consistent process for identifying and removing duplicates.

(U//FOH0) Upon completing the review, SAMUELSON printed all of the emails she deemed to
be relevant. The paper copies were then subsequently reviewed by MILLS and KENDALL and anything
they deemed not to be work related was shredded. The remaining physical documents were ultimately
provided to DOS. SAMUELSON stated that she printed the emails in MILLS' office and noted there is
still a printer in MILLS' office but she was not sure if 1t was the same printer.

(U/FOH0) Following the review, SAMUELSON created a digital copy, or a “preservation copy,”
of the relevant documents that were provided to DOS. The files were placed on a thumb drive and
provided to KENDALL. SAMUELSON believed this drive is the same thumb drive provided to the FBI
by KENDALL. SAMUELSON also created a second copy of the documents provided to DOS and placed
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them on a second laptop of hers. SAMUELSON was not aware of any other copies of the files. Nor was
she aware of a master copy of all of the personal and private emails.

(U//#0H8) SAMUELSON was shown copies of the thumb drives previously provided to the FBI
but could not recall if any were the same as the one she had used. One of the thumb drives was labeled as
“HC PRIME 2” and SAMUELSON did not know what the label referred to.

(U/Ae88) The review methadology was developed by SAMUELSON, MILLS and KENDALL.
SAMUELSON did not consider using any commercially available e-discovery tools for the review and
they did not consult any individuals who were not “an agent of Clinton” during the review process.
SAMUELSON stated they did not discuss how to handle potentially classified emails during the review
because they had no reason to believe any classified material was contained in the emails. She further
noted that none of the emails were marked as being classified.

(U/AeH8) During the review process SAMUELSON noticed the imported emails displayed
CLINTON's email as hrod17@clintonemail.com despite the fact this address was not created until after
CLINTON's tenure. SAMUELSON discussed the issue with__________]but she did not fully b6
understand his explanation for why this was occurring and he was never able to resolve the problem. b7C
SAMUELSON did not consult anybody else about this 1ssue.

Deletion of Emails

(U//F&BO) In January of 2015, SAMUELSON asked[ _ |to remove the exported b6
emails files that had previously been provided to her by PRN. While she retained separate digital copies ®7C
of the emails provided to DOS, as discussed above, she no longer wanted the email exports provided by
PRN on her computer. Using a similar process as described above] hccessed her computer
remotely and removed the files. SAMUELSON provided thaf] [took additional steps during
the deletion process so the files would not be recoverable. SAMUELSON did not know what software or
processes were used by|:|but believed that the files would be difficult, if not impossible, to
recover. SAMUELSON did not remember having any discussions with] |about deleting
relevant data from the free space of her laptop. Nor did she recall any discussions with| |
about the use of “BleachBit.” SAMUELSON did not recall deleting any of the files by herself before
contacting PRN.

(U/Ae88) SAMUELSON stated that in May of 2015 she deleted some emails from her copy of
the work related emails that were previously provided to DOS. SAMUELSON explained that she was
notified by DOS, prior to the release of the first tranche of FOIA emails, that some of the work related
emails they had turned over were classified. She was instructed by DOS to delete the files and then empty
those files from the trash bin. SAMUELSON did not believe these files were removed from the thumb
drive she had previously provided to KENDALL.

(U//EQHO) In or about December of 2014, SAMUELSON was on a call in which the email
retention policy was discussed. She was aware the retention period was changed to 60 days and any older
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emails would be deleted. However, SAMUELSON did not direct PRN to remove any exported .pst files
on the server or any mailboxes on the server,

(U//Fo88) SAMUELSON was not aware of any other deletions of relevant emails. She was
aware PRN traveled to the datacenter in March of 2015, via her role as counsel, but had not instructed
them to do so. SAMUELSON was not aware of exports or deletions conducted by PRN on the server in
September of 2015,

Devices used During the Review

(U//Fe56) SAMUELSON used her own laptop to conduct the review and noted that she also
used the laptop for other work related matters as well. She described it as a Lenovo Yoga 2 laptop.
SAMUELSON stated that following the review she accidentally spilled water on the laptop. Fearing that
the computer would fail, she purchased a second Lenovo laptop and placed a copy of the emails that were
prepared for DOS on it. SAMUELSON noted that the Lenovo Yoga 2 computer continued to work until
sometime last year when it failed to power on. The Lenovo Yoga 2 computer is currently in the
possession of her counsel and the second Lenovo was given to KENDALL and then subsequently turned
over to the FBI. SAMUELSON reviewed pictures of the laptops that were previously turned over to the
FBI and stated that the silver Lenovo laptop appeared to be the same as the laptop that she used.

(U/Feey SAMUELSON stated that both laptops were connected to the internet and they both
had antivirus software installed on them. SAMUELSON did not repurpose the laptops after the review

and never attempted to reformat or factory reset the computers.

(U/ASH8) A copy of the original interview notes are enclosed in a TA envelope.
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MARCEL LEHEL LAZAR {LAZAR), also known as (AKA) “GUCCIFER”, date of
birth| | alien registration number was b6
interviewed at the UNITED STATES ATTORNEY'S OFFICE (USAO), 401 Courthouse b7C
Square, Alexandria, Virginia 22314. LAZAR was advised that the nature of
this interview was to discuss the extent of LAZAR’s hacking activities
related to HILLARY CLINTON’s (CLINTON) personal email server. After being
advised of the identities of the interviewing Agents and the nature of the
interview, LAZAR provided the following information:

LAZAR began by stating that he had never claimed to hack the CLINTCN
server. SA[:fE:]then advised that FOX NEWS had recently published an b6
article which reported that LAZAR had claimed to hack the CLINTON server. b7C
LAZAR then stated that he recalled the interview with FOX NEWS, and that he
had lied to them about hacking the CLINTON server. SA[____ |then asked
LAZAR tc provide a complete explanation of his hacking activities
surrounding the CLINTON server. LAZAR provided the following information in
responsc:

On or abgout March 14, 2013, at approximately 6:00 BM [Romanian Time],

LAZAR was perusing| | address book, Within it, TAZAR identified b6
an AMERICA ONLINE (AROL) amail account of[::::::::bggl;ggg, which he later b7C

determined to be the perscnal email acccount of SIDNEY BLUMENTHAL. LAZAR
then made several attempts to access BLUMENTAL's email account. After
approximately 20 minutes, LAZAR was able to successfully gain access to the
account by correctly answering an account security question, which in turn
allowed him to reset the password for the account. LAZAR then utilized the
new user credentials to accass BLUMENTHAL's account.

LAZAR recalled that BLUMENTHAL’s account contained approximately
30,000 emails, which took him approximately six to seven hours to sort and
review. LAZAR downloaded approximately 25 attachments that were contained
in the emails, including memorandums {memos) and briefing documents. He
recalled that some of those attachments were official memos between
BLUMENTHAL and CLINTCON. Additionally, LAZAR took screenshots of other items
in the account that he deemed to be of interest. LAZAR recalled taking a
screenshot of an email that contained information related to the Benghazi

incident.
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while looking through BLUMENTAL’s account, LAZAR identified one email
exchange between BLUMENTHAL and CLINTON, where CLINTON was using the domain
of clintonemazil.com. LAZAR reviewed the header information for that email
in attempt to identify the originating IP address for the mail server
associated with that domain. LAZAR identified one correspending 1P address,
which was 127.0.0.1. LAZAR recognized that IP address as being an internal
routing address and assumed that it was assigned to an internal mail server
at the AOL service provider. Therefore, LAZAR had no additional information
about the CLINTON email server, and concluded his hacking attempts against
it at that tima. LAZAR stated that this was the full extent of his hacking
activities related to the CLINTON email server.

after spending approximately six or seven hours in BLUMENTHAL’s
account, LAZAR took a break from the computer which lasted approximately
two to three hours. Khen he returned to the computer, he ne longer had
access to BLUMENTHAL’s account. LAZAR recalled that his access was
terminated around 8:00 AM[::::::]Time. He assumed that BLUMENTHAL likely
made a phone call to AOL in order to reset his password and regain access
to the account. LAZAR believed that BLUMENTHAL resided in at that

time.

As a form of normal practice, LAZAR would send the results of his
hacking activities to news agencies world-wide. After accessing
BLUMENTHAL' s account, LAZAR contactedl ]at THE SMOKING GUN and
advised that he was going to send the BLUMENTHAL information to
approximately 100 different news agencies, which he had identified prior to
the compromise of BLUMENTHAL’s account.

LAZAR recalled using a variety of computer hacking tools for his
hacking activities, such as ANGRYIP, METASPLOIT, SUBSEVEN, and CAIN AND
ABLE. LAZAR used a remote administration tool (RAT) as well, to create his
own malware. That tool operated by splitting an existing malware exploit
into two pieces, manipulating the hexadecimal code, and then repacking the
malware for deployment. LAZAR recalled using the SUBLEGEND7 tool for this
activity. LAZAR utilized this technique to send out spear-phishing emails
to various targeted victims. The malware would ultimately install a
key~logging software on the victim computer.

When asked to elaborate on the key-logging software, LAZAR stated
that he could nct. When asked how he retrieved the results of the
key-logging software from the victims, LAZAR provided that the software
ellowed him tc enter a return email address and the results of the
key-logger were emailed to that account. LAZAR could not recall the email
accounts that he used for this activity. LAZABR sent this form of malware to
approximately 100 different people and estimated that only approximately 15
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of them ultimately opened the attachment. LAZAR did not send any
spear-phishing emails to users at the clintconemail.com domain.

During other hacking quests, LAZAR utilized various IP scanning tools
to determine whether or not an IP address was online and which ports they
made available on the Internet. LAZAR recalled using the ANGRYIP scanning
tool most frequently. LAZAR attempted to use Russian proxy servers for his
scanning activities in order to evade monitoxing by the United States
government. Russian IP proxies afforded him with faster Internet speeds
than others. LAZAR repeatedly checked his outfacing IP address in order to
ensure that he was using Russian proxies.

When asked how he utilized Russian proxies with the ANGRYIP tool,
LAZAR relayed that the tool itself afforded the ability to connect to
Russian proxies. LAZAR could not provide any additional details on how the
ANGRYIP tool accomplished this. '

When asked about other Internet proxy usage, LAZAR provided that he
also utilized MOZILLA FIREFOX as his browser of choice, and that a plug-in
was available for the browser which routed Internet traffic through Russian
proxies. LAZAR could not provide any additiocnal details on how the plug-in
accomplished this, nor could he recall the plug-in that he used in FIREFOX.
LAZAR also used the HIDEMYASS website fpr masking his online activities as
well.

In the keginning of the interview, LAZAR recalled using the METASPLOIT
tool in appreximately 2008 or 2009. He stated that he was merely an amateur
with METASPLOIT and that he really didn‘t understand how to use it. LAZAR
utilized METASPLOIT on WINDOWS computers only, from a graphical userx
interface (GUI) rather than the WINDOWS ccommand prompt. LAZAR is not
familiar with the LINUX operating system. Later in the interview, LAZAR
recalled using METASPOIT in eithexr 2008 or 2010, during which time frame he
made a how-to FACEBOOK video that demonstrated how one could take a remote
screenshot of a user’s desktop with METASPLOIT.

LAZAR utilized the CAIN AND ABLE software tool for password cracking.
He also used that tool from & GUI rather than the command prompt. LAZAR
recalled that the GUI had green and red buttons on it. When asked to
describe how he utilized the CA{N AND ABLE program, LAZAR stated that he
would use it for password cracking once inside a network. When asked
whether or not he used it for cracking password hashes that were dumped
from a system he replied yes. When asked to further describe the process of
dumping password hashes from a system, LAZAR provided that he could not do
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so in English. When asked whether or not he could describe that process in
Romanian, he stated that he could not. LAZAR used the CAIN AND ABLE
scftware product in either 2010 or 2011.

LAZAR used other remote administration tools for his hacking
activities, but could not recall the names of any of them. When targeting
an IP address for access LAZAR often attempted to log into it via his web
browser, by typing the IP address into the browser. LAZAR utilized multiple
different computers for his hacking activities, none of which he has access
to anymore. LAZAR recalled working with computers since he was
approximately 15 years old.

On approximately four or five occasions durxing this interview, LAZAR
referred to himself as being an amateur hacker and not a professional. On
one occasion, LAZAR also referred to himself as being a “script kiddie”,
who merely knows how to hack accounts by answering security account
questions correctly, as he did with the BLUMENTHAL account.

Present during this interview were the following individuals: LAZAR, FBI,

sa| | s | FEI S2 | pss sal | b6

, DOJ CCIPS | | ausa | zusa | | b7C
and LAZAR’S Attorney, Public Defenderl |

UNCLASSIFIED//PFoys



) ALL TRI TNFORMATION CCOMTATHED
FD-302a (Rev. 10-0-95) HEREINW IS UNCLASSIFIED
-1- DATE 08-19-201§ BY 337585734 NSICS

FEDERAL BUREAU OF INVESTIGATION

Daic of transcription __12/30/2015

(U/AF9H6) On December 22, 2015, BRYAN PAGLIANO was interviewed by Federal Bureau of
Investigation (FBI) Special Agents |and Information
Technology Specialist/Forensic Examiner| |at the offices of the Department of Justice's
Counterintellicence and Export Control Section (CES). Also present, were AkinGump attorneys

I

| Connor Mullin, Counsel and Mark MacDougall,

Partner. Additionally] and| |[from the
1J.S. Department of Justice were also present. After being advised of the 1dentities of the interviewing
agents, and the purpose of the interview, PAGLIANO provided the following information:

(U//FOHO) PAGLIAN( |

[HILLARY

CLINTON, PAGLIANO came to work on HILLARY CLINTON's 2008 presidential campaign as an
information technology specialist. Following HILLARY CLINTON's appointment as the Secretary of
State in 2009, PAGLIANO gained employment at the Department of State (DOS) as an Information
Technology Specialist in the Bureau of Resource Management.

(U/ABH61 In the fall of 2008, JUSTIN COOPER introduced himself to PAGLIANO via email
and subsequently called PAGLIANO. In the call, COOPER stated he understood PAGLIANO was
liquidating computer equipment from HILLARY CLINTON's 2008 presidential campaign and explained
he was interested in transitioning from an Apple OS X private emall server used by aides of BILL
CLINTON to another email exchange server. COOPER asked PAGLIANO for help setting up new
equipment to support a new email server and for assistance in the administration of the server.
PAGLIANQ began work on building an email server at K street using computer equipment from
HILLARY CLINTON's 2008 presidential campaign. In late 2008, at the time PAGLIANO was building
the server, he did not know HILLARY CLINTON would be Secretary of State or have an account on the
server. PAGLIANO believed the email server he was building would be used for private email exchange
with BILL CLINTON aides.

(U//FeH0) Around March 2009, once the new server equipment was assembled, COOPER and
PAGLIANO met at the CLINTON residence in Chappaqua, NY to install the server and migrate the email
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accounts from the Apple OS X server to the new server. PAGLIANOQO also recalled that: b
as present, as well as some United States Secret Service (USSS) Special Agents. PAGLIANO ®7C
recalled the Apple OS X server to be in the basement at Chappaqua and consisting of an Apple Power

Macintosh G4 or G5 tower and an HP printer supported by Internet Printing Protocol (IPP) over port 9100

so that staff could print from the Harlem office. PAGLIANO installed the new server equipment which

was comprised of a 12-unit {(12U) rack with a Dell PowerEdge 1950 used as a Blackberry Enterprise

Server (BES), Dell PowerEdge 2900, Dell unmanaged switch, 3U power supply, 3 terabyte (TB) external

hard drive, Kiwi Syslog Server, and a Cisco Private Internet eXchange (PIX) S15E IP firewall {the

collection of server equipment hereafter referred to as Exchange Server 1). PAGLIANO stated that he did

not utilize tape backups but implemented “disk-to-disk™ backups instead. PAGLIANO began the email

migration from the Apple OS X server to Exchange Server 1 while on-site in Chappaqua in March 2009,

but did not finish on-site and continued working on the migration from his hotel room. PAGLIANO

believed he “popped out” all the email from the Apple OS X server when migrating and that no email

content should have existed on the Apple OS X server once it was migrated to Exchange Server 1.

COOPER changed the Mail Exchange (MX) records to ensure delivery to Exchange Server 1. There were

only two system administrators on Exchange Server 1, PAGLIANO and COOPER. PAGLIANO

disagreed with housing Exchange Server 1 in a residential basement due to having only one unreliable

internet connection. COOPER disagreed and wanted physical access to Exchange Server 1. PAGLIANO

never knew of Exchange Server 1 residing in another physical location other than Chappaqua.

(U/AHOH0) As far as the Apple OS X server 1s concerned, PAGLIANO did not know of any other
function or use of the server, other than to facilitate email exchange. PAGLIANO did not know who
installed the Apple OS X server, but believed COOPER was the only person with administrator access.
Two email domains existed on the Apple OS X server, presidentclinton.com and clintonemail.com. Both
domains were also maintained on Exchange server 1. PAGLIANO believed| | COOPER, b6

| and had email accounts on the presidentclinton.com domain, and HUMA b7C

ABEDIN and| had email accounts on
the clintonemail.com domain. Once email was migrated to Exchange server 1, all users could use either
the presidentclinton.com or clintonemail com domains for receiving email but replies would be sent from
the clintonemail.com domain for users of the clintonemail com domain. PAGLIANO did not know if
HILLARY CLINTON had an account on the Apple OS X server, but he did not migrate one. PAGLIANO
did not know how users connected to the Apple OS X server.:or COOPER would monitor the
printer linked to the Apple OS X server, but PAGLIANQO was unaware what, if anything, it was used for.
PAGLIANQ believed the people with physical access to the Apple OS X server was anyone who had
access to the basement at the CLINTON residencel:| had physical access, but not administrative
access, to the OS X server. Sometime after the email migration from the Apple OS X server to Exchange
server 1 was complete, COOPER discussed repurposing the Apple OS X server with PAGLIANO.
PAGLIANQ believed the intention was for the Apple OS X server to be installed as a workstation
somewhere in the basement in Chappaqua for use by either COOPER or
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(U/FOH9) PAGLIANO requisitioned the hardware for Exchange Server 1 from a datacenter at
HILLARY CLINTON's presidential campaign headquarters at 4420 W Fairfax Drive, Arlington,
Virginia. He recalled the PowerEdge 2900 to have been a Microsoft SQL server and PAGLIANO did not
recall if he wiped the drives of the hardware used to build Exchange Server 1. PAGLIANO made the
decision to use a Microsoft Small Business Server (SBS) environment on Exchange Server 1 since he had
used it before and assessed 1t would be perfect for a small amount of users exchanging email. Exchange
Server 1 was only used for email exchange, and although PAGLIANO did enable Windows SharePoint
Services, it was never used. PAGLIANO wanted to use a cloud service similar to that used in HILLARY
CLINTON's 2008 Presidential campaign, but COOPER disagreed with PAGLIANQO and did not want to
use a cloud service. Because of this decision, PAGLIANO used an external hard drive to back-up
Exchange Server 1 using Windows back-up service. To effect this change, PAGLIANO scheduled a task
through Windows for a full back-up once a week and a differential back-up every day. These periodic
back-ups would overwrite on the hard drive in a first-in, first-out manner. For security, PAGLIANQO used
Microsoft Forefront on the Dell PowerEdge 2900 as a baseline security analyzer. PAGLIANO recalled
finding a virus, but recalled no other detail, other than it being nothing of great concern. PAGLIANO
chose to turn File Transfer Protocol (FTP) off.

(U//Fo0) PAGLIANQO thought the biggest vulnerability to Exchange Server 1 to be a Brute
Force Attack (BFA). PAGLIANO stated that BF As increased over the life of the server and he set-up the
logs to alert COOPER of a failed log-in attempt. The Internet Protocol (IP) filtering on the server was
manual using a 515E straight [P block and PAGLIANO used Domain Name System (DNS) for inbound
filtering. On the Dell PowerEdge 1950, PAGLIANQO used a Kiwi Syslog server and tried to pull and
review the firewall log files once a month. At some point, COOPER put PAGLIANO in contact with

I From the USSS for a reason unknown to PAGLIANO.I:Fﬂd PAGLIANO to

also perform outbound filtering of email traffic.

(U//Fee) The back-up hard drive and mailboxes on Exchange server 1 were not encrypted.
PAGLIANO wanted to move toward two-factor authentication using an RSA authentication server for all
Remote Desktop Protocol (RDP) access on Exchange Server 1 because he thought i1t was a good practice.
As atest, PAGLIANO installed 1t on his workstation, as well as COOPER's, but PAGLIANQ did not end
up implementing two-factor authentication and did not turn off RDP access. PAGLIANO stated there
were no security breaches on Exchange Server 1, but there were a lot of BFAs. PAGLIANO knew the
attempts were BFAs instead of users forgetting their passwords because the user names in the BFA
attempts weren't even close to any legitimate user name. PAGLIANO could not recall a specific country
that would attempt an inordinate amount of BFAs.

(U/AOH0) In summer 2009, PAGLIANQ noticed an account on Exchange server 1 called “H.”
PAGLIANQO asked COOPER who this email account belonged to and COOPER stated 1t belonged to
HILLARY CLINTON. PAGLIANO assumed the account was a personal email account. PAGLIANO

be
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recalled the email account to be HBR 23 clintonemail com. Later, after SYDNEY BLUMENTHAL's
email account was hacked, HILLARY CLINTON's account changed to HR{H> i 9&clintonentail .com.

(U/FeH8) In summer 2009 |and| | both Information
Technology Specialists at the DOS, contacted PAGLIANO and asked him to come to the 7™ floor in DOS
Headquarters. Once there, PAGLIANO was asked if he was aware of the clintonemail com domain and
PAGLIANO replied in the affirmative. PAGLIANO recalled nothing further about this encounter.
PAGLIANO relayed this incident tdf | and had a
“visceral” reaction and didn’t want to know anymore. In late 2009 or early 2010, |reached
out to PAGLIANQ again and relayed to PAGLIANQ that the use of a private email server by HILLARY
CLINTON may be a federal records retention issue.| |relayed to PAGLIANQO that he wanted
to convey this to HILLARY CLINTON's inner circle, but could not reach them and asked if PAGLIANO
would relay this information. PAGLIANOQO then approached CHERYL MILLS in her office and relayed

lconcerns regarding federal records retention and the use of a private email server.

PAGLIANO remembers MILLS replying that former Secretaries of State had done the same thing, to
include COLIN POWELL. PAGLIANO thought he may have alse mentioned the federal records retention
issue with JUSTIN COOPER. Additionally, PAGLIANO recalled a third conversation with| |
where| [brought up security concerns and stated that email transiting from a state.gov
account to Exchange Server 1 should be through a Transport Layer Security (TLS) tunnel.l_:l
stated to PAGLIANO that he wouldn't be surprised if classified information was being transmitted.

(U//FoH9) PAGLIANQ stated the hardware used for Exchange Server 1 was paid for by the
CLINTON family and through the 2008 presidential campaign and at least some of the hardware was
acquired through US21 Computers. PAGLIANO believed most financial and acquisition matters
regarding the CLINTONs would go through COOPER directly. PAGLIANO performed work for the
CLINTONSs without a contract and through contact with COOPER. COOPER wanted to do work under a
retainer, but they settled on an hourly wage.

(U//FOHO) In June 2011, PAGLIANO travelled to Chappaqua to perform maintenance and install
new upgrades to Exchange Server 1. The discs began failing in the 3 TB external hard drive in Exchange
Server 1 and PAGLIANO replaced it with a CISCO NAS storage device. PAGLIANO chose CISCO
because they make good products and he may have consulted US21 Computers as well. PAGLIANO
allocated more than half of the storage space for back-ups of Exchange Server 1 and the rest for file
storage. When uninstalling the 3 TB hard drive and installing the CISCO NAS, PAGLIANO did not move
the contents from one to the other. PAGLIANO simply unplugged the USB connection for the 3TB hard
drive and pointed the server back-ups tcward the CISCO NAS. PAGLIANO also added memory to the
Dell PowerEdge 1950, added a Gigabit switch, upgraded to a CISCO ASA 5500 firewall, off loaded
syslogging to the CISCO NAS, beight a CISCO botnet filter and CISCO Intrusion Prevention Service
(IPS) and replaced the batteries on tﬁe UPS along with other various upgrades and maintenance.
Additionally, PAGLIANO unoraded the BES from 5.0 to 6.0 and checked for any software patching.
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(U/A=0H0) In the Winter of 2011, the Internet Service Provider (ISP) providing internet service to
the CLINTON residence in Chappaqua went down due to a storm. As a result, Exchange Server 1 was
unable to process email. While the Internet was down, and to ensure email delivery, PAGLIANO advised
COOPER to change the mail exchanger (MX) record for email accounts on Exchange Server 1 to point to
Google. PAGLIANO wasn't certain if COOPER did this or who 1t was done for, but assumed 1t was done
for HILLARY CLINTON and HUMA ABEDIN since they were the most concerned about lack of email
delivery.

(U/F6H0) Individuals with an email account on Exchange Server 1 could log into their account
through any means available to them. PAGLIANO viewed his responsibilities as maintenance and
operation of the server. PAGLIANO recalled HILLARY CLINTON used a BlackBerry as a mobile
device, but could not recall the various handsets. PAGLIANQO met with MONICA HANLEY at some
point in 20171 or 2012 to configure a BlackBerry for HILLARY CLINTON, but could not recall any detail
about the device.

(U/FePe) Upor:lleaving the CLINTON's em%k}f and pursuant to a request fron:l b6

PAGLIANQO recalled doing an export of 40 Gigabytes o email. This is the only export p7C
PAGLIANO could recall doing. PAGLIANO believed he may have done an export of email for

| | but could not recall. PAGLIANO did recall doing an import of DOS contacts for

HUMA ABEDIN onto Exchange Server 1.

(U//Fe88) PAGLIANO could not recall accessing the content of email on Exchange Server 1 and
was never aware of any classified information residing on Exchange Server 1.

(U/FoB6In early 2013, PAGLIANO recalled the user limitations and reliability of Exchange
Server 1 prompted discussions to search for another vendor to manage a CLINTON email exchange
server. PAGLIANO recalled a conversation with| | and COOPER about b
career aspirations and what email requirements she may need. Eventually, MILLS and b7C
weighed in relating to Exchange Server 1 and the end of HILLARY CLINTON's tenure as
Secretary of State. At some point, an individual named| [began the process of finding a
vendor to manage a new CLINTON email exchange server. PAGLIANO did not know
previously, or how she came to be involved with the search for a vendor. Eventually showed
PAGLIANQ a presentation detailing three vendors and their capabilities. PAGLIANQO recommended a
company called Platte River Networks (PRN). Ultimately, PAGLIANO recalled the decision being with

and she chose PRN.

(U/AF140) Once the decision was made to go with PRN, PAGLIANO recalled communicating
with PRN employee] |related to the transition from Exchange Server 1 to the server b6
PRN was going to use. Around this time, PAGLIANO was already 4 to 5 months into a new job as an IT b7¢
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specialist at GARTNER. PAGLIANO gavelZl administrator access to Exchange Server 1 as
well as user names and passwords to individual email accounts. PAGLIANQ recalled talking to

I

once or twice and possibly] | In order to prepare Exchange Server 1

for the transition to PRN, PAGLIANO also “trimmed” mailboxes and cleared out white space.
PAGLIANQ described this as a maintenance process of reclaiming space from old mailboxes, like in the
example o

(U//H8) Based on conversations he had or was aware of, PAGLIANO recalled knowing that
PRN was going to use a DATTO service for backing up their server, a CloudJacket device for network
protection, and potentially, two-factor authenticati on[____ Jwas responsible for establishing the contract
of services PRN was going to implement and ensure they were implemented.

(U/AH0) PAGLIANO was shown an email dated January 30, 2014 where a user list was
populated by Platte River Networks regarding their management of a CLINTON email server. Regarding
the email, PAGLIANO did not recognize the mailbox “HRC Archive.” PAGLIANO stated after PRN
took control of managing an email server for the CLINTONSs, he had no visibility into the server or the
mailboxes.

(U/EeH6) In what PAGLIANO remembered as the fall of 2013, MILLS called PAGLIANO and
inquired about the effectiveness of two types of software for wiping computer data, but PAGLIANO
could not recall the names of the software. PAGLIANQ discussed the difference between “bit” wiping
and deleting with MILLS. PAGLIANQO inferred from his conversation with MILLS that PRN was going
to excise data. PAGLIANO recalled using Boot and Nuke software when deleting and repurposing
computers while working on HILLARY CLINTON's 2008 presidential campaign, but didn't recall if he
discussed that with MILLS.

(U//BEH6) In July 2014, PAGLIANO had 2 conference call with MILLS and[_________|to
discuss an archive of HILLARY CLINTON emails from her time as Secretary of State. PAGLIANO
recalled that MILLS and |were trying to determine why a gap existed in HILLARY
CLINTON's emails between January 2009 and March 2009. In separate conversations with COOPER,
PAGLIANO understood that CLINTON used a BlackBerry email address before hosting her account on
Exchange Server 1 and that explained the gap from January 2009 to March 2009. PAGLIANO could not
recall a conversation with MILLS orlﬁafter July 2014,

(U/FOH0) In Spring 2015, MILLS asked PAGLIANO if he would mind talking to DAVID
KENDALL from Williams & Connolly LLP. PAGLIANO agreed to talk to KENDALL and described the
interaction as a shorter version of PAGLIANQ's conversation with FBI agents as memorialized herein.
PAGLIANQO stated there is nothing he told KENDALL that he didn't also relay to the interviewing FBI
agents.
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(U/FOY0) At this point in the interview, FBI agents displayed documents to PAGLIANQ that
were Bates stamped as an identifying mark. PAGLIANO was asked questions as it pertained to each
respective document. The following was provided by PAGLIANO:

(U/FSH0) After viewing a document marked HC-001, PAGLIANO stated the credit of
$5,000.00 to his account was a payment, including expenses, for his work in March 2009 setting up
Exchange Server 1. The payment of $8,350.83 in June 2011 was for his previously described maintenance
work on Exchange Server 1, to include expenses.

(U/FOH6Y After viewing a document marked HC-014, PAGLIANO stated the line item
“1/11/2011 Conference call with Security team™ was the previously described communication with

[ Jrelated to outbound filtering. PAGLIANO stated was an individual he worked with at bé
U821 Computers. PAGLIANO recalled HILLARY CLINTON turned off Bluetooth capability on her bicC
BlackBerry, while COOPER, and possibly: enabled Bluetooth on their handsets.

U//FEB63 PAGLIANO stated[ ] referred to in a document marked HC-023, wasEl ch

(UABH8) After viewing a document marked HC-008, PAGLIANO stated the “Mailbox kick oft™
indicated in the invoice was related to the previously described work exporting] | mailbox. b
b7C
(U//FOH0) After viewing a document marked HC-004, PAGLIANO stated the 1Pad referred to in
the invoice belonged to HILLARY CLINTON. PAGLIANO did not configure the 1Pad and could not
recall when HILLARY CLINTON started using it, nor any other details related to the iPad.

(U/AOH0) After viewing a document marked HC-010, PAGLIANO stated in March 2013,
MILLS requested an analysis of Exchange Server 1. PAGLIANO recalled giving Exchange Server 1 a B+
grade and conveyed in his analysis the [imitations of Exchange Server 1 and recommendations for a more
robust email system. PAGLIANO relayed the greatest liability of Exchange Server 1 to be reliability and
referenced the incidents in which the ISP lost power and was unable to provide internet service to the
residence in Chappaqua. PAGLIANO had always been against housing a server in a residential basement
and preferred the security and reliability of an established data center. MILLS did not have an email
account on Exchange Server 1 and used state. gov and gmail for email exchange.

(U/AFOT0) After viewing a document marked HC-002, PAGLIANO stated the virtual private
network (VPN) referred to in the invoice was not for users of Exchange Server 1 and just for
administrator use. PAGLIANO stated he installed the IPS at the same time the CISCO ASA firewall went
in place in June 2011, PAGLIANO fine tuned the IPS over time, fluctuating between turning logging on
and off as needed.
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(U/FOH0O) The notes of the interview and all aforementioned documents displayed to
PAGLIANOQO will be stored in a FD340 envelope and filed with the captioned investigation.
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(U//F89e) On June 21, 2016, BRYAN PAGLIANC, was interviewed
telephonically by Federal Bureau of Investigation (FBI} Special Agents

{SA) |and Information Technology
Specialist/Forensic Examiner| lAlso on the call for the
interview were AkinGump attorneys | Partner. Connor Mullin,
Counsel, Mark MacDougall, Partner andl l Additionally,

from the U.5. Department of Justice was alsc on the

call. After being advised of the identity of the interviewing Agents,
and the nature of the interview, PAGLIANQ provided the following
information:

(U//Fe8e) PAGLIANO did not work on the Apple email server,
set-up by JUSTIN CCOOPER for WILLIAM CLINTON aides, and therefore, has
no information regarding a Secure Socket Layer (35L) certificate
registered for the Apple server., PAGLIANC did go through the “full
reglstration” process for establishing an SSL certificate on the
server he later built, which enabled email to be encrypted while in
transit,

(U/ /e Based on a reguest from COOPER, PAGLIANO built an
emall server in early 2009 in HILLARY CLINTON's 2008 presidential
campalgn space on K street. PAGLIANQ could not recall the exact
address of the building. Once built, PAGLIANO rented a minivan and
drove to Chappaqua, New York to install the email server in the
CLINTON residence. PAGLIANO could not recall any existing computer
systems at the Chappaqua residence, other than the Apple server
previocusly described to the FBI. When designing the network for the
server, PAGLIANQ left the CLINTCON's home internet network separate

from the server - leaving it ocutside his firewall.
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{U//Fe88) PAGLIANQ recalled being given a list of user names
and passwords that COOPER asked to be transferred from COOPERfs Apple
server to PAGLIANO's system, PAGLIANQ did not recall transferring an
account for HILLARY CLINTON and does not know how her account was
installed on the server he built. PAGLIANG installed an IP-based
printer on this email system with the express intent of allowing the
CLINTON office in Harlem to print at the Chappaqua residence. PAGLIANQ
installed regular updates to scoftware on the email server using “auto
patching” every night. PAGLIANQO did some work to experiment with two-
factor authentication, but did not implement 1t on the server bhecause
it would have been difficult to administer. PAGLIANC changed the name
of the built-in Administrator account and eventually disabled it,

(U/ e8s) PAGLIANC could not recall saving a file called
“netstat.txt” When PAGLIANO received a recommendation to do cutbound
IP filtering from| | at the United States Secret Service, he
implemented the change.

(U/ /Fe8e) Arcund January 2011, PAGLIANO recalled a brute
force attack (BFA) on the server where COOPER was receiving failed
log-in attempt ncotifications on his email. Because COOPER could not
reach PAGLIANOQ, CQQPER “panicked” and shut down the server. PAGLIANO
recalled nothing abnormal about this BFA and eventually trained COOPER
to insert IP blocks. PAGLIANO made it clear to COOPER he could not
administer the server on a day-to-day basis.

(U/ /e After a recommendation by an
employee at STATE DEPARTMENT (hereafter, STATE) to implement Transport
Layer Security (TLS) between the CLINTON emall server and STATE
servers, PAGLIANC did not implement TLS. PAGLIANC understood the
CLINTON emall server to be a personal email server and did ncot see a
reason for encryption.

{(U//Fe8€) In early 2013, PAGLIANO found emplgoyment at
GARTNER and conversations began between CHERYL MILLS, | |

and| |pertaining tc hiring a third-party company to
administer a CLINTON email server. PAGLIANO could not recall when he
gave access to his server to] | from PLATTE RIVER NETWORKS

{(PRN} . Once PAGLIANC did grant access to] |PAGLIANO did no
utility work on the server and was not monitoring it. Although he

be
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could not remember a specific date, PAGLIANQ believed the last time he
accessed the server was around March of 2013.

(U//AcdL) Notes of the interview will be maintained in a FD340
envelope.
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(UK/FGHQ)I was interviewed in her office at thel | b6
Washington, D.C., by Federal Bureau of b7C
Investigation (FBI) Special Agents (SA‘E lCjndl | Interviewing agents
explained the interview was voluntary an ould stop the interview at anytime. After

being advised of the identity of the interviewing agents, and the nature of the interview| |
provided the following information:

(U/EOHO) b6
b7C
(U/FeH6) participated in daily 8:45am meetings with the Secretary of State and };?‘rc
her executive staff. CLINTON was not always present at said meetings, as she traveled quite a bit.
However,| |assessed she attended meetings wherein CLINTON was present approximately

three to six times a week when CLINTON was in town.

(Uf/‘F'G'U'@El |did not have a relationship with CLINTON prior to)

DoS employment. reported directly to CLINTON, but did not email CLINTON directly

until six to eight months after she began working at DoS| fwas not initially provided

CLINTON's email address, so when she wanted to send or forward a message to CLINTON, she would };3 c

route it through HUMA ABEDIN. At some point in the first six to eight months of her employment at

DoS)| lrecalled CLINTON responding to one of the messages she forwarded up directly. At

this point) hsked ABEDIN if it was okay to go direct with CLINTON, and was granted the

“pr‘ivilegeﬂ |explained the privilege of emailing CLINTON direct was not a privilege she

used lightly. While| | did not have a history of Government Service, she thought it was

normal for someone in CLINTON's position to have a “gatekeeper system”™ in place.

Investigationon __ 12/16/2015 at Washington, D.C. b3
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By &l | sal | bé
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(U;’;‘PGHGi |could not recall if the emails she directly sent to and from CLINTON
were on CLINTON's DoS or private email account.| |did not recall seeing CLINTON's
actual email address. Rather, when| |received or responded to emails from CLINTON, she
recalled seeing a single initial. l [believed she recalled seeing “S” as the name of the sender
when she received direct CLINTON emails during her time at DoS, as| | and other DoS
executives would refer to CLINTON as “S .| | noted that although she 1s no longer at DoS,
she still maintains email contact with CLINTON and now receives emails from CLINTON where the
name of the sender is “H .| |had no knowledge CLINTON was using her own private

server until it was reported in the media.

(U;’;‘FGH'G] held a Secret clearance while she was at DoS, but rarely worked in the
classified realm. Whilg | received access to and training on the use of DoS's ¢lassified
computer systems, she hardly accessed DoS' classified system. did not recall ever using
her DoS classified email account. | | would have
been more likely to use his DoS classified email account.| [assessed

|almost entirely worked off the DoS' classified system.

(Uff-FGH-G] Ivas asked to review an email dated 9/12/2009 wherein| |
sent an email titled “For S — for discussion on Afghanistan tomorrow,” from her unclassified DoS email
account to CHERYL D. MILLS and JACOB J. SULLIVAN's unclassified DoS email accounts.

ABEDIN, andl lwere carbon copied on the email. While reading through the

email | at one point stated “cood Lord.” and further stated that the information contained in
the email was| I writing | Iwas also referenced 1n the first line of the email).
(UHF'GHG)| |did not recall specifically sending the 9/12/2009 email to MILLS and

SULLIVAN, but mentioned she would not have known the information contained in thP._tmdLQﬁLb_LI
email. There Afghanistan Review was ongoing at the time of the 9/12/2009 email, and
recalled strong conflicting opinions concerning the role corruption played in the Afehan political strategy.

ikely sem{ the information in a separate email, which| twould

have edited before sending to MILLS and SULLIVAN. ikely spoke to] bn the
phone or in person about the matter before emailed the information tq

(U/HFE6H6) After reading the 9/12/2009 email | ladmitted she was a bit “shocked
when she read over the paragraphs labeled #5 and #6.” | |stated she “wondered to what

extent she read. .. thought through carefully” before she senf |email on to MILLS and

SULLIVAN. SULLIVAN had ng idea what was meant by “Marja” Op as stated 1n the paragraph #5, but
explained she believedl was proposing ideas rather than revealing them. further
went on to say she wouldn't have recommended kinetic action.
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(fo"-F-e-HGl |and[ |have known each other fix_m‘mmars. I:l

father was a mentor tol | At the time of the 9/12/2009 email was working for
fwould talk to
labout a variety of 1ssues, ad Jikely viewed| ks a back channel to
get information to CLINTON. | |described] las a “bold thinker.” |
saw her role as ensuring CLINTON received a wide range of viewpoints on various topics.
(U/FOH603 Agents also askedl |if she recalled a 6/3/2011 email she sent regarding a
hacking of Google email accounts, in which she recommended using the information as a platform for
discussing issues with the DoS Information Technology system | |immediately

remembered the email and explained she initially thought 1t was why the FBI wanted to speak with her.

(U;’;’F-G'HGj |did not recall being advised or instructed against using a personal
email account or personal devices. | used her DoS assigned Blackberry. However, she was
assigned a DoS Dell computer, which was very dated, so she opted to use her personal laptop when she
was out of the office. [was also issued a fob for which to remotely sign onto DoS systems.

While] did use the fob on occasions to remotelv sign into the DoS system, she explained

the system was slow and would shut down while in use. ho resides inl |

|:| would often sign into and work off of tnetwork from her home, and transfer

information she needed back over to DoS systems.

(U/Ae88) SULLIVAN was always aperating off of his DoS Blackberry, sol |
doubted he ever used a personal account for DoS business. However, MILLS would sometimes send very
early morning emails to| [¢(around 5am) that were sent from a personal Gmail account

Ibelieved was| biamail com. | could not recall the specific

content of emails she received from MILLS' personal email account, but believed their content was
mainly instructional.

(U//FOH6) [could not recall an instance where a conversation (email or otherwise)
was moved from an unclassified to classified space. It would be more common for a conversation to turn
“confidential” and the circle of participants would dwindle in size to accommodate sensitivities, rather
than change the venue of the conversation.

(U/FeBe) | opined that most policy and strategy discussions would be considered
unclassified, acknowledging that some of the participants in policy and strategy discussions may have
additional details concerning sources and methods that would have come from classified channels.

(U//FEH8) At the conclusion of the interview| told agents she had not mentioned
the interview to CLINTON or any of contacts from DoS. I | further asked if she was allowed
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b7C
to tell SULLIVAN and/or CLINTON she spoke with the FBI, and explained she was concerned they
could be upset {o learn she sngke with the FBI without telling them. Agents explained that while they
cannot prohibit] from referencing the interview, they would prefer| use igc
discretion when discussing the matter, as to prevent unnecessary information from leaking into the press.
(U/Febe was not previously interviewed by DoS or any other entity related to Eg c

the topics discussed during this interview,

(U/FOH0) Agent notes are maintained in a 1A,
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(U/FEH6) On February 18, 2016, | DoB| | was interviewed by
Federal Burean of Investioation (FRI) Snecial Aoentd |and at the law
offices off |J Washington DC. Also present for the interview
were of] land Department of Justice (Dol)
Counterintelligence and Export Control Section] | After being advised of the

identities of the interviewing agents, and the purpose of the interview| |pr0vided the following
information:

(U/FeH8) In 201 3,:' founded| fwhere he continues to serve
as the Managing Director. Prior to founding] [served as the |t0 former
and|
[ also served in various

positions on| |

(UﬁF‘Gﬁ@i lcoordinated frequently with officials from the Department of State (DoS)
during his tenure at both thel _ landl | coordinated with DoS
weekly while at he was af] [further stated there was close coordination between theDand
DoS on all levels.l coordinated more frequently with DoS during hiDtenure, as 1t was
necessary to coordinate with DoS on everything that happened “down range.”

(Uf’f‘Fe'H'G)l ,primary DoS contacts while he was both atDandDincluded CHERYL
MILLS| | and JACOB SULLIVAN. I:lalso occasionally communicated
directly with| |and some U.S. Ambassadors when he was assigned to

(U/FeH6) Most of:contact with DoS while at bothljandl:] was via telephone or
email, | had classified and unclassified telephones and email systems available on his desk at both
I land When] Isigned on to his computers at:]he was directed to a classified network
and would have to switch over to unclassified network if he wanted to communicate on an
open/unclassified system, whereas whe signed on to hig| computer, the system automatically
defaulted to the unclassified network.

Blackberry while at| |was synced to his unclassified account,

?U;’I‘F'Gﬁe)l kould not recall what email account was synced to hisDissued Blackberry.

[mvestigation on __ 2/18/2016 al Washingion, DC

File # | !-3{)2 Daic dictated N/A
By sal |sal |

This docnment contains neither reconumendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency: il
and its contems are not 1o be distributed outside your ageney,
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(U/FEHO)

as provided a STE and safe for home use during hig tenure, I ,

explained that he did not utilize the safe to store documents, but occasionally used the STE. | |did
not leave the STE plugged in at all times, rather he would wait for someone to contact him on an
unclassified Iine and request a secure call from his home before he would physically plug in the STE.

(U/Fe86)|

|he attended weekly lunch meetings

with then Secretary of State HILLARY CLINTON, and| |

[

|and CLINTON also met recularly at National Security Council (NSC) Principal

Committee (PC) meetings whilg |
with the CLINTON family, as he served as President WILLIAM J. CLINTON' s] |in the

1990's.

(UﬁF@H@j:lnever emailed directly with CLINTON. He was not aware of the email
account CLINTON was using, nor was he aware that her email account was gperating off of a private

server. According t

would not have

utilized email as a means to communicate with CLINTON. If] |wanted to contact or convey a

message to CLINTON,

SULLIVAN, orl | to relay the appropriate information.

(U//FOH0) Agents askedl ho review an email dated 3/21/2009 and with the subject line
[ The email was sent from [égmail com) to “H” (identified as CLINTON's

personal email account}. The email

would subsequently contact the aforementioned DoS senior staff (MILLS,

be
B7C

b6

B7C

be
BIC

b6
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b3 per CIA

(U/FOHO) Agents askfn?_I:'ﬁo review an email dated 12/30/2009 and with the subject line

[ | The email was sent fro

receive from| | After readine the email | lexplained he recalled the incident referenced in the

to CLINTON, and referenced information:l claimed to

email and remembered|

contacted|

| when the incident occurred.] frecalled being contacted by an Executive Assistant (EA)
[Last Name Unknown (LNU} who reported the incident in Afghanistan. I:lsubsequently

ho requested notify the President, Vice President, Chairman of the Joint

Chiefs of Staff, Secretary of State, and Secreta% of Defense. | |

contained some anecdotes about the incident.

SESRET

ould not recall if he received the information from

b6
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I:lLNU via secure phone (STE}) or on an open line. I:lcould not recall the specifics concerning
how he relayed the incident to(i] but stated most of the calls he made that day concerning the
incident were likely on an unclassified line due to the emergency of the situation. He described his role in igc
the call as contacting his counterparts to relay a brief synopsis of the incident with the caveat that his
counterparts should “give their boss a heads up.” further explained he may have participated in
follow up calls on the STE, but could not say for sure either way.
(U//FOT0) Agents also showed|:]an email exchange dated 2/10/2010 with the subject of bé
email.” In the email chain SULLIVAN contacte to ask for| Iemail address. b7C
eplied that: email was| {@gmail.com. Thereafter, SULLIVAN asked if this
email account was the one that used for work and)| |confirmed that it was. After reviewing
the email,:lexplained that he primarily used his unclassified| land| lemail accounts
respectively for work purposes. However, he noted that he may have usedl k@gmail.com on
occasions when he could not access his official| __ |or unclassified emails,
(UffFGHG)l:]reviewed another email dated 11/20/2010 with the subject line :in
Israel,” in which he sent the email to SULLIVAN on bothl erail.com and SULLIVAN's
DoS unclassified email account. Also on the receiving line of the email were |and
| |via their “nsc.eop.gov” email accounts. :lcould not recall why he would have ch

sent the email to SULLIVAN' s gmail account, but stated he would normally email SULLIVAN via his
DoS accoum.:ldid not recall ever recetving instruction from SULLIVAN or any DoS employee
regarding contact on a gmail account rather than their DoS email. I:llisted both hisljand
(@gmail.com accounts at the bottom of the ematl because it provided multiple means for people to contact
him while he was on travel in the event his work email was not avatlable.

(U//FOHO) Agents asked to review a fifth email dated 09/11/2012 and with the subject line
“Libya.” [Note: The email shown t was in a redacted format based on a DoS Freedom of

-~

Information Act (FOIA) response to Judicial Watch]. After reviewing the redacted email,

explained there was a series of meeting on 9/11/2012 in bfﬁce concerning the events b6
surrounding Benghazi. The emaillilreviewed referenced what referred to as a deployment b7
meeting. There are three types of deployment meetings according tol | 1. Deployment orders, which

1s the standard process of determining who needs to go where 2. “Careful hurry up deployment,” which

takes place over the course of a couple of days and is quicker than the standard process 3. “On the fly

quick reaction” deployment, which 1s used only in emergency situations. The only time]:|could

recall the “on the fly reaction deployment”™ happening was after Benghazi,

(UI;’FGHG)I:was asked to review a sixth email dated 10/30/2012 with the subject line “This
am Green on Blue.” [Note: The email shown td] [was in a redacted format based on a DoS FOIA
response]. | | bE

referenced said email | |explained he sent the email to rapidly coordinate the Public Affairs p7C
responses and DoS in regards to the incident referenced in the email. and

| | were the respective Public Affairs contacts at DoS$ and

SEeRET
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(U//FOHO)]
b6
b7C
|
b6
(U//FOTO) In response to the article) | biC
| However,| [stated that he did not say the]
because he did not even know if that statement was frue. b1 per CIA
b3
(U/FOHO)| |did not have any concerns regarding how DoS handled classified information be
during his tenure at eitherl Ior| | b7
(U;’;’F'GHG)IZ]indicated he would be available for re-contact if needed.
bé
(U/FOO) A copy of the original interview notes and the referenced emails and article are b7C

attached in a 1A envelope.
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pvas shown g copy of an empail from
with tiw r.:t:bjccq [A fler reviewing the email be provided thi wpearcd to be

vioe 1o coordinate with [JOS but dhal the enzail should have baeen ¢lassilied

s shown a copy of w email frcm:]
. | - . - ; ‘.

with the suh_;ﬁ-cil Afier reviewing The email be provided that the eny 1 be

classified but that he was not surprised that DOS had sent it on an unelassified channetl | further

noted that the DO unclassified enail system had previously been penetrated by @ lorergn udversary.

s shown a copy of @i email from

with the sibieed [ATter seviewn the emaill L“latcd that his troe name, and that of

should rof have been ncladed i an unciassified email.
provided that talking points could be classified or unclassiied. They were conveyed from the

CLA w DOS via a cable that included a tear line below which the approved talking points were provided.

|was shown 2 copy of an email from

wcaily gh quh_](-:c[l , Adfter i't'.‘\-’it:\\e'i!lg thceml
stated that e did not know enough about| 0 assess 1 the talking points

included in ihe body of the email were classified or not.

hasid be conswdered classified

. | |was am&:n_‘ugpﬁ af an email from |
| |n'i!h thys :-,f‘bicc Afier reviewisoe 1he il onvadedd that gy diseusston o

q email [rom
ovided that the detatis

L\-‘ith ihe subject A e

|$]muld D elnssiired beealsy

oncluded the interview by stating that DOS bus
shown an increased Wmiency o communieate via emall. § e believed that they did this for simplieRy, 1o
avoid unauthorized disclosyes soch as Wikileaks, and to prevent other USG partoers from sceing their
“hack chanuel” discussions Lontinued to say that the personnel at BOS were experienced and
knew that this information was classified. However, they did it anyways and their actions hurt thie CIA
and other ageucics whoese equitios were conveyed in the emails,
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Dnite of wasenption | B2 HHG

OB On March 17,2016, MICHALL MORELL I_l was b
intervicwsed by Federal Bureau ol Investigativn (FBI) Special Agenty and I b7C
Iﬁui the FBI Washipeton Fleld Qilice, 601 4" Swreet NW. Washi 1t for
was MORILL'S counsel Artorney at Law, al
rior W the interview | agreed to sign a non-disclosure agreemient in anticipation of viewing
clossitied documents during the interview. After being advised of the identities of the interviewing agents.
ard the parpose of the inwerview, MORELL provided the following information:

he herview

(LAY MORELL joined the Contral intefligence Agency {CIA) in 1980 ax an analyst and
served in s variety o rolex of increasing responsibifity before he was pamed the Deputy Director (DD in
20060, MORELL was the D from May of 2010 until August of 2013, during which he served as the
Acting Director on two vecasions. The first time was in 2011 when LEON PANETTA left and the seeond
wits b Lo 2012 when DAVHD PETRAELUS resigned.

(LAAREEEOY As DL MORELL had repuiar interaction with the Deputy Secretary of State
WiLLIAM BURNS during the daily Deputics meeting at the White House. MORELL would also attend
mreptings at the Deparunent of Staie (DoS), o have secure telephonic conversations, with BURNS or
|10 discuss inter-agency attairs, MORELL never communicated directly with the
Negretary of State (Secretiry).

bé
b7C

{LZAFOEO) MORILL, did not recall ever having dircet communications with IAKE SULLIVAN.
bucittise SULLIVAN did not atiend the Depaties mecting. Nor did he have divect conunicitinns with
CHERYL MILLS or HUMA ABEDIN,

(L)) MORELL never emailed the Secretary direetly amd had no knowledge that she was
using o privite email secount and server,
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MOREELL stated tha e understood why the email would be considered classiiied but fie did not peieve
that the email would jeopardize any sowrces, methods, or ethersise compromise national security.

(T o MORELL was shown a copy of an enwail chain trom I _\_u_h_th_|

uhicet] MORELL stated that he did not recall the eited articl

bl per CIA
b3

bl per CIA
b3

I MOREE T stated that assuring the email was true, then it would be classitied

(SR MORELL was shown a copy of an email clain from April of 201 with the subject “Scots

potice, UK govt ke meet over Libyan defector (Reuters).” MORELL recalled the matter referenced i the
email and provided the following comext: At the time of the email the Libyan Civil war was raging and

NMUAMMAR GADDAF] was stifl in power. Part of the LLS. strategy at that time was to induce the
dc'uimnx of high ranking {}ﬁi{,i.i}b hum L. 1h§ a. In 1he emiatl chain BURNS expressedthat MUSA

§ i ; unive defections

ot that the CLA would say that the
content is vlussified because] plowever,
MORELL did not ree! that the disciosure of this information would cause “horrible™ damage.

bl per CIA
b3

I }v‘!("}l'{fil..-E, was shown a copy ol emal chains i"ro::‘l , bl per CIA
| i.\ ih the subjoct| [MORELL stated that the email diseussed bod g it 2
Mm_d_Lﬁbc classified as i is absolutely clear that they are referencing
AORELL speculated that SULLIVAN got this infenmation frorm BURNS or
as he neveranoke dreeiby ooitls ST VAN reosrding MORELL tvpicaliy

spoRe with BURNS aboug

| IMORESI\_.L was shown a copy of an email chain from
i TH FORELL stated that i was clear that they were
M()R[*l T. believed that the email was clagsifiad as it discussed
Cslated that the content of the email did not "give much away”™

discussing
aperational activities. MORE

bl per CIA
b3

but he conceded that th information could potentially be damaging o the operagion.
| [MORELL was shown a copy of au emaif chain from | };; per CIA
with the subject |

MORELL stated that it was LIL’JI that they were discussing] hnd the email was Jikely

claxsifled.

bl
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Luntinuation of FE-302 of intervigw of Michael Morell CChy U000 Hane 4
{7y MORELL sugpested that the interviewing agents talk with leadership trom: the
QEency'y and with leadership from the for another

assessment of the reforenecd entigls.

(LHPEOHEY A copy of the original interview notes and the NDA signed b}r‘|:| are

wuctosed o a BA envelope,

bl
b3

b3 per CIA
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(U/AFOB0) On September 15, 2015] | Project Manager, Platte River
Networks (PRN), office phone| | email addresq [was interviewed by
Federal Bureau of Investigation (FBI) Special Agent (SA) [and SA

Also present for the interview was| |from| land
Department of Justice (DOJ) Attomey[ |_After being advised of the identity of the
interviewing agents and the nature of the interview] provided the following:

(U/FeEe) | |role with the email server project for WILLIAM CLINTON and

HILLARY CLINTON, under the account name CESC, involved transporting and installing hardware. He
did not serve as the Project Manager, his normal job function at PRN. His first task for the project was to
pick up the CESC server and support devices in use prior to PRN being awarded the contract for the
project. The server and support devices were located at the CLINTON residence in Chappaqua, NY. In
June 2013] |traveled to New York and drove a rental car to the CLINTON residence.

| |contact at the residence]______]Last Name Unknown (LNU), escorted I:lto
the basement where the equipment was Iocated.|:|powered down the equipment and took a
Dell PowerEdge 1950 BlackBerry Enterprise Server (BES), Dell PowerEdge 2900 email server (hereafter,
predecessor server), Cisco NSS 324 Network Attached Storage Device (NAS), and an external USB hard
drive, but left the existing firewall and switch.

(UfﬁFGHQ)I:then transported the equipment to an Equinix datacenter in Secaucus,
NJ where he reconnected the equipment in the same manner in which it was connected at the CLINTON
residence. The goal was to get CESC users back online quickly. | land] |
who was working remotely, then started incorporating new equipment PRN purchased for the CESC
project, butl did not recall if he set it up before or after transporting the server. The new
equipment consisted of a Dell PowerEdge 620 server running multiple virtual machines, two new
PowerConnect switches, two new Fortinet firewalls, and a DATTO backup device. During this period of
time, the predecessor server and new PRN server (hereafter, PRN server) co-existed. The predecessor
server had the NAS connected, but 1t did not appear to be configured for storing any data. The PRN
server had a DATTO backup appliance connected to it. After 2-3 days,lj departed Equinix
and did not participate in the day-to-day management of the CESC account. Those duties were handled
remotely by l Several days later, a CloudJacket intrusion prevention device was installed by
technicians at Equinix. The CloudJacket was designed to alert PRN and prevent intrusions into the PRN
server.

Investigationon _ (9/15/20135 at Demver. Colorado
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(U//FOH0) In or about March 201 5,] |communicated with CHERYL MILLS
regarding any existing backups of the CESC email server and the state of the predecessor server. MILLS
requested an audit of the existing equipment, but did not direct] fto delete or alter any data
found.| fraveled to Equinix datacenter in Secaucus, NJ to conduct an onsite review of the
equipment. PRN had migrated all accounts off of the predecessor server by this time, therefore 1t
contained no data. | [reviewed the NAS and external USB hard drive brought from the
CLINTON residence as part of the initial transport of equipment. Neither contained any data. While
there,| lalso took steps to increase security on the system as a result of media articles
identifying the existence of the private email server used by the CLINTONS. PRN tock these steps
without direction from CESC.

(U/AGH63 None of the Internet Protocol (IP) notifications| lreviewed from the
CloudJacket device used as part of the security infrastructure for the CESC account were abnormal. All

were alerts and some resulted in IP addresses being blocked from accessing the equipment. |

does not believe any nefarious actors got into the system.

(U/FOHO) [n or about August 201 5 |traveled to the Equinix datacenter in
Secaucus, NJ to turn over the predecessor server to the FBI. Prior to turning over the server,

I

[powered on the server to check for proprietary PRN software and license copies of other

software purchased by PRN | Irecalled removing Magic ISO software because it was
expensive and PRN pays for license fees for each copy it uses. | | review of the predecessor
server was not requested by CESC.

(Uf/'F@'HO)l ]never heard anyone from CESC discuss classified information.

[

jwas never asked by anyone from CESC to delete or destroy anything; however, PRN would

not have knowledge of individual users deleting content from their accounts.
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(U//FOHO) On February 18, 2016 |Pr0ject Manager, Platte River
Networks (PRN}), office phone [email addresy [was interviewed by
Federal Bureau of Investigation (FB1) Special Agent (SA) land S

at the offices of Platte River Networks, 5700 Washington Street, Denver, CO. Also present for
the interview were SA| l]nformation Technology Specialist/Forensic Examinerl |
| I [from| land Department of Justice (DOJ) Attorney| |

| After being advised of the identity of the interviewing agents and the nature of the interview,

rovided the following:

(U//FEH6) | lhandled the technical infrastructure related to the contract PRN had
with the Clinton Executive Services Corporation {CESC). ran the day to day
operations and most direct interactions with the client, including managing and maintaining the Microsoft
Exchange email server and associated equipment (collectively hereafter, Server).

(U//EeH8) In March 2015, the CESC requested PRN conduct a complete inventory of data
backups and all equipment in PRN's possession related to the services provided to CESC. | |
does not recall how or who from CESC communicated this request. In response to the request,
fraveled to the Equinix facility in Secaucus, NJ where the Server housing CESC's data was
located. In addition to the currently operating equipment,:l found a Network Attached
Storage (NAS) device and an external hard drive that were disconnected. He connected them and

ontent, but neither contained any data, so he disconnected them before leaving.
did not find any unexpected backups during this trip.

(Uf/FGHG):lvaguely recalled the namelZlfrom Security Pursuit, but did

not know why it was familiar to him. He did not recall implementing any new security protocols in the
March 2015 timeframe, buf] |did conduct a high level security check of the Server.

(U/FOT0| |did not recall a backup device of HILLARY CLINTON's connecting
via IMAP/SMTP to the Server.

Investigationon ___(32/18/2016 at Demver. Colorado
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(Uff-FGHG-)l:lnever deleted, nor was he asked to delete the mailbox “hrcarchive” from
the Server. He never discussed deleting content, creating pst files, exports, or shredding of .pst files with

|or anyone else. Additionally)] is unfamiliar with a program called BleachBit,

However, prior to turning over the Server to the FBI| emoved PRN system tools such as an
[SO mounter and, possibly, a monitoring tool from Level Platforms or LabTech.
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(U/FEH0) On June 10, 2016, JOHN BENTEL, Date of Birthl |was interviewed
by Feder; jgat ] 3 andl lat the
office o ashington DC. Present for the interview was bé
BENTEL's counsel [Partner) [Partner, and[______ |Special Counsel. As well  b7c
ag] from the Department of Justice (DoJ) Counterintelligence and Export Control Section.
Prior to the interview BENTEL was| | After being advised of the identities
of the interviewing agents, and the purpose of the interview, BENTEL provided the following
information:

(U/FOH0) BENTEL served at the US Department of State (DOS) for 39 years before retiring in
2012. Most recently, BENTEL was the Director of the Executive Secretariat Information Resource
Management (S/ES-IRM) from 2008 until 2012, In this position he reported to LEWIS LUKENS and
then to TULINABO (TULD MUSHING], Approximately 85 people were under BENTEL's supervision, bé
including two deputies andl I p7C

(U//Fe6) BENTEL did not learn that HILLARY CLINTON was using a private email server
while she was at DOS until it came out in the press last year. He had no knowledge of the server while he
was at DOS. BENTEL met BRYAN PAGLIANO while he was at DOS and knew that he worked for IRM
but he did not know that he was also providing support to the CLINTON server.

(U//FOHE) BENTEL was shown a copy of an email sent froml Lo BENTEL, zgc
[ and] [on March 17, 2009, with the subject “Secretary

Residential Installation Hotwash.” BENTEL provided that] ’was responsible for setting up secure
communications in CLINTON' s office and residence, and that| I'was a contractor in

section. After reviewing the email and its attachment, BENTEL stated that he did not recall the email and
that he might not have read the email originally because he and his two deputies functioned as “a
collective.”” BENTEL stated that the attachment appeared to be a summary of the communication
equipment in CLINTON's residence at the start of her tenure. BENTEL did not know what the “Server:
Basement Telephone Closet” listed in the attachment referred to. He then speculated that it might be &
server for telephones. Upon further questioning, BENTEL provided that he did not know if DOS used or
installed servers to support its telephone equipment.

(U//FOH56) BENTEL was shown an email sent from MONICA HANLEY to HUMA ABEDIN
on August 30, 2011 with the subject “HRC blackberry™ that referenced a discussion between HANLEY

[mvestigation on __ S/1M2016 al Washingion. D.C.
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and BENTEL. Upon reviewing the document BENTEL provided that he did not recall the email and that
he would not have used the term “chapp server.” Furthermore, he did not recall CLINTON losing access
to her email following Hurricane Irene or any related discussions. BENTEL explained that he did not
have a lot of direct interaction with CLINTON's staff and that communication issues would likely be
handled by| |from the “tech team.”

(U//Fe56) BENTEL was aware of the Office of Inspector General (OIG) report from May of
2016 in which it was reported that subordinates raised concerns about the Secretary's server to BENTEL
in 2010 and he instructed them not to discuss the matter any further. BENTEL denied that anybody had
raised such concerns to him. He further stated that the account provided by the OIG report was
inconsistent with his open and welcoming management style.

(U//FOHO) BENTEL stated that he did not know CLINTON was using a personal email account
for DOS business until after it was released in the papers. BENTEL clarified he knew that CLINTON had
a personal email account but that he did not know that she was using it for work related matters. BENTEL
did not know if CLINTON had a DOS issued email account.

(U//FOE6O) BENTEL was shown an email that he sent to MONICA HANLEY on August 30,
2011 with the subject “Re: S berry.” The email discusses a DOS issued email account,
SSHRC(@state.gov, which had been previously established for CLINTON. In the email, BENTEL wrote
that emails on the account would be subject to Freedom of Information Act (FOIA) searches. Upon
reviewing the email, BENTEL stated that he did not recall the email exchange or the details surrounding
the use of SSHRC(@state.gov, noting that the account was likely set up by the system administrator.
BENTEL included the caveat about FOIA to make sure that HANLEY was aware of FOIA and that any
personal messages on the account would also be subjected to FOIA requests. BENTEL stated his group
was not directly responsible for FOIA related matters and that the appropriate contact for FOIA matters
within S/ES-IRM was| |

(U//FoH0) BENTEL was aware of the State Messaging Archive Retrieval Toolset (SMART) and
said 1t was not used by S/ES-IRM during CLINTON's tenure. BENTEL speculated that it was not rolled
out to S/ES-IRM at that time because it was a new system and they wanted to work out any bugs before
giving it to the executives. BENTEL stated that STEPHEN MULL would have made the final decision on
rolling out SMART to S/ES-IRM.

(U/FEH8) A copy of the original interview notes and referenced documents are attached ina 1A
envelope.
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(L/FOHOY On December 21, 2015, COLIN POWELL, office addressl |

office phone |was interviewed at his residence b
Federal Bureau of Investigation (FBI) Special Agent (SA) land SA | Egc
Also present during the interview was [to POWELL.

After being advised of the identity of the interviewing agents and the nature of the interview, POWELL
provided the following:

(U/FSTO) In his book, It Worked for Me: In Life and Leadership, POWELL wrote a chapter
called Brainware outlining his efforts to modernize computer systems at the US Department of State,
hereafter State. When he was sworn in as Secretary of State in 2001, one of the largest problems at State
was outdated Information Technology (IT) systems. At the time, State and the Central Intelligence
Agency {CIA) would swap responsibility every 12 months for the communication connections to overseas
embassies. Sometime thereafter, Congress passed a law establishing a White House agency with the
responsibility for secure diplomatic telecommunications. POWELL convinced the administration to give
him time to assess the situation, so he launched a study to determine the agency best suited to maintain
the communication connections. The study found CIA as the most competent, so POWELL fired State
and reached an agreement with the then CIA Director GEORGE TENET where POWELL would select
and evaluate the CIA staff person in charge of the system. Additionally, the system would be based on
POWELL's requirements.

(U/F0H03 In 2001, few State employees had a computer at their desks. Typically, there was one
computer per office, so POWELL budgeted for the purchase of 44,000 computers and put one on every
embassy desk. The project was done in-house without contractors. To convince and encourage others to
use computers, POWELL frequently used his to set an example. When traveling to visit embassies, he
would sit down at a random computer in each embassy and attempt to login to his account. This action
allowed POWELL to gauge if the embassy staff was maintaining and using their computers.
Additionally, he would frequently lock up Country Notes pages on the State intranet to determine if the
various bureaus of State were keeping their information up to date. On his desk at State, POWELL had a
State classified computer and a laptop with a 56kbps modem. The modem was used to access
POWELL's personal American Online {AOL) account. He viewed his personal email much like a home
telephone line in that it could be used for personal and business purposes. At times, POWELL would
correspond with foreign leaders by email. If the conversation became sensitive, whether with foreign
leaders or other USG personnel, he would arrange for a secure call.
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(U//E8B8) The IT transformation revolutionized business at State. With a computer on every
desktop, the time and space problems were eliminated when sharing information. Prior to the IT
deployment, embassies communicated via cables.

(U//Fe865 The State Inspector General (IG) and Intelligence Community Inspector General
(ICIG) both wrote POWELL to ask him if he had any emails from his time as Secretary of State.
However, POWELL took no emails with him when he left State and knew of no official record
requirements at the time, however, State claimed they were capturing any data necessary. POWELL has
not been able to get a straight answer from the federal archives regarding what record requirements were
at the time. He 1s concerned the current environment will discourage open communication and the use of
email, ultimately harming US Government efficiency.

(U//F688) When POWELL traveled for State business, a team would put a computer in his hotel
room for general use, but he would also have access to State systems. Some threat countries would have
additional security requirements such as If the need arose
to have a classified conversation, POWELL would go to a secure facility, such as the local embassy. bl per Dos

(U/ABH8) In response to reviewing the email attached to this communication in a 1A,
POWELL provided the following:

(U//Fe8) During POWELL's first few weeks at State, he received several security briefings that
restricted his ability to communicate. He was admonished that CIA and NSA did not want personal
digital assistants (PDAs) inside of SCIFs, even if the PDA did not have wireless capabilities. He
requested briefings to explain why PDAs were any more of a risk than the television remote controls in
the SCIF, but was not convinced of the risks. As a result of these experiences, he advised HILLARY
CLINTON, when she became Secretary of State, to resist restrictions that would inhibit her ability to
communicate,



